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1 Introduction

The goal of this document is to show how to establish an IPSEC VPN between two sites with the same IP address
scheme. For simplicity, a hub connects the external interfaces of the gateways. It assumes the reader has knowledge of
VPN-1.

Most of the screens shown below are for CP 4.1, however, when using Check Point Next Generation, the setup
of rules is the same however NAT rules must be automatic so that client side NAT can be enabled. If this is done
correctly, no static routes are needed. The default settings in global properties were used for these tests for both
4.1 and NG. They were new installations (not upgrades) on a fresh OS install.

2 Test Bed Layout

ftp-server
-10.0.0.2-real
+12.0.0.2-NAT
(ip Statically NATed on fw)

Firewall-A

Ext-ip-192.168.22.180

Int-ip-10.0.0.20

Check Point Check Point
5; N_‘;“ IPSEC VPN-1

Int-ip-10.0.0.180

Ext-ip-192.168.22.20

ftp-client Firewall-B
-10.0.0.18-real
+13.0.0.18-NAT
(ip Statically NATed on fw)
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3 Firewall-A Setup

3.1 Rules setup

51 192.168.22.180 - Check Point Policy Editor =|0j x|

File Edit Wew Manage Policy Window Help
HSRO it 85838 Cf @ BEFFaia = EBEREYT & W

#5 Security Polcy - Firewsll-A-10-to-10-net | £3 Address Translation - Fremal-a-10-to- 10-net | Ff Bandwicth Policy - Standard |

m Source | Destination | Service | Track Install On lime |(}nmment
W] coteways

Cubound
I 5 Local-ENC-Domain ‘ 15 Remote-ENC-Domain ) Any B) any

VPN
Fule

T ] Inbound
Encrypl ‘ EQ Lanig H Gatewsns @ Any PN

L

F«J Encrypt EE Lang

' & Remote-ENC-Domsin | {5 Local-ENC-Domain | B) any

Fule
n 8) Ay ‘@Mf 8) any |@ drop Long [ cetewars ) any ‘
Save completed successhully! [192.168.22.180 [ | 4
For Check Point Next Generation (NG), the rules are the same.
3.2 NAT Setup
3.2.1 Using oneto one
§i 192.168.22.180 - Check Point Policy Editor e =10l=l

Ble EdE Yew Manage Poky Window Help
HSRO $iBbR|B2S5HXH 0T EFFaiam®eBET6N

85 Securiy Policy - Frewal-A-10-bo-10-net 23 Address Translation - Firewal-A-10-to-10-net | FE¥ Banchidth Policy - Standard |

Griginal Packet nstall On | Gomment
SOurce Destination Service SOUrce Destination Service -
. | Ensure's that
B Locsl 10000 net | B Local 10000 net ) Any = Grigiral = Original = Orignal I.l Gateways i;ﬁ:?‘éi“
| | et HATED
[ ; i | Thiz rule
B wocal_resl 100018 ) Any &) any B poce_reted 130015 | = Originl = original |'| Geeways |10
| | brasffic
| | R | This nule
|@.m,- j locsl_natad_13.0.018 (8) Any = Grigiral BB jocsi_resl 100018 | S Orignal |-| Gateways ::::"m
| | rattic
Save complebad succassfullyl 192, 168.22.180 [ [ [ o
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For Check Point NG, create an automatic NAT rule by going on the NAT tab of the 10.0.0.18 object and fill in

the fields as follows:

‘Waorkstation Properties - local real 10UD0LLE

d dissres from I

o]

Geareral HAT
T npology
MAT ~ahms for Sddress Traralation
HAvanced ¥ & Automatic Addesss Transdation nses
Translalion methodt | Staic =l
Mtvscrk, vl addeess: 120013
|reckall one 1* Al j
— ffioe Fd ode
(3 Hevwer olte: Oifice Mod=
0 DOller Ofbce Mode 1o groras ;J
€ Alwsvs offer | i1 Pl e
~|P Pl
I_ P20 Tl e | e [ _:,.h_|_|-,=-" Fet S erurelierl ant YPH e
Alocsle [P Pool &

Heturm unused addiesses bo [P ool after | _lj i

Cancel |  Hep |

The above action will yield the following Nat rules (rules 2 and 3):

SULURLCE DESTINATION

IHRANSLATED PALCEET

I T
1 | Ak nal_ 0000 Lk o A00ED & Ay B (ripnsl L N Cngeed
L ocal_rsai_i000 18 * Anw * Ay Eﬂ_rﬂ_ﬂﬂﬂﬁ:{‘fﬂ Audress) | B Crignal = el

% Any L ecai_reai 0008 | & A

= Criginal

D‘m_muj poo1e = Crigrel
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3.2.2 Using IP Pools

These pools can be as large as needed. For this example a range of twenty addresses are used.

37 *iocal - Check Point Policy Edibor i =lol;
Ble Ede Wew Manage Poicy ‘indow Help
HEGRO ‘e BEAE CE FEEPat|" BT ¥

&5 Seauity Policy - Firewal-4-10-te-10-net. {23 Aderess Trenslation - Firewal-A-10-t0-10-ret | FEF Bancwideh Poficy - VEN |
Original Packet Iranslated Packet Install On | Com
Source Dastination Savice Source Destination Senvice
mxclucs
¥g pool 100018100038 | Bg pooi_1000181000.33 |E) Any = criginal = Onginal = origral Gatewars | local
tratfic
outbaured
¥ pool_100.018-10,00.38 |a.-.w =) ¥, poal 130018130038 = Onginel = origral GalEwars | e
| indound
- ) sy B podl 13004813003 |§} Ariy = criginal B 00l 100016100035 | S Orignal H Galewsrs |
. 8

Save completed successhuly| Flocal [ [ [

For Check Point NG, you should create automatic NAT rules from the NAT tab of the address range objects.
This will automatically generate NAT rules. Automatic NAT rules are need so that you don’t have to use static
routes.
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3.3 Encryption Domains

3.3.1 Firewall-A Local Encryption Domain

For this test, the Local Encryption Domain was only made to include the two addresses below. However you will have
to include all the hosts that you want to VPN enable. You must also include the addresses used in your NAT rules that
represent the local NATed addresses.

Group Properties |
ocal-EMC-Domair
Comment: I
Cobr: | NN~
Hat in Group: I Group:
] Local-Fea, B} local_nated_13.0.0.18

=

remote_fake_12.0.0.2

remote_resl 10.0.0.2 add > |
@ Remote-EMC-Damain
& Remote-FA-B < Remaove |

| ] 4 I Cancel Help
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3.3.2 Creation of Remote Enc Domain for Firewall-B in Firewall-A’s object
database

For this test, the remote encryption domain was only made to include the one addresses below. However you will have
to include all the hosts that you want to VPN enable. You do not have to include the real addresses that represent the
remote hosts in the Remote Encryption Domain.

NOTE: The fact that the Remote Encryption Domain definition does not require you to have the real addresses

allows you to create a VPN between two hosts with identical IP addresses. For example, you can create a tunnel
between 10.0.0.18 on one side of the network and a 10.0.0.18 host on the other side of the remote VPN.

Group Properties |

(M= Femate-E MC-Domain

LComment: I
Color: | NN ~ ]
Mat in Group: I Group:

= remote_fake 12002

= jocal_nasted_13.0018

T8 local_resl 100013

@' Local-EMC-Domain Add >
] L ocalFaea,
] Remote-FA-B < Hemove

s

k. I Caricel Help
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3.4 ARP and Routing

ARP Setup

No special ARP setup is needed since we are not “connecting” to the made up addresses, they are just used in the
translation rules.

Routing Tables

For Check Point NG routes are NOT needed is you are using Automatic NAT rules (and client side NAT is
selected in Global Properties)

The following routes are needed for 4.1

Nokia-7[admin]# netstat -rn
Routing tables *

IPv4:
Destination Gateway Flags Refs Use Netif Expire
default 192.168.22.20 CU 0 0 eth-s3plcO

13.0.0/24 10.0.0.18 CcuU 0 0 eth-s4plcO
*Entries have been deleted for clarity

Highlighted in bold is the static route needed in order for the Static NAT to work (In NG you no longer need this).

Normally the gateway for this static route would be the IP address of the interface closest to the firewall on your
internal router. For this test, the gateway is actually the pc behind the firewall.

Using NAT and IPSEC to tunnel between two networks with the same IP scheme.
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4 Firewall-B Setup

4.1 Rules setup

[ 192.168.22.20 - Check Point Policy Editor
Eila Edit VYiew Manage Policy Window Help

HSRO s+ ES50- 08 &

EE=TsixbEBT &N

=101 x|

5 Security Policy - FrewalB-10-to-10-net | {9 Addvess Translation - Firewal-&-10-to-10-net | FF¥ Bandwidth Polcy - Standard |

ﬁ Gateways B9 Ay

.st @.arq,r

.: &Y Local-ENC-Domain | Py Remote.ENC-Domain @ vy

. 5 Remote-ENC-Domain

@Aw

5 Local-Enc-Domain | B Any

) any B) any

Time

| Comment

WEN

[nbound
[wPh
| Fule

Save completed successfully! [192.188.22.20

For Check Point Next Generation (NG), the rules are the same.

4.2 NAT Setup

4.2.1 Using oneto one

}1 192.168.22.20 - Check Point Policy Editor
Eile Edt Yew Manage Policy Window Help

HERI )P aSH0 08 FEF st o BRBT & W |

= TE

#5 sacurity Policy - Frewall-B-10-to-10-net %3 Address Translation - Firewal-B-10-to-10-net “;ﬂ‘ Bandwiddh Policy - Standard E

Original Packel Translated Packet

Service

Destination

Destination Searvice Source

i Locsl_1000.0_net | B Local 10000 met [ Ay = Original = Criginsl Oiggnal

Install On

}.l Gateways

Comment

Ensure's thet
ro lacsl
brafmic will
et MATED

&) any

BB ocal_real 10002 B Any

ﬂsuu_muu_iznnz B Crignal B Original ‘H Geleways

Thiz ruka
iz for
autbaund

5 iocal_nated_12.00.2 &) any

S) any

B jocal_ren 10002 = Orignel ‘H Goteways ||

For Help, prass F1 192.168.22.20
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For Check Point NG, create an automatic NAT rule by going on the NAT tab of the 10.0.0.2 object and fill in
the fields as follows:

Workstation Properties - local_real _10.0.0.2 ﬂ
General MAT
- Topalagy
—%alues for Address Tranzlation
- Advanced v fdd sutomatic Address Translation rules
Trarslation method: IStatic j

M etwark valid addresz: I'I 2002

Inztall on: I " j

= Dffice kMode
% Never offer Mffice Mode
£ iter Difice Mode bo group; I j
= sliways offer Dffice Mode

— P Paoals

[T Uze [P Pocl HAT for Secufemate/Securellient and YEN connections

Allocate [P Pool &ddreszes from: I j

B eturn unuzed addreszes ta [P Foaol after: I _Ij kit

| k. I Cancel | Help |

The above action will yield the following Nat rules (rules 2 and 3):

Hmmm
- AL re_ 1000000 4L re 10000 * Any = Original

7 | O BRI ® Ay * Ary Esm-c-u_reu_": D02 (Veld Address) | = Orignel = Origal
H % Ay L tocai_resl_10.00.2 (vadd Acidress;| s Any = Ceiginal . D.‘m_ru_mumz = Onigral
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4.2.2 Using IP Pools

These pools can be as large as needed. For this example a range of twenty addresses are used.

“*local - Check Point Policy Editor = 0] x|
Sl Edit Wiew Manage Policy Window Help
HSLO &+ 2R 2SS0 |08 & EETae S & B EW & W
85 sacurity Polcy - Frewal-6-10-40- 10-net £57 Address Trandation - Firewal-B-10-40-10-net | F]F gancheickh Poticy - von |
No. Original Packet Translated Packet Install On =
Source Destination Source Destination Servico
| exthade
By oo 10002100022 | Bg pool 10002400022 |S) Any = Crignal = Original = Orignsl e
| raffic
7 | OLEbounG
¥g pool 10002100022 B Any ) any ¥g,p00_12002120022 | & Original = Criginal |ﬂ| Goteways |
. E ~ = E - | inkyound
@An'r’ T poal 12002420022 @An'r’ = Criginal \%pml_lﬂﬂﬂ?-1ﬂ D022 | | Criginal Il.ll Goteways | . p—
| -
i | 4|
of Help, prass F1 [Hocal [z | A4

For Check Point NG, you should create automatic NAT rules from the NAT tab of the address range objects.
This will automatically generate NAT rules. Automatic NAT rules are need so that you don’t have to use static

routes.
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4.3 Encryption Domain

4.3.1 Firewall-B Local Encryption Domain

For this test, the local encryption domain was only made to include the two addresses below. However you will have
to include all the hosts that you want to VPN enable. You must also include the addresses used in your NAT rules that
represent the local NATed addresses.

Group Properties ﬂ

[WE=a | ocal-E NE-Damair

Comment: I
Coior [ I~
Mat in Group: In Group:

= Locsl_10.0.0.0_net

] | ocal-Fv-B
remnote_nated_13.00.18
% remaote_real_10.0.0.15

Add >
= Remote-ENC-Domain < Remove |

] Remote-F-4

local_nated_12.002
local_resl_10.002

ak. I Cancel Help
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4.3.2 Creation of Remote Enc Domain for Firewall-A in Firewall-B’s object
database

For this test, the remote encryption domain was only made to include the one address below. However you will have

to include all the hosts that you want to VPN enable. You do not have to include the real addresses that represent the

remote hosts in the Remote Encryption Domain.

NOTE: The fact that the Remote Encryption Domain definition does not require you to have the real addresses
allows you to create a VPN between two hosts with identical IP addresses. For example, you can create a tunnel
between 10.0.0.18 on one side of the network and a 10.0.0.18 host on the other side of the remote VPN.

Group Properties : x|

Marne: R ermate-EMC-Damain

Comment: I
Color: | NN~
Mat in Group: In Group:

S Local_10.0.0.0_net
] | ocal-FrB

locsl_nated_12.0.0.2 Add > |

b remote_nated_13.0018

[ local_real_10.0.02
@' Remote-ErC-Domain < Remove
] Remate-FA-A,

] 4 I Cancel Help
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4.4 ARP and Routing

ARP Setup

No special ARP setup is needed since we are not “connecting” to the made up addresses, they are just used in the
translation rules.

Routing Tables

For Check Point NG routes are NOT needed is you are using Automatic NAT rules (and client side NAT is
selected in Global Properties)

The following routes are needed for 4.1

Nokia-8[admin]# netstat -rn
Routing tables *

IPv4:
Destination Gateway Flags Refs Use Netif Expire
default 192.168.22.180 CU 0 0 eth-s3plcO

12.0.0/24 10.0.0.2 Cu 0 0 eth-s4plcO

*Entries have been deleted for clarity

Highlighted in bold is the static route needed in order for the Static NAT to work (In NG you no longer need this).

Normally the gateway for this static route would be the ip address of the interface closest to the firewall on your
internal router. . For this test, the gateway is actually the pc behind the firewall.

Using NAT and IPSEC to tunnel between two networks with the same IP scheme.
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5 Test results

5.1.1 Ping from PC behind FW-A (Real-10.0.0.2/NAT-12.0.0.2) to PC behind FW-B
(Real-10.0.0.18/NAT-13.0.0.18)

This test is a ping from the pc behind Firewall A to a PC behind Firewall B. The log entry for the corresponding
connection is also shown. Notice the source IP address of 10.0.0.2 has been translated to 12.0.0.2 before sending the
encrypted packets to FW-B.

ommand Prompt (2)

D:~>ping 13.8.8.18

Pinging 13.8.8.18 with 32 bytes of data:

Reply from 13.8.8.18: bytes=32 time<1Bms TTL=126
Reply from 13.8.8.18: bytes=32 time<i8ms TTL=126
Reply from 13.8.8.18: bytes=32 time<1Bms TTL=126
Reply from 13.8.8.18: bytes=32 time<lBms TTL=126

Ping statistics for 13.8.8.18:

Packets: Sent = 4, Received = 4, Lost = B (B2 loss),
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = ©ms. Average = Bms

Dzv2
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Log showing the above ping. Take note of the translation from 10.0.0.2 to 12.0.0.2.

, 192.168.22.20 - Check Point Log Yiewer - [fu.log] ) e ;lEI_’

Flo Edt Wew Seect Window Help

DESH ER|AE T2 |®2|= 5[ 5

[N.. [Date  |origin  [Action  [Serviee [Source |Destination  [Prote.  [Rule [MlateSrc [XlateDst  [into. E
0 10hov 200 1921682220 ol started sending log to localhast

1 10Mow 20 19216822 20 Flt‘\ instal 192168 2220 19216622 160 IKE Lo Phese 1 (eggressive) comphation. 30
2 10how 2001 1821662220 F keny irstal 192.166.22.20 182 166.22 160 ip a scheme: WE methods: Combined ESP: 3DES +
3 10w 200 19216822 20 E encrypt 10002 130018 icmg 1 12002 icmg-type B icmp-code 0 scheme: KE methoc

i 10Mow20M 1921662220 FlE‘-. instal 192.168.22.150 192.166.2220 1] L1} scheme:. HE methads: Combined EZP: 30ES 4
5 10mow 2001 192 166.22.20 F key instal 192.166.22.20 192 166,22 160 ip 1] scheme KE mefhods: Combined ESP; 30ES 4
B 10pov 0N 1921682220 E decryot 130015 10.0.0.2 icmg 2 12002 icmg-type 0 icmp-code 0 scheme: KE rnu:th:n;._‘
i B
T PTEII s

Below are the logs from Firewall-A. Notice the translation of 13.0.0.18 to 10.0.0.18 thus completing the double NAT
sequence which effectively made it possible to send a packet from 10.0.0.2 to 10.0.0.18 (on another network) through
the VPN tunnel.

%k 192.168.22.180 - Check Point Log Viewer - [fw.log] 5 ..-.LU.IEI

Fle Edit Wiew Zelect Window Help

DeEH &R | HE|T2(@2|<|#is|[ksg =

IN.. [Date  |origin laction  [Service [Source |Destination  [Proto. |Rute [XlateSrc [XlateDst [info. [
il

0 10Mow2001 19216822180 ztarted 2ending log 10 locahos
1 {OMov2000 19216822180 B8 key inzial 1921682220 192.168.22.180 KE Log Phaze 1 (npgressive) comple
2 A0Mov200d 15216622160 [BR keyinstal 192 1682220 192,168 22 180 f 1] seheme: IKE methods: Combined ESP
3 10Mov2001 19216822150 |G decrym 12002 13.0018 Cimf 2 100018 ictg-type 8 lcmpecode O scheme: IKE
4 10Mov2000 19216822180 [BE keyinztal 19216822180  192168.22.20 P i] scheme: IKE methods: Combined ESP
-1 10Mow2001 192 166,22 ,180 E encrypd 130018 12002 Emp 1 100018 icmp-type 0 icmp-code O scheme: IKE
&  10Mow2001 19216822150 [BE keyinstal 19216822 20 19216822180 f i} zcheme: IKE methods: Combined ESP
-
4 | Llj
Far Help, prass F1 logviewfw [192.168.22.180 | | | .«
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5.1.2 FTP and ping from PC behind FW-B (Real-10.0.0.18/NAT-13.0.0.18) to the PC

behind FW-A (Real-10.0.0.2/NAT-12.0.0.2)
This test is a ping and ftp from the pc behind Firewall B to a PC behind Firewall A. The log entry for the
corresponding connection is also shown.

"= Command Prompt - ftp 12.0.0.2

Czx2>ftp 12.8.8.2
Connected to 12.8.8.2.
JCDaemon FIP Server Uepsion 2.8
B.8.2:<{none??: anonymous
User name ok, need password
Password:

238 User logged in

command successful.
status OK ; about to open data connection

cpshared_ B8B83 _1.tg=

fuwl 58783 _1.tg=

226 Closing data connection

45 hytes received in B.080 seconds <(458600.80 Khytes./secd
ftp>

"% Command Prompt

C:ssping 12.8.8.2

Pinging 12.8.8.2 with 32 bhytes of data:

Reply from 12.8.8.2: bytes=32 time=18ms TITL=126
Reply from 12.8.8.2: bytes=32 time<lBms TTL=126
Reply from 12.8.8.2: bytes=32 time<lHdms ITL=12b
Reply from 12.8.8.2: bytes=32 time=88ms TITL=126

(A
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Notice the source IP address of 10.0.0.18 has been translated to 13.0.0.18 before sending the encrypted packets to FW-

A.
A 192.168.22,180 - Check Point Log Yiewer - [fwlog] _._lm!l
Gle Edt Wiew Select Window Help
DEH SR(SE Fa(@2|=iix g 7
IN.. [pate [origin |action  |service |Source |Destination  [Proto. |Rule [xlateSre [xiatest |into. [
o 10Mowv200 192163221680 cfl slarted zending log to locakhost
1 10Rov2001 19216822180 g5 encrpt fip 1000148 12002 fcp 130098 12002 scheme: IKE methods: Combined ESP:
2 10men 2000 182,168 22160 ﬁen:r:.-pi noonia 12002 cmp 130098 icmp-iype B iemp-code 0 scheme IKE
] 10Mov200 1592163 22 18D E dacrypl 12002 100018 )] 130018 lcmp-type O cmge=code O scheme: IKE
| | *j
For Help, press F1 Jogview.fw  [192.168.22.180 ] 5
Below are the logs from Firewall-A. Notice the translation of 12.0.0.2 to 10.0.0.2 thus completing the double NAT
sequence, which effectively made it possible to send a packet from 10.0.0.18 to 10.0.0.2 (on
another network) through the VPN tunnel.
7H 192,168.22.20 - Check Point Log Viewer - [fwlog] -Jﬂlz

file Edt Wew Celect Window Help

D™ SR(AB ¥Fa @0 = iis|log -

[N.. [Date  |origin  [Action  [Service [Source |Destination  |[Proto. [Rule [<iateSrc [XlateDst  [info. &
1 10ov200d 1821632220 E decrypt mp 1300196 12002 tcp 2 130018 10,002 =cheme: KE methods: Combinad ESP- 30ES «
3 100ev20d 152 168.22.20 E decrypt 130016 2002 icmp 2 10.00.2 iemp-lype & icmp-cade 0 scheme: IKE methac
6 10MovI00 1921682220 [g§ encrypt 12002 130018 icmp 1 10002 icmp-type 0 icmp-code 0 scheme: IKE methoo
Il
i 3|
For Help, press F1 fogview.fw  [192.168.22.20 e e
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6 Conclusion

Hopefully this document has shown how easy it is to setup a VPN tunnel from a 10.x.x.x (or any other private
address) network behind a VPN/FW to another 10.x.x.x network behind a different VPN/FW device. A static
NAT and a static route were required to accomplish this. As you have seen, with Check Point Next Generation, it
is even easier to do this due to the new “client side NAT” feature.

This Check Point configuration may be useful when connecting to business partners that may have the same
internal IP address scheme that your company has.
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