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Hybrid Mode Authentication and UDP Encapsulation 08-Feb-2001

Abstract

Hybrid Mode Authentication is a method to authenticate to a VPN-1 module using Authentication schemes other than a Pre-Shared Secret, or a Digital Certificate.  This document describes how to configure Hybrid Mode Authentication within the Check Point Next Generation (NG) Software.
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Given the Diagram below, we will configure GW1 to allow Hybrid Mode Authentication with the SecuRemote Laptop.
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Overview

In order to configure Hybrid Mode IKE, the following steps are needed

1. Define the FireWall-1 Object

2. Define the VPN Topology and allow “Exportable for SecuRemote”
3. Create an Internal Certificate, so that Hybrid Mode IKE can be selected and configured
4. Edit the IKE Encryption Properties, 
5. Select “VPN-1 & FireWall-1 authentication for SecuRemote (Hybrid Mode)”
6. Optionally, Select the UDP Encapsulation Port to Tunnel SecuRemote through NAT devices in the “Advanced” tab of the IKE Properties
7. Define a User and Group
8. Define a Client Encrypt Rule
9. Push the Policy to the Module
10. Define the SecuRemote Site
11. Connect to the Encryption domain using the Client Encrypt Rule
In order to configure Hybrid Mode Authentication, Create/Edit the FireWall-1 Gateway Object definition as follows:
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Select/Create the Gateway Object from the Manage Network Objects Screen as shown to the right (
Next, Select the following to complete the General Section of the Object Definition:

· Name (mep1)

· IP Address

· Type – Gateway

· Check Point Products Installed

· Version “NG”

· VPN-1 & FireWall-1

· Make Sure Secure Internal Communications is communicating from the Management Station to the Module.
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Now Select the “Topology” Tab for this object, and the screen to the right will appear ( 

For our Example, select a Manually Defined VPN domain with the Network of 192.168.10.0/255.255.255.0.

Also select “Exportable for SecuRemote”

This will allow SecuRemote to download the VPN topology information.  This is how SecuRemote will know to encrypt any communications to the “192.168.10.0” network.

[image: image6.wmf]Next, Select the “VPN” tab of the Network Object

Before you select and edit the IKE Properties, you will need to create a Certificate for the FireWall-1.  If you don’t, then you will see the following screen, which has Hybrid Mode Authentication grayed out under the 

Edit ( IKE Properties.
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Select “Add” under the “Certificate List” in the screen above.

( The Screen to the left will appear 

Fill in the following information

· Certificate name (hybrid-certificate)

· Internal_CA

· Store the certificate in the management station
Next, Select “Generate” and the “Certificate operation succeeded”  screen below will appear
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Select “OK”, and continue

You have successfully generated a Digital Certificate, so that we can enable Hybrid Mode IKE
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If you would like to see the actual certificate, select “View”.  The screen below will show the certificate.  Select “OK” to continue.
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Now Select “OK” from the screen above, and you will see the summary line for the Certificate that was created to the right ( 

Next, Select “IKE” and the “Edit”
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The screen to the right will appear (
Now you can select the 

“VPN-1 & FireWall-1 authentication for SecuRemote (Hybrid Mode)” as shown to the right.

It is not necessary, but if you are interested in the “Advanced” options, select the “Advanced” as the following screen will appear

[image: image14.wmf]The “Use UDP Encapsulation” option allows you to select which UDP port to select for this UDP encapsulation.  By default we use the Registered UDP Port number of “2746”.

[image: image15.png]Group Properties - admins

Name: [admins

Comment:
Col:
Notin Group: InGroup:

<Bemove

‘ |

o

Cancel Help





The “Use UDP Encapsulation” option enables SecuRemote to “tunnel” through NAT devices in both “Hide-Mode NAT” and “Static One-for-One NAT”.  This will enable SecuRemote to traverse a network as shown below with an Intermediate NAT Device
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Next, Define the User to be authenticated as follows:

Define the User by selecting Manage ( Users, then select “New” User ( 
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Enter the Login Name ( Joe 
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Next Select the “Personal” Tab to set the Expiration for this user as shown to the right ( 
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Select the “Authentication” Tab, and Enter the appropriate “authentication method”. 

This could be RADIUS, SKEY, SecurID, OS Password, etc.  In our example, we will use VPN-1 & FireWall-1 Password as shown ( 
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Next, Select the “Encryption” Tab and select “IKE” as show ( 
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You can Verify the Encryption settings, by selecting “Edit”, the following screen will appear ( 
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Next, Validate the Encryption Algorithm, and select OK  ( 

[image: image24.png]UDP Service Properties - ¥PN1_IPSEC_encapsulation

Gensal |

Nae:

Comment: ~[Check Point VPN-1 SecuRiemote IPSEC Tra

e

Patt &3 Get

G|t





Now Define the Group “New Group” ( 
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Next, Add the User “Joe” into the “admins” group as shown ( 

Create the Client Encryption Rule as shown in rule #1 below.
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Install the policy to the VPN-1 Gateway
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On the SecuRemote Machine, Define the Site (
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Enter the IP address for the Site.

This should be the Internet Routable address to get the topology from. ( 
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make sure you “unselect” the following under Policy( Global Properties 
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You should see the following screen first ( 

After you select “OK”, then you will see the screen below
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Now Verify the Connection
[image: image35.wmf][image: image36.png]Evisting Objects:

Show: [al ] Mores>

=)

i meet

&

ek net-10-1-2-0

4pk net-192-168-10-0

Non ] Renove | _Eat
|





Now check the log view for the actual connection:

Rule #3827 shows the actual IKE exchange.  Notice, the user “Joe” with Internal Password for IKE phase one.  The actual rule is accepted on log entry #3830 with the “Decrypt” FTP service.  This validates that the Hybrid Mode connection is working correctly.
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C:\>ftp 192.168.10.10   (SecuRemote Pops up()


Connected to 192.168.10.10.  


220 ftpsrv Microsoft FTP Service (Version 4.0).


User (192.168.10.10:(none)): joe


331 Password required for joe.


Password:


230-ftpsrv ftp server


230 User joe logged in.


ftp> ls


200 PORT command successful.


150 Opening ASCII mode data connection for file list.


notes


226 Transfer complete.


ftp: 156 bytes received in 0.00Seconds 156000.00Kbytes/sec.


ftp>
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SecuRemote Passing through Intermediate NAT Devices
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