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Account Management Setup (01-Jul-2001)
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Abstract

Managing users on the FireWall-1 internal database does not offer the scalability and distributed environment that is inherent to LDAP.

This document describes the steps that need to be taken to integrate an LDAP server (Netscape DS) to Check Point NG environment.
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Any trademarks referenced in this document are the property of their respective owners. Consult your product manuals for complete trademark information.

Given the Diagram below, we go through the steps necessary to enable the use of an LDAP server as the user database. We use the Netscape Directory Server as our LDAP server in this example, but we are not limited to only this LDAP server. The Directory Server will be installed on CON1, which is also where the Check Point Policy editor was installed.
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Installation and setup instructions

Check Point Account Management consists of four components:

1. An LDAP Server containing user, group and template information (third-party software)

2. Check Point Account Management Client, a UI used to manage users in the LDAP Server. This client is part of Check Point NG policy editor (in previous versions, it used to be a different Java based UI.)

You should also note that Policy Editor NG is not communicating with the LDAP server directly but through the Check Point Management server via CPMI (OPSEC standard API).

3. The Check Point Management Server acts as the “middleman” between the Policy Editor and the LDAP server.

4. The Check Point Enforcement point that uses the data on the LDAP server to authenticate users for either VPN or standard FW-1 authentication methods.

Installation and configuration overview:

1. Install directory server

2. Import Check Point Schema file

3. Define and push  a security policy
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Install the directory server

Note: The Netscape DS was chosen randomly for this technical note.  Instructions given in this technical note should be used generically for any other OPSEC certified DS.
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Following instructions are based on Netscape DS 4.12.

Run install shield and install according to default recommendations (note the random administration port selected during the installation or change it according to personal preferences).

Note the difference between the Directory Server Administrator and Directory Manager.

The first is the ID typically used to log in to the console while the other is used by the LDAP clients to bind to the directory and either retrieve or post records.

Extend the DS base schema

Why ?

The schema defines the different types of objects that can be maintained on an LDAP server. Each LDAP server has its own default schema while each vendor developed his own set of attributes specific to his product needs.  

Check Point is no exception and for this reason the default schema needs to be extended to accommodate VPN-1 / FW-1 specific attributes.

Where is the schema file located ?

NG schema.ldif file is available on the distribution CD under 

\solaris2\CPfw1-50\reloc\lib\ldap\schema.ldif

Or

$FWDIR\lib\ldap\schema.ldif

Note 1: NG schema is different from 4.x schema

Note 2: The location information might be changed with FCS

How to modify the schema ?

The schema can be modified in two ways:

1. Using ldapmodify.exe available with Netscape DS installation.

2. $FWDIR/fw ldapmodify” command from $FWDIR/bin directory.
(fw ldapmodify  -h hostname -p LDAPport -D "loginDN" –w loginPassword -f $FWDIR/lib/ldap/schema.ldif)
Ldapmodify.exe file is available under the \NETSCAPE\SERVER4\shared\bin directory.

Note that SERVER4 is the first DS instance in this example, might be something

else (SERVER5) on your setup.

Schema modification instructions:

ldapmodify -h localhost -p 389 -D cn=root -w secretpw -c -f $FWDIR/lib/ldap/schema.ldif

Example #1:

ldapmodify -h localhost -p 389 -D cn=root -w pwd -c -f schema.ldif 

Example #2:

ldapmodify -h localhost -p 389 -D “cn=Directory Manager” -w pwd -c -f schema.ldif 

Define a security policy
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Open Policy ( Global Properties, enable the use of LDAP Account Management. 
2. Create a workstation object with the IP address of machine running the LDAP server
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Open the servers tab, create new LDAP Account Unit and fetch branches.  

Note that the Fetch command will only work with LDAP v3.

4. An external group needs to be created, as the Accounting Unit itself cannot be defined as part of an authentication rule.

An external group is a user group whose members are defined in an external LDAP

directory server. The LDAP directory can be managed independently of Check Point’s LDAP Account Management.  An external group can be used in a Security Policy in the same way that a Check Point’s LDAP Account Management group can be used.  The only difference between them is where the users are defined.
Creating external group:

The NG Policy Editor allows creating an external group in two ways. 

[image: image9.wmf] 


[image: image10.wmf] 

[1] Double click on the newly created Account Unit as seen under the users tab. Right click on the branch.

Click the users tab and create a new external group.

[2] Define an external group from its location in the standard method.
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Defining the Security Policy and Adding Users

Define a security policy rule:
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Open the Accounting Unit and define users.

Troubleshooting info

Making sure the LDAP server is listening:

Netstat is a utility provided by Microsoft to display protocol statistics and current TCP/IP network connections.

Running Netstat –a should display all current IP connections:


Note: the default LDAP listening port is 389

Schema modifications debug info:

Wrong port number in the -p (default is 389) will yield:

ldap_bind: Can't connect to the LDAP server - No error

Wrong bind name will yield:


ldap_bind: No such object

Wrong bind password will yield:


ldap_bind: Invalid credentials
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