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High Availability Management  (Last Modified 3/7/2001)
Abstract

This technical note includes installation, setup, verification and troubleshooting instructions for configuring high-availability management servers.

Network Diagram
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Installation

Installation of the Secondary management server is the same as the Primary’s, except for selecting “Secondary Management” when prompted by the installation wrapper.

IP Connectivity: The secondary server should be reachable by the Primary, and by all gateways that will have the Secondary as a standby master. 

Setup

1. On the Primary, Add the Secondary Management Object:
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2. Save the policy, and enter the HA Management Console:
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3. The console should display the new status:
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Note that the HA Management properties can be configured for automatic synchronization:
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4. On each gateway object add the secondary management as an additional Master, and optionally as an additional Log server:
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Adding Log Servers:
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The secondary now needs to be synchronized to include the new changes. Check the status to see that it is not lagging:
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Management HA Verification

Stop the Primary Management and log into the Secondary:
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Now fetch policy from the gateway that has the secondary on its Master’s list (note that the fetch command takes the Primary management as argument, but the actual fetching is done from the secondary):
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Troubleshooting (applies to the Pre-Beta builds only)

Installation:

1. Must be distributed

2. Cross-Platform not supported (Management servers must be same OS)

Connectivity:

1. SIC – make sure that the management servers are communicating properly, and that the secondary management has the CA’s certificate. All the SIC debugging tips apply here. Use the fw m –d and cpd –d debug outputs to monitor the interaction with the internal CA on the primary management server.

· Remember – in the alpha builds, there is no CA on the secondary management servers. 

· On the enforcement module $FWDIR\conf\masters file (Solaris), you should see the IP address of all the management stations, and their DNs.

2. The secondary management servers should be listening on port 18221.

Synchronization:

1. Use the fw m –d and cpd –d commands in 2 separate command windows, then  cpstart on both management servers. Synchronize the secondary and watch the debug output for possible hints. You should see the files being copied:
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2. Compare the $FWDIR/state and $FWDIR/conf directories, both should contain the same files. 

3. Try to log in to the secondary in read-only mode, this will give you an indication whether it is up or not.

Logging:

All operations having to do with Management High Availability can be viewed in the Check Point Log Viewer. Management High Availability items can be seen in the Oper. Column in Audit mode.

Enables log failover (more detail ahead)











The secondary’s status is never synched, thus synchronization is recommended





Configure SIC 








