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High Availability SEP (last Modified 3/7/2001)     

Abstract

This technical note includes installation, setup, verification and troubleshooting instructions for configuring Check Point High Availability SEP. The information contained here was tested on the Next Generation Pre-Beta version only (build 50517).

Network Topology
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 Installation (this refers to a 2-node cluster)

1. On the Secondary Gateway, define the shared IP addresses (same as Primary’s external and internal networks). One interface should have a unique IP address, to be used for communication with the Management server and for sync traffic.

2. Verify IP connectivity to the management server and to the Primary Gateway through the unique-address interface.

3. Install the Secondary Gateway with the HA member property enabled (same goes for the Primary Gateway):
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4. On the Management Server, enable Gateway Clusters: 
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5. On the management server, define the cluster object, and add the Primary Gateway as the only cluster member:
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7. Define the Secondary Gateway object, enable SIC, and add it to the Cluster:
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8. Save the policy and push it to the cluster.

Verification

1. Check the log file for HA messages (we start with GW1 on standby):
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2. Reboot GW2, and check failover:
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3. Check the Cluster state using the cphaprob state command:
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 Troubleshooting

4. Verify that sync is on using the fw ctl pstat command:
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6. Configure sync: 


The networks that are going to be used for sync traffic


The sync method


Sync traffic encryption





After the Fail-Over





Before the Fail-Over
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