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Using UserAuthority Components (07-March 2001)

Next Generation

Abstract

Maintaining security whilst enabling single sign on has always been an issue for IT Managers. Using the UserAuthority Components available with Check Point Next Generation enables the IT Manager create a secure single sign on environment. Setup, configuration and the purpose of each component will be explained within this technical note.

Because the security information is available to applications through the UserAuthority API it is possible to format the information requested to suit the requesting entity. For example a an entity that used strong encryption (e.g. 3DES) and strong authentication may be entitled to read/write access to the data, whilst a user with less strong encryption (e.g. DES) and simple authentication (like a pre-shared secret) may receive read only access. A second example, is where the requesting entity is a wireless device, so the output should be sent in a textual rather than a graphical format. 
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This network was used to create the instructions in this document. The client was Laptop1, using the Check Point High Availability cluster as the UserAuthority Gateway, and the ISAPI filter was installed on the PDC. Single sign on was successfully tested with a client authentication rule and a SecuRemote rule. Build 50537 of SecuRemote was used on the client.

INSTALLING the UserAuthority Gateway and the ISAPI filter

This technical note deals with the Next Generation UAG and the 4.1 SP3 ISAPI filter. The ISAPI filter is used to give Microsoft IIS the ability to see security information about connections. A supplied html page "TEST.ASP" is available to see what information can be delivered. Additionally changes are documented so that you can enable single sign on to Microsoft Exchange through Outlook Web Access.

Step 1: Preparing the VPN-1 Gateway

You must enable UAG on the VPN-1 Gateway. The UAG binary must be installed on the gateway itself, and you must check the UserAuthority Centre check box using the Policy Editor, see Fig. 1 below:
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Fig. 1

Finally, you must manually edit the file ‘netso.ini’, which is located in the $FWDIR/UAG/CONF directory. The file should contain a reference to the IP address of the OWA server as a netso_client. This is an example of a finished netso_client. Note that the syntax is important, i.e. space comma space is deliberate between the two IP addresses.

[NETSO_Simple]



 netso_client =  127.0.0.1 , 192.168.10.10

In the rulebase, you must allow the FW1_netso service between the UAG enabled gateway and the OWA server, see Fig. 2 below:
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Fig. 2

This concludes the VPN-1 gateway configuration.

Step2: Installing the ISAPI Filter

Obtain the ISAPI filter binary installation package from Check Point, and install with the standard installation (default configuration), and give the IP address of the UAG enabled gateway, which is labeled GATEWAY-IP in Fig. 3 below:
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Fig. 3

As you can see, the FW1_netso service communicates on port 19190. With this version of the ISAPI filter encrypted communications are not available. You may subsequently edit this IP address in the registry. You will need to reboot (NT) after you install the ISAPI filter.

After you reboot, you should start the IIS console, and right click the server (in this case *srv1) to enter it's properties, as shown below:

[image: image6.png][_[CIx]
=l81x]

osoft Management Console - fiis.msc - Console Rootilntemet Information Servery* srvl]
) Console Window Help
BEd 0B
| oo~ ven || ¥ g 2@ (8]0 50 T uE3®
Desciption [stete. [ Host Header Name | 1P Address
oot FTF e Rurring ~Bllunass
Rurring “Bllnass

23 Console Root
=2 Intemet Information Server

e-3)
Detaul FTP Sie
B Defauk b Site

(23 Microsof Transacton Server

48 Defaul web Site

NI

[bore




Edit the WWW service and go to the ISAPI filters tab. you should see that the UserAuthority filter was successfully installed and started, as show below:
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You should copy the file test.asp to the root of your HTTP server so that you may test the UserAuthority API before you try to configure OWA.

Step 3: Preparing the OWA Server

Although the gateway is using Next Generation software, the ISAPI filter used here is the 4.1 SP3 filter. It is installed through a self-installing binary, and a reboot will be required to activate the DLL file that is installed. In order to make the OWA ready for single sign, you need to modify some of the files, as follows:

In exchsrvr\webdata\usa\logon.asp replace:

<INPUT TYPE=text NAME=mailbox VALUE="" MAXLENGTH=60 SIZE=20>

By:

<INPUT TYPE=text NAME=mailbox VALUE="<%=GetUser%>" MAXLENGTH=60 SIZE=20>

In exchsrvr\webdata\usa\logonfrm.asp replace:

If Session(CURRENT_MAILBOX) <> bstrMailbox Then

By:

If Session(CURRENT_MAILBOX) <> bstrMailbox And GetUser <> bstrMailbox Then

In exchsrvr\webdata\usa\lib\SESSION.INC add this immediately after the first

occurrence of <% (at the beginning of the ASP section).

Function GetUser()

UserName = Request.ServerVariables("AUTH_USER")

If InStr( 1, UserName, "/") Then

User = Split( UserName, "/" )

GetUser = User(1)

Elseif InStr( 1, UserName, "\") Then

User = Split( UserName, "\" )

GetUser = User(1)

Else

GetUser = UserName

End If

End Function

This concludes the ISAPI and OWA setup steps.

Verifying that the UAG Daemon is operating properly

On the UAG enabled gateway, in the $FWDIR/UAG/BIN issue the 'netsod simplekill' command. Then set the environment variable set TDERROR_ALL_ALL=1 (NT) and issue the  'netsod simple' command. You will see a debug output - verify that in this output you can see the OWA IP address, as shown in the sample output below:

[NETSO 218]@gw1 SIC initialization started

[NETSO 218]@gw1 Read the machine's sic name: CN=GW1,O=cpmgmt-p.checkpoint.com.ec

tvyd

[NETSO 218]@gw1 Initialized sic infrastructure

[NETSO 218]@gw1 SIC certificate read successfully

[NETSO 218]@gw1 Initialized SIC authentication methods

[NETSO 218]@gw1 SIC initialization completed

[NETSO 218]@gw1 <22:24:45>: Using 'fwopsec.conf'.

[NETSO 218]@gw1 <22:24:45>: netso_client = 127.0.0.1

[NETSO 218]@gw1 <22:24:45>: netso_client = 192.168.10.10

simple proxy initialized

When the client is successfully authenticated, via one of the mechanisms recognised by UAG, and subsequently tries to access a resource for which authentication is needed, the ISAPI filter and the UAG will exchange information. You can see sample output when the authenticated IP address went to an HTTP resource:

[NETSO 180]@gw1 a0aa8c0,2a04:simple_handler: uery src=194.90.127.10 user=?

[NETSO 180]@gw1 Sending Query

[NETSO 180]@gw1 <23:23:54>: Query Replied!

[NETSO 180]@gw1 <23:23:54>: simple reply: user = test

[NETSO 180]@gw1 a0aa8c0,2a04:simple_request_cb: sending OK user=test

[NETSO 180]@gw1 a0aa8c0,2a04:simple_handler: Received an empty line 0

[NETSO 180]@gw1 simple_server_end_handler
You can see that UAG server was queried and asked to supply the user associated with IP address 194.90.127.10, and the value 'test' was returned.

You can also use netcat if you think that the ISAPI filter is not communicating on port 19190 - run netcat listening on port 19190 and see what data come through. Using the same syntax as the ISAPI would use, you can check that the user details are returned:

query src=1.1.2.2 usr=?

and you will be returned the current user value.

OWA Access is slow

The traffic on port 19190 from the OWA to the UAG enabled gateway is being dropped somewhere on route. You need to check that the FW1-netso packets are received – use the logging function to log these packets in the rule where you allowed the packets.

Resetting the UserAuthority Database

There is a database file stored on the OWA server that is effectively a cache of the gateway user authentication details. The details are stored next to their OWA user details in the database. If you need to flush this database then you must follow the following procedure:

net stop iisadmin

delete C:\Program Files\CheckPoint\UserAuthority ISAPI Filter\Ua_isapi.ndb

delete C:\Program Files\CheckPoint\UserAuthority ISAPI Filter\UA_ISAPI.NDB0

net start w3svc
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