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Site-to-Site VPN using Internal Certificate Authority (ICA) 24-Apr-2001


Abstract

Check Point 2000 4.1 SP1 introduced the ability to use an Internal Certificate Authority (ICA) for use with Hybrid Mode IKE authentication in client-to-site VPN connections.  This paper describes the new implementation of the Check Point Next Generation ICA generated certificates in site-to-site VPN connections.
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Overview

The Internal Certificate Authority (ICA) included with Check Point Next Generation is primarily used for Secure Internal Communications (SIC) between management servers and modules.  However, this paper will focus on the new capability of the ICA to establish a site-to-site VPN connection using the ICA generated certificates.  Former implementations of site-to-site VPN connections were restricted to using pre-shared secret or public key signature authentication methods.  Check Point Next Generation is now able to use ICA generated certificates as an authentication mechanism for IPSec VPNs.

The ICA is initially established automatically via CPCONFIG when a management server is setup.  A digital certificate for SIC is also created for the management server at this time.

Lab Environment

The remainder of this paper will assume the following components are involved:

· 1 Check Point NG Management Server 

· Solaris 7 Patch 106327-08

· 3 Check Point Enforcement Modules NG 

· 2 Solaris 7 Patch 106327-08

· 1 Windows NT 4.0 SP6

· 1 Check Point Management Clients 

· Windows 2000 SP1

Figure 1 below shows the topology used for the lab environment.
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Figure 1: Lab Topology

Note on Practical Environments

Based on the components used in the following lab, verification of the site-to-site VPN will be performed by establishing a TELNET session from one Module to another (for example, TELNET from FW_beta1 to FW_beta2 in Figure 1).  However, it should be noted that in a practical environment, the functionality of a site-to-site VPN session should be confirmed by establishing a communications session from a client object and a server object respectively located behind separate Modules.  For example:  the client object should be physically connected to the internal network and belong to the encryption domain of Module FW_beta1; the server object should be physically connected to the internal network and belong to the encryption domain of Module FW_beta2.

server ---  FW_beta2 ---  internet ---  FW_beta1  ---  client

In Check Point Next Generation, the encryption domains are defined within the topology configuration of each Module.  This is accomplished by describing what network (internal or external) each Module’s interfaces are connected to and then indicating if the Module’s VPN Domain should include the entire internal network or a sub-set of the internal network.

It is inherently assumed (without specific configuration) that each Module itself is a part of its own encryption domain.  For this reason, it is sufficient for this lab to verify site-to-site VPN connectivity by only establishing a communications session between Modules.

Procedural Outline

The general process for configuring a site-to-site VPN with the ICA generated certificates follows:

1. Setup and configure the physical Management Server.

2. Setup and configure the physical Firewall-1/VPN-1 Modules.

3. Establish SIC between the Management Server and all Modules.

4. Define the network topology.

5. Configure the IKE encryption scheme and negotiation for each Module.

6. Generate a certificate for each Module using the ICA.

7. Configure a security policy.

NOTE:

This paper will only detail the procedures from steps 4-7 above.

The Manual IKE Configuration procedure should be used if greater control over the IKE and certificate configuration is desired.

The Default (Automatic) IKE Configuration procedure should be used if the default IKE and certificate configurations are acceptable.  This procedure allows for a quicker generation of digital certificates for Modules.  Note the following configurations will be used with the Default (Automatic) IKE Configuration procedure:

· The key exchange encryption schemes will automatically be set to DES, CAST, and 3DES.

· The authentication method will automatically be set to Public Key Signatures.

· The Module will use any installed certificate including the one generated by the ICA.

· The certificate will have a nickname of “defaultCert”.

· The certificate will be installed on the Management Server.

Procedure

Manual IKE Configuration

1. Create the Module object and ensure that SIC has been established (see Figure 2).
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Figure 2: Module Object, General Tab

2. On the Topology tab, click Add to define the properties for each network interface (see Figure 3).
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Figure 3: Module Object, Topology Tab (unconfigured)

3. Specify the network interface name, IP address, and subnet mask (see Figure 4).
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Figure 4: Interface Properties, General Tab

4. The information on the Interface Properties Topology tab is used to define both the VPN domain and anti-spoofing parameters (see Figure 5).  Select the appropriate options as follows:

· External:  Select if the interface connects the workstation to the Internet.

· Internal:  Select if the interface connects the workstation to the internal (local) network.

· Not Defined:  There will be no anti-spoofing defined for this interface.  This interface and the objects behind it (if any) will not be included in this object’s VPN domain.

· Based on interface’s IP address and Net Mask:  All objects behind this interface will follow the same IP addressing scheme as the interface.

· Specific:  Specify the object (usually a network) behind this interface.
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Figure 5: Interface Properties, Topology Tab

5. If anti-spoofing parameters are desired, make the appropriate selections on the Anti-Spoofing tab (see Figure 6).
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Figure 6: Interface Properties, Anti-Spoofing Tab

6. Select the appropriate options as follows under the VPN Domain section of the Workstation Properties Topology tab (see Figure 7) :

· All IPs Behind Gateway:  Defines the encryption domain as based on interface topology information (specified above), so that it includes all objects behind the module. To view the specified VPN domain in the Topology, click on the corresponding Show button.

· Manually Defined:  Defines the encryption domain by selecting a network from the drop-down list. To view the specified VPN domain in the Topology, click on Show.

· Exportable for SecuRemote:  Specifies whether or not network topology will be exportable to SecuRemote.
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Figure 7: Workstation Properties, Topology Tab

7. On the Workstation Properties VPN tab, click Add under the Certificates List section (see Figure 8).
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Figure 8: Module Object, VPN Tab

8. Create a Nickname for the certificate, select a Certificate Authority from which to generate the Module’s certificate, and select where to store the Module’s certificate (see Figure 9).

[image: image10.png]EX

ate Properties

Cetficate Nickname: [certz

Cetficate Creation

Cetfcate Authorty [z ternal_ca

@ Store the cetficate on the management staior

 Store the cetficate on the mode

Generale the Cerlficate.

View the Cericate e

oK Cancel Help





Figure 9: Certificate Properties

9. Click Generate.

10. To confirm the certificate, click View (see Figure 10).
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Figure 10: Certificate View

11. Click OK twice to back out (see Figure 11).
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Figure 11: Module Object with Certificate

12. On the VPN tab, select the IKE checkbox.

13. Click Edit to configure IKE properties (see Figure 12).

14. Select the Key Exchange Encryption(s) to be used.

NOTE:  AES-256 is new to Check Point Next Generation.

[image: image13.png]IKE Properties

Gerera |
|- Support ey exchange enciyption wit | ~Support data ntegiy wit —|
O e = || wivos
casT -
3DES :I ¥ SHAT
~Support authentcatin methods:
I™ Bre-Shered Secret Edi Beoils
17 Publc Key Signatues
I~ UPN-1 & FiWal1 authentcation for SecuRemate (Hybrid Mode)





Figure 12: IKE Properties

15. Select Public Key Signatures for the Authentication Method.

16. Click Specify to select which certificate to use (see Figure 13).
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Figure 13: IKE Negotiation

17. Click OK twice to back out.

18.  Repeat the procedure above for all Modules involved in a site-to-site VPN.

19. Create a security policy similar to the one shown in Figure 14 below.  The policy should include the Modules for both Source and Destination and the Encrypt Action.
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Figure 14: Sample Security Policy

20. To confirm that a site-to-site VPN connection is working properly, initiate a TELNET session from one Module to another.  For example, TELNET from FW_beta1 to FW_beta2.

21. Confirm the IKE session by using the Log Viewer.  The log should appear similar to Figure 15 below where the encryption, key exchange, and decryption are visible.
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Figure 15: Log Viewer

Alternate Procedure

Default (Automatic) IKE Configuration

1. Create the Module object and ensure that SIC has been established.

2. Follow Steps 2 through 6 of the above procedure for Manual IKE Configuration to define the network topology.

3. On the VPN tab, select the IKE checkbox.

4. Click Set Default IKE.

5. The following series of confirmation dialogue boxes should appear.  Click the appropriate response to acknowledge the prompts.
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6. Continue from Step 13 of the above procedure for Manual IKE Configuration.
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