TECHnotes

SonicWALL VPN with CheckPoint NG using IKE

Prepared by SonicWALL, Inc.
09/03/01

Configuring a VPN using: IKE/3DES/MD5

Introduction: This Tech Note was written under the assumption that the reader already has a
basic knowledge of Checkpoint and SonicWALL firewall technologies and basic configuration.
It will require that the user have a fundamental understanding of VPN, encryption,
authentication, data integrity/hashing and key exchange. This paper was written for the
configuration of Checkpoint NG and SonicWALL firmware version 6.1.1.0.

Key Considerations: There are a few key considerations that limit the options when
configuring a VPN between a Checkpoint NG firewall and a SonicWALL firewall.

» Though supported by SonicWALL, Checkpoint NG no longer supports the use of manual
keys in the creation of VPN tunnels, thus no mention will be found in this document. IKE
is the only functional key exchange option between Checkpoint NG and a SonicWALL.

» When a Checkpoint IKE tunnel is configured, it requires the use of a data
integrity/hashing method (either MD5 or SHA1).

0 SonicWALLs support MD5 and SHA-1 as well as DES or 3DES.

0 SonicWALL’s encrypt for checkpoint option was originally made to interoperate
with Checkpoint fwl v.3.0b. Since then, all encryption methods that match up
with corresponding Checkpoint configurations should work (including
DES/3DES and MD5/SHA1).

0 There have been issues seen with Checkpoint boxes running on Solaris platform
in which aggressive mode must be turned off on the Checkpoint side for the
configuration to work. Security administrators should note that Main mode is
more secure than Aggressive mode.

» The VPN tab of the SonicWALL has a renegotiate button that can only force a
renegotiation when there is a currently agreed upon SA agreement. The button is not
available to force a re-negotiation after the initial negotiation fails or is broken.

Here is a diagram of the example configuration:
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Configuring the Checkpoint NG side:

Since Checkpoint has an object-oriented configuration GUI, it is necessary to create the
objects in the security policy rules before creating the actual rules. We will assume that a
basic policy has been installed and all access, NAT and routing setups have already been

completed.
Creating Network Objects

v" Create the network objects (for both sides of the tunnel).

0 Go to Manage/Network Objects
0 Click on New/Network

o Fill in the requested information for the network as shown below:

Network Properties - checkpoint_privnet_10.10.10.0_24

General SNAT i

Name: icheckpoint_plivnet_‘l 0.10.10.C
IP Address: |10.0.10.0
Met Mask: [265.256.256.0

Comment. ichackpoint NG privnet
Color. !- v!

[~ Broadcast address; —————————
| & Inchided © Matinclded |
L |

Ok i Cancel Help

Network Properties - sonicwall_privnet_10.0.2.0_24

General i NAT i
IP Address: [T0D20 |
Met Mask: |255.265.265.0
L rrr—
Color: l—-—_—E]
1~ Broadcast address: ————————
: & |ncuded Nt included :
'Ti Cancel Help

v' Create the local and remote firewall objects as workstation objects.

0 Go to Manage/Network Objects
0 Click on New/Workstation

o Fill in the property fields for the workstation object as shown below:
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Workstation Properties - checkpoint

w General

opology
CNAT Mame:

- Authentication IP address: 1192-158-1-1 Get address |

WPH
Management Comment: !Checkpoint NG firewall
- Advanced o
Color; I - vl
Type: " Host O Gateway

Check Point Products

Yersion ! NG = i

¥ | Check Point prad

(et Yersion

(W' /PM-1 8 Firgfall-1
CFloodGate-1

[ 1Policy Server

W] Frimany ba

Object Management

& W anagedbyithis Managemert Server (|

r |nteroper

N Device

B

Cancel !

Help

Workstation Properties - sonicwall

w General

- Topalogy
-MaT Mame; isonicwall

VPN

L Advarced IPAddress:  [192168.1.2 Get address ]

Comment; iSDnicWALL Tele2 Firgveal

Colar: I N vI

Type:  Hot Gateway

Check Paint Products

™ Check Point products installed; Version;HG "’

[CI%PH-1 & Firgw/all-1

¥ Interoperable YPM Device

.

Cancel i

Help

Note- both workstations must be specified as Gateway objects, and have the ‘Interoperable
VPN Device’ box checked. The version of Checkpoint firewall must also be specified to enable

all other needed configuration features as well.
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0 Click on the VPN Tab, and you should see the following screens for the
corresponding gateways. Notice that Checkpoint has an option for using the FWZ
encryption scheme. This is a Checkpoint proprietary encryption method, and is not
supported by SonicWALL. Select the IKE encryption method.

Workstation Properties - checkpoint

~ General VPN
- Topology
NAT Enciyplion schemes
-
.- duithentication set default [KE propeities
- Management O] &l Pz
- Advanced
Edt

Certificate List

MNickname | ON

| Certificate Authoriy

<

P

Cancel |

Help

orkstation Properties - sonicwall

- General VPN

- Topol

[ i i
o WPN

f- Advanced

oK Cancel Help.

0 Select IKE as the Encryption Scheme defined. Then click edit to configure the VPN
properties and Preshared secret for the VPN as shown below:

IKE Properties

General !

- Support authentication methods:

V¥ Pre-Shared Secret

™ Public Key Signatures

Edit Secrets... !

Advanced ... !

Help

Shared Secret

~ Shared Secrets List —————

Peer Mame

| Shated Secret i

|

|

| y

| | sonicwall
|

|

Bemove

Set !

| | Enter secret: ;123458

oK |

Cancel i

Help i

0 Select DES or 3DES as the encryption method.
0 Select MD5 or SHA-1 as the Hash method.
0 Select Preshared Key as the Authentication method
o Click edit secrets and find the opposite firewall of the one being configured
and enter a Preshared secret (must contain at least 6 characters with at least 4
unique characters).

o Click OK until all the configuration boxes are gone.
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Configuring the Security Policy Objects
» Create a new rule at or near the top of the policy. (It is important to have all encryption
rules at or near the top of the policy (appropriately, of course), such that the traffic is
encrypted before it is simply ‘accepted’ and allowed out.)
» This rule should include both the Checkpoint and SonicWALL’s networks as both source
and destination and the action should be ‘encrypt’ as shown below.

“_§’= 192.168.1.1 - Check Point Policy Editor - 09-03-01-rkb-v1.07
Eile Edit Wiew Manage PRules Policy Topology Search  Window Help

|deojvom||aanas | =
| 2lE s alaai|™

£ Security - 09-03-01-rkb-v1.07 ; Address Translation - 09-03-01-rkb-v1.07 | 0 Desktop Security - Standard ;

e | TaM| w

4L checkpoint_priviet_10.0.10.0_24 AL sopicwal_priviet_10.0.2.0 24 PN Rule-
sonicwall_privnet_10.0.2.0_24 checkpoint_ptivnet_10.0.10.0_24 ] Checipoint and
1 _privnet_ . I point_privret . * Any Encrypt Log (12 checkpoint * Amy o Prte

Metworks

At checkpoint_priviet_10.0100_24 | % &ny % &y £ scoept Log [15 checkpoirt % any Al LGl niizmmel

* Any & Ay & Any @ crop Log [ checkpoirt * Any Cleanup Rule

» Double click on the ‘encrypt’ action to edit the encryption properties.
» Select IKE as the form of encryption.
» Click on edit and select the appropriate encryption settings as shown below:

IKE Properties

Gereral !

Transform REA A
' Encrpption + Data Integrity [ESP)
€ Diata Integrity Orly [4H)

Encryption Properties Encryption Algarithm: i 3DES :_j
General ] Data Integrity D5 -
i~ Encryption schemes defined = Compression method: iNDne _Z_i

| Allowed Peer Gateway: ! |E| sonicwall :j

' ™ Use Perfect Forward Secrecy
| Usze DH Group: i[-ir:.\;:r.- 1 [762 bit] .‘_'__j

oK ] Cancel i Help i 0K 1 Caricel ! Help ]

Select the encryption algorithm 3DES and the data integrity MDS5.

Select the SonicWALL as the allowed peer gateway from the drop-down menu.
Perfect Forwarding Secrecy can be used, but must be configured the same on both
sides. Click OK until all configuration boxes are closed.

YV V

Configuring the NAT Tab

» In most cases, the internal LAN will be accessing the Internet through a Hide-mode
NAT (also known as port address translation or many-to-one NAT). The key to
remember is that Checkpoint performs NAT on a received packet before it sends it
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through the security policy. Therefore it is necessary to create a NAT rule that tells
the firewall what traffic is to be encrypted.

» This is shown below, as packets to be encrypted are kept as ‘original/original.” This
should be placed above other NAT rules so that packets bound for the tunnel aren’t
NAT’d first.

7 192.168.1.1 - Check Point Policy Editor - 09-03-01-rkb-v1.08

File Edit Wiew Manage Rules Polcy Topology Search Window Help
| | [l I It = = I Sl |
jHeo|shm |[&508a8 || B||BEdF et |[VadH || K|

| e et [vajaan| =]

Securiy - 09-03-01-tkb-v1,08  f=1 Address Translation - 09-03-01-rkb-v1.08 i EC Deskiop Security - Standard |

| 1| 4t checkpoirt_privnet_10.010.0_24 | 4L sonicwal_priviet 1002024 | & Any Criginal = original originel | [ checkpoirt ;m;{m‘?
m Ark checkpeint_priviet_10.0.10.0_24 * Any | * Any [Ehchackpmrd = Original = original | 18 checkpoirt General NAPT

Resetting the Key Exchange Times (This is CRITICAL)

» Due to IKE default incompatibilities, it is also necessary to edit the Policy/Properties
tab. Click on Policy/Properties/Encryption tab.

» Change the ‘Renegotiate IKE SA every  minutes’ entry to 30 minutes. Re-install
the policy. This will force the re-keying to occur every 30 minutes, and is a good
balance of security and overhead. This used to have to be set very low, however, both
the Checkpoint and SonicWALL will immediately bring the tunnel back up even if
the other side is rebooted.

Advanced IKE properties

™ Usze UDP encapsulation

f toe ver_pseC_encapst ~ |
Support Diffie-Hellman groups

[w]Group 1 [768 bit)
[1Group 2 (1024 ki)
1 Group 5 (1536 kit)

Rekeying Parameters

Renegatiate |KE zecurity azzociations |3EI 3: Minutes

Renegatiate IPSEC Security associations every |2SSDD 3: Seconds
™ Renegatiate IPSEC Security aszociations everyIEEIUUU 3: K.Bytes

Misc

™ Support |P compression for SecureClient

[ Support aggresive mode
¥ Support ke exchange for subnets

oK I Cancel Help
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Configuring the SonicWALL Side

The SonicWALL side is relatively simple to configure. Some considerations to take into account
are the amount of traffic passing through the box (Tele2/Soho2/XPRS2/PROVX) and how many
SA’s are going through the box.

>

YV V. ¥V VVVVVVVYVY
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Log into the SonicWALL, and click on the VPN tab. (We will assume the box is
registered, has VPN enabled, and has a basic configuration)

Click on Add New SA in the first drop down menu.

Select ‘IKE using Preshared secret as the [PSec Keying Mode.

Name the SA appropriately (i.e. SonicWALL to Checkpoint NG).

Leave the SA enabled (not disabled).

Enter the IPSec Gateway address (The external address of the Checkpoint Firewall).
Check the security policy boxes as needed to allow appropriate access.

Leave the SA Life time (secs) 28800

Select your encryption type to match up with the Checkpoint configuration
encryption (3DES) and authentication (MDS).

Enter the same shared secret as was entered on the Checkpoint configuration (ex:
123456)

Click ‘Add a New Network.” Enter the IP address range of the Checkpoint private
network (LAN side).

Click OK, The SA and the firewall should be updated already. (See below).
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/3 SonicWALL Administration - Microsoft Internet Explorer =] B3
J File Edit ‘iew Favorites Tools  Help ﬁ
J $=Back ~ = - (2 7t | @ search (Gl Favorites S #History | - S - -]

| address [&] hepi10.0.2. L imanagement. heml x| @eo

J Links @&]Scrappy @] Cisco PIX Device Manager @& |Phone List @ Whois & DSL Sonicwall @] SonicWALL SGMS »

Summary Configure

Log | AddModify IPSec Security Associations
LI Security Asszociation Im

Tools IPSec Keying Mode |IKE using pre-shared secretj
ﬂl Name |Checkp0int NG
_ ivanced | Disable This SA ™

DHCP | IPSec Gateway Address W

VPN

Anivirys | | Secuwity policy
S Life time (sces) [3600

Encryption Method I Strong Encrypt and Authenticate (ESP 3DES HMAC MDE) j
Shared Secret |1 23456
Destination Networks

Networlke  Subnet Mask
10,0100 2552552550 [ @

Add New Network.. |

Logout STATUS: Ready

Troubleshooting and Miscellaneous Tips

>

>
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The re-negotiate SA button that appears on the VPN Summary page is only available
when the SA has already been created.

Make sure the SA4 lifetime on the SonicWALL matches the value entered for the
renegotiate IPSec security association every XXX seconds field on the Checkpoint.
Troubleshooting can be done using either the SonicWALL’s log viewer or the
Checkpoint log viewer.

Changing the SA re-key times will affect overhead and load on the firewall, please be
certain the firewall can handle the extra load based on what model it is and how much
NAT’d or encrypted traffic is passing through it.

SonicWALL’s ‘encrypt for checkpoint’ options were originally made to interoperate
with Checkpoint fwl v.3.0b. Since then, all encryption methods that match up with
corresponding Checkpoint configurations should work (including DES/3DES and
MDS5/SHAT1).
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Troubleshooting and Miscellaneous Tips continued...

» There have been issues seen with Checkpoint boxes running on Solaris platform in
which aggressive mode must be turned off on the Checkpoint side for the
configuration to work. Security administrators should note that Main mode is more
secure than Aggressive mode.
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