CheckPoint Software Technologies
LTD.a

How to integrate Account Management
and Netscape Directory Server v3.1 with
VPN-1/Firewall-1v4.1

Event: Partner Exchange Conference

Date: October 19, 1999

Revision 1.0

Author: Richard Devera, Southern Region Technical Consultant

Credits: Steven Yurkunas, How to configure Account Management v1.0 and a Netscape
L DAP Server v3.0 — A Quick Reference Guide




Table of Contents

I Y o |V oo <. S 4
(€707 o) 1 11 I = 1 00 PSS PSS 7
EQUIPMENT NEEUE: ...ttt et e e e te e sreene e 7
CONFIQUIALION OVENVIBWV: ...ttt sttt n et sn e b nr e ne e eneas 8
Configuration DELAIS........cceiiiiiieere et 9
Installing NetSCape Dir€CLOIY SEIVEN........coo it re e e e 9
Install Account Management CHENT ... 12
Creating TemplateS and USENS.......c.uuiiiiiiiiiee ettt eeeane 14
Configuring an ACCOUNT UNIT......cooiuiiiiiiiiiieeeeiieee et e e sitee e s e e e s e e e s enaeeeeanes 18
Creating & SECUNILY POIICY .......eiiieiiiiie ettt e e e st e e e s eneeeeeann 20



How to integrate Account Management

and Netscape Director
VPN-1/F

y Server v3.1 with
W-1

This document explains the how to setup and configure SecureClient and SecureServer with Check Point
VPN-1Verson 4.1. Basic knowledge of the Check Point architectureis aprerequisite. For more

information on how to ingtdl dl the productsin this guide, plesse

refer to the installation documentation.

Demo AMC and Netscape Directory
Server

INTERNAL NETWORK
IP Network: 192.32.42.0
Management Console Netmask: 255.255.255.0
NT PDC - Domain “CS’
NT Server Software SP4 42.51

IP: 192.32.42.52
Netmask: 255.255.255.0
DG: NONE

I 42.52

DHCP

NOTE:

2

Al subnet nmasks are 255.255.255.0

LDAP Server

IP Network: 192.32.42.51
Netmask: 255.255.255.0
DG: NONE

Solaris - Secure Server

IP Network: 192.32.42.41
Netmask: 255.255.255.0
DG: NONE

42.41]

Secure Client

Win 95/98

IP. DHCP

Netmask: 255.255.255.0
DG:NONE

Al 1P Addresses are for Subnet and Host |P Address

ie 42.41 = 192.32.42.41
DG = Default Gateway




LDAP Model

(extracted from the VPN-VFirewall-1 Administration Guide v4.1)

LDAP (Lightweight Directory Access Protocol) isalightweight version of the X.500 directory access
protocol. LDAP is based on a Client/Server modd in which an LDAP Client makes a TCP connection to an
LDAP sarver, over which it sends requests and receives responses.

The LDAP information mode is based on the entry, which contains informeation about some object (for
example, aperson). Entries are composed of attributes, which have atype and one or more values. The
schemalligs the attributes, their data types (for example, ASCII text, a JPEG photograph, etc.) and how
those values behave during directory operations (for example, whether case is Significant in comparisons).

Entries are organized in atree ructure, usudly based on palitica, geographicd, and organizationd
boundaries. Each entry is uniquely named rdaiveto its sibling entries by its RDN (relative distinguished
name) consisting of one or more distinguished atribute vaues from the entry. For example, the entry for
the person John might be named with the “ John Doe’ value from the commonName éttribute.

A globdly unique name for an entry, caled aDN (digtinguished name), is constructed by concatenating the
sequence of RDNs from the root of the tree down to the entry.

A DN isexpressad in the “bottom up” sequence, thet is, sarting at the lowest level and moving up to the
root of the tree (See Figure beow for an example)

LDAP provides operations to authenticate, search for and retrieve information, modify information, and
add and delete entriesfrom the tree.



root

country (c) us IL
|
| |
organization (o) Partner Exchange Field Sales
| |
| |
commonName (cn) John Doe John Doe

Example DN's cn=John Doe, o=PartnerExchange, c=USis one DN which is different from
Cn=John Doe, o=Fidd Sdes c=US.



LDAP provides operations to authenticate, search for and retrieve information, modify information, and
add and delete entries from the tree.

LDAP Servers

The LDAP information model is most appropriate for directory services, that is, information which is read
much more frequently than it is modified. An LDAP Server makes the datain an LDAP-compliant
directory availableto LDAP Clients.

An LDAP directory can be indexed, which improves performance at the cot of the
directory taking up more disk space.

LDAP Schema

An LDAP schemais adescription of the structure of the datain an LDAP directory.



Goal of the Demo:

To show steps on how to deploy a VPN between aclient and server.

Equipment Needed:

Frewadl-1 verson 4.1 or grester (Unix or NT)

NT 4.0 Server SP4

Windows 98

Solais 2.6

NT or Solaris based platform 128 MB RAM, 2GB Diskspace



Configuration overview:

1.  Interconnect systems and hubs as per topology diagram.

2. Ingdl Windows 98 on one client, Windows NT Server for the Management console, WindowsNT
sarver platform for the LDAP sarver, and Solaris 2.6 for the SecureServer

3. Configure Network interfaces and routing. Verify connectivity by broadcasting a ping each host.

4. Indal SecureSarver on a Solaris machine

5. Ingdl the management console on an Windows NT server machine

6. Indal SecureClient on the Windows 98 machine

7. Ingal and Configure Netscape Directory Server on the LDAP server

8. Ingdl Account Management Client

9. CreateaSecureClient VPN ruleto the SecureServer

10. Defineandingdl apolicy for the servicesto be tested.



Configuration Details

| nstalling Netscape Directory Server

Directory Server Installions Options

1. Ingdl the Netscape Directory Server

2. When prompt for options, choose Netscape
Directory Server

3. After accepting the license agreemernt,
choose the default destination directory.

4. Enter the username and password for
administrative access (for this demo use
username: admin, password: abcd1234)

5. Enter in aunique random port number.
Thisport isused to accessthe
adminigration services of the directory

Select the installation option from below

e [
Directory Synchronization Service B032 K
Selectall | Cleartl |

¢ Back I Mezt > I Cancel |

srver. (use12345)

Chonee Dastination Locstion

Snbap vl mstall tes zesve in e I eong diecioy:
Toinstal fothis diectong. clich Med

Troindal in 5 difeent disciop chck Brosmes and celsci sncihs
e ko

Dheshinedicen D e boays
ColelspapeiSiaetpal

< fack

6. Netscape setup will ingtall the directory server.

7. When completed, you will be prompted to administer
the directory server. Enter the username and passwvord

you entered in the previous step.

dudminisiration Sesyer & uthenbcslion

Eipcass In e sdminidnation sspes s resticted o peopls o knos e
vearane o passron and rhose compuin hostreme nelches s §E of
sk o specly, Whah U atca s tha admicidraton. s, you il be
prormpded kor o uaenane snd passond

Llzemama: m

Passmond

Holn

Ilgu.;ae g LOAP b s e s bemnbica b, ol rodi ] ke siire Hrak Hres e ay
BoC By pamEion b b LDAP terer n

naracsnenl bk

4 Buch Hect & Canesl

didministration Server Pmt Selecbon

Bofrerisirion Port.[12345 ma

ond o s e b sereer by chekong on Be & dwirsd st nicon i e Hetooare
Servers progism goup, of by going o the Folioweyg [caation vemp 4 deveroompat e v
bramssr, nuch st Meloraps evigsion

g e 1 23S

The sdmrizh stion w=1ves e an 4 difsnsnt ek pos om other cereses on
thiz mpsben Thiz posl remb e delermires o |k pan b sccmeses] & e om po|
Aunbe has: b oha 2o balow.

— Mol

By dedmat, Hrae acdnms Falion sereer il e pang e Systen Aocounl This seHing can
b= charged Fiough the Servicsr Conid Parsl o freough Ehe adminidoalion nbsbsce.

£ flack Hasl = I

Coeel |
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8. Sdect Createa New Netscape Directory Server 3.1

% Metscape Server Administration - Netscape

File Edit View Go ‘Window Help
= L w e
- s A 4 2 W o & @&
= 4 Reload Home Search  Metzcape Prirt Security Ghop I

ﬁt'Bookmarks v/ Location:i_l’1tt_p:_ﬁ|da58\fr:12345
4| webbdall Conkact People ellow Pages Download Ej Chanrels

NETSCAPE SERVER ADMINISTRATION

Contact Netscape

GENERAL ADMINISTRATION

SERVERS SUPPORTING (GENERAL ADMINISTRATION:

MNetscape Directory Server 3.1

Create New Netscape Directory Server 3.1

:_! ﬁ' What's Related

[http: Aeldapaerl 2335;-siapd-instaII.-’_B'iE"index

fie Ed‘ Wiew a? 'ﬂ'ndu.w Heln : Enter the following:
Ha‘;c " R':l Hﬁ len ke sli o ﬂ
i P ednaid [ ) each  Metscam BCwilp S
T Bosmaks B Wetehe [ a1 2945 s e iindes =] &7 whet's Relaeed 1. SaverName: Idapswr
H webta H Contact B Peogle [H velowPeger B Dosnkosd _§ Charrek L > Saver ldetifie: LDAPonSVR
Netscape Communications Corporation _ N
Ngmmg Dimdﬂr‘}l Smgr IMIMM 3. SUIteSp0[ Adminigrator's|D:
admin
e binasees 4. Pessword: abcd1234
Serrer Port: | EEE] 5. Dlrectory Suffix:
o=Partner Exchange, c=US
Server Idenbifier: ;L:'ip“ﬁ"'rf'
6. Unredricted User: cn=Directory
confignre Pirectory Lor SuiteSpot & Manager
sumiteSpot Administrator’'s ID |""-‘-'=:'-?“I 7. Password: abcd1234
S [Frerenes
Pasmsrord {againd |”‘"’r‘l
Note: Ina typical deployment the
Barectory Saffix; |o=PactnscExchangs, c=U3 passwor ds between the SuiteSpot
T Adminstrator and the Unrestricted User
Unyestricted User: '-_"___-"_"" S am.'.:j..!: aredifferent
Pansword: ;:??'\1!1I
Password {agaim: f7rzrrane I

OKI

| Tpset |

O omument Dons
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10. When creating directoy has completed, to configure more about your server

11. Directory Server Installation completed.

11



| nstall Account Management Client

1. OntheLDAP Sarver (Idapsvr ), and on the M anagement Console (192.32.42.52), run setup to install

the Account Management Client (AMC).

AMC can dso be run through the VPN-1/Frewal-1 Policy Editor.

Note: The AMC isastanddone gpplication that can be run on any Windows NT/98 client workstation. The

2. After successful ingtallation, logon to the M anagement Console and start the Policy Editor
VFW-1 GUI).

(VPN-

3. Sdect New>Account Unit and nameit PartnerExchange. (Note: If you have more than one LDAP
server, you can manage al FW-1 users through the AMC. Thisisrecommended for severa reasons,

redunancy, performance, H/A).

Linit paopeilies

Enter 192.32.42.51 asthe
host (directory server)
Login DN iscn=Directory
M anager

Click on Fetch, when
fetching you will be required
to enter apassword for the
common name cn=Directory
Manager.

Click OK tofinish

1 Gesties i-_.i Encrypdion |
b)
" Becourd Untt: | PAANSERChange
o) S L T
ersion 11 | Host [163a24251 0
i ._: Ascount Urit Edt | .' Fort: [ 369
| =l Login BN [co=Crrecton Wanager
e : v ..
[ 1 - ) {
.. I ( |II I Hedpy : d)
A RN y: - Brarches :
P e - =
_ CHecy Popern : heh ca .i--l Falch n=FamngrExhange =13
|iI = {E1ng_Tchru!|L¥i_g|':[:li_|l.__ E .-‘m:-z

| =i pettl|

Siza Limit [ 100 % Bearch On Siar
QK. I Cancel I Helg I

Note: There aretwo (2) methodsin importing the schema One method isto usethe
Idapmodify command the other with the GUI interface. See Appendix B for more
information.

4. Copy the Check Point schemafrom
$FWDI R/ 1i b/ | dap/ schema. | di f

to c:\Netscape\ SuiteSpot\slapd- LDAPonSVR\ | di f

Note: Thisschemafileisaso located on the VPN-1 Certificate Manager

5. Next import the schemato the directory

Under the directory C\NetscapaSuiteSpot\dapd-LDAPonSVR\Idif> run the command

Note: The Encryption tab
isuseful for securing the
session between the
Account Management
Client (AMC) and the
directory server.
Thesessionisbased on
S

Refer to the Account
Management documentation




C:\ Net scape\ Sui t eSpot \ bi n\ sl apd\ server\| dapnmodify -h | dapsvr -D
"cn=Directory Manager" -w abcdl1234 -v -f CP_schena. | dif

This command will add the check point schemato the directory. The schemais used to add Check Point
specific atributes to the directory. Thiswill be used to store values to an associated entry.

See VPN-1/Firewall-1 Administration Guide for alist of the LDAP schema.
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Creating Templates and Users

1. Sartup the account management client from Programs->Account M anagement->Account
Management Client

=f Check Point - Accoant Hanasgement Client - 192 32 4251

Fik Edl Wietw  Halp

|66¢3|$‘ﬁ| |ﬁ @"|§1§|£12E| 2 | Enlrigs:1

o
sﬁ | dbjects: Al =1 Atinbubad | Full Mame =1 |Comains = I
o8 pote [ <] s | | 5]
- Elfy PatmerExchanps Full Hare [ Login Narme [ DM Distingulshed Harme) | 3|
@ Nehcaoe Seasn

7 SufleSpolAdm admin

F  acountants

uid=admiin o=ParnarExchange, =05

cn=arcountants o=PadnarExhanpa,r=US

cn=lakn Doe a=Padrer Bk

2. GotoFile>New Template. A template an LDAP entry with objectclassfwltemplate. All templates
arelivelinks. If you modify templates, dl userslinked to the template will be affected.

=Ff New Template E

Identification | Genaral I Authentication I Location I Time I Encryption I Gruupsl

Full Mame: | accountants

Branch: [

coor_| |

14



3. Goto the authentication tab and sdlect Default Method. Other authentication schemes are available,
however for this demo wewill sdect Default Method.

=F Edit Template "cn=accountants.o=PartnerExchange.c=U5"

Identification | General Authentication l Location ] Time ] Encryption ] Groups ]

Authentication Scheme ;

Settings :

Mo Specific Settings

4. Sdect the Encryption tab and modify the settings.

a Uncheck Enable FWZ

b) EnablelSAKMP/OAKLEY

C) Sea Authentication to Use Password

d) Transform: ESP

€) DataEncryption: 3DES

f) Datalntegrity: SHA1

g) EnableSuccessful Authentication Track tolog

=F Edit Template "cn=accountants o=PartnerE xchange_c=U5"

|dentification ] General ] Authentication | Location | Time Encryption ] Groups ]

]

¥ Enable ISAKAMPIOAKLEY

Authentication:

I Use Password

™ Fublic Key Signatures

- Encreption: -
Transform : | * Encryption + Data Integrity (ESFY ¢ Data Integrity Only (AH)
Diata Encryption & 3DES i DES " DES-40CF ¢ CAST-40
Drata Integrity; * SHa1 MDA
- General; - -
Successiul Authentication Track: | Mone {+ Log . Alert




5. SaveTemplate
6. GotoFile->New User, link this entry to the templateaccountants

=F Mew User

l General ] Authentication ] Laocation ] Time ] Encryption ] Groups ]

Login Mame: |-|Dhﬂ

Last Mame: |D|:|e

Full Marne: |J|:|hn Doe

Branch: |U=PannerE}{change,c=U5

| [

Link To Template: | accountants

7. Becausemog of the attributes for this entry has aready been defined, click on the Encryption tab,
|SAKMP/OAKLEY tab.

=F Edit User “cn=John Doe o=PartnerExchange c=U5%"

Identification ] General ] Authentication | Location | Time Encryption ] Groups ]

Pz il 1 V' From Template
v
Authenticatian:
v LUee Eassws Enter Password ‘
-
Encryption:
Transform : & Encnmting s Data ntenritEsET
Data Encryption : G+ AEE & : S R &
Data Integrity: * = {
General;
Successful Authentication Track: | € Hone ol e i

[92]




8. Click on Enter New Password andaKey for Encrypting Password

9. After updating the policy, close the application.

=€ |SAKMP | _ (O] x|
o Password
1
Mew Password: |“‘*‘“‘*‘“‘”
Re-enter Password: I“‘*‘“‘*‘“‘”
= KE\": e —————
——— O~

Key for Encrypting Passw

Re-enter key for Encrypting Fas

Key Last Used For Branch:

canl_|

Note: Key for Encrypting
Password

Enter the key to be used to
encrypt users ISAKMP pre-
shared secrets on the LDAP
server.

Thisfield correspondsto the
LA SAKMP Key field in the
Encryption tab of the LDAP
Account Unit Properties
window in the Firewal-1
Windows GUI.

(We will be configuring the
Account Unit in the Section
Configuring an Account Unit)

Itisthe samefor dl usersonan
Account Unit (eventhough it is
defined in aUser Properties
window). Y ou define this only
once. Onceit is defined, it
gppears asthe default vauefor
al other users when you open
their ISAKMP Password
windows

17



Configuring an Account Unit

Creete anetwork object for the LDAP sarver, use IP: 192.32.42.51 and name the object Idapsvr
Modify the Policy->Properties and check Use LDAP Account Management.

Cregte asarver, Manage->Servers... and dick on New->L DAP Account Units

SeeServer Object Properties to configure.

EN NN

i ksl iy Proqi ias

Benmd |ipkertaces | Stme | wat | ven |

[deme: m—

Server Object Properties

= BT T Name — Enter the Account Unit’s name, LDAPonSVR
Gammert: | Comment — descriptive text
—Location T ——————
5 = i Gy - - .
£ ot R { Bt i Host — Select Idapsvr. This list box was created when defining network object for
Muodula Incklad the LDAP server
I~ WP BFiewal Wamon (11 F Gl |
I= [ o= ese [0 5 Port — default should be 389 for non-encrypted sessions

I Cenpiestn: veser [a1
: CRL Retrieval — In this demo we will not enable CRL Retreival, however, this is
| v s il . used for CRL retrieval, that is, it is the CRL depository for OPSEC PKIl-enabled
Certificate Authorities

User Management — Check this box.

i3 | Gl | Hen | User Management is enabled only if Use LDAP Account Management is checked

in the LDAP tab of the Properties Setup window

LOAP Account Unil Propastie: Login DN — the DN (cn=Directory Manager) that will be used to bind (login) to
Gensrd | Encyplon | Uuls-P‘r\efﬂem.ul the Account Unit
Hane: m
Password — abcd1234
Conmenl: |ﬁ3|:°d-"“|
Gl (Note: The Login DN and Password was obtained when installing the
[ CAL Astneal F LheiManagemenl

Netscape Directory Server)
Het |8 eepsur x| Folt |39
Logn Ol |:nuDi'¢|:hlpHar.&qef
LOA&F Fighls

Pagehocid: [~ F R )
e Pri ority — leave as the default, further explanation can be found out of the VPN -
Coby | -| R = 1/Firewall-1 Administration Guide.
T & highess]

LDAP Rights — Check R and W to allow the FireWall’s access privileges on the
LDAP Server (Note: If the LDAP Server is a slave, uncheck W.)

Brarches:

Feich I c=PaireEschange c= U5

Branches — click on Fetch to get the branches available on the LDAP.

kel I Edi | Delete I Manage users on account units

ok | Concal | Hep |

5. If needed, you can Manage Usersfrom the
Edit Users on Account Unit dialog box, by
highlighting the Account Unit and clicking on
Manage.

6. Next, goto Manage->Users and select New
>External Group.

Manage I Edit Cloze

18



7. Configure the Externd Group withthe Extemal User Group [(LDAP)

following vaues — |
Name — accounting Mame: [accounting | Color I—LI
The name of the externd group R e
Comment; |
Acct Unit—LDAPonSVR , Aicct Unit iﬁs LDAPONEWR |
The name of the account unit you defined

~[Group's Scope

in the previous step.

In thisdemo wewill select All Account-

. ¢ Only SubTree [ [optional prefiz] . branch J:
Unitsusers.

| . I-:-=Fr:rl.:'-elExr.:I'.ar*.ge,c:=!J:5 LI
In practice, you can select an externd users

group to beabranch of atree SubTreeora
Group in abranch. | |.0=F'airr|eiE:1char=ge o=l15

" Only Group in branch [DN prefis):

If SubTreeissdected, enter the RDN of

that branch

0k l Cancel | Help




Creating a Security Policy

1. Cregtearulethat dlowsthe Externa Group accounting VPN accessto the secureserver
(SecureServer) using SecureClient

91 192.32.42.52 - Check Point Policy Editor
File Edit Wiew Manhage Policy Window Help

HERO y 2 (2508 08@BEseixsBRT LR |

£5 Security Palicy - Standard | #29 Address Translation - Standard |

m Source ‘Destinati0n| Service ‘ Action ‘ Track Install On

. LR . R
€2 accourting@any |99 Any ) ftp Client Enerypt [|[Z5

@ telnet =
g bl i
@ firiance-t @ o g Client Encrypt

n @ Any @ Ay @ MNET O drop AL secureserver @ Ay
n @ Any @ Ay @ Any O drop =

Ak secureserver @ Ay

AL secureserver @ Ay

AL secureserver @ Ay

For Help, press F1 192324252 [Readiwiite [ [ | 4

2. Download the policy to secureserver.

3. Totest thisLDAP functiondity out, logon to the Windows 98 client and attempt to access
secureserver using theftp client. Y ou will be required to enter the name of the user you crested inthe

section heading Creating Templates and Users

4. Setup complete.



Appendix A — Troubleshooting Tipsand New
Features

1. If the SecureClient or SecuRemote returns an error message “No preshared secret defined for user”
and the users properties have been defined correctly. Seepage 15 and ensure the IKE key has been
defined.

2. If you cannot import the Schemafile, be sure to turn off Schema checking before doing so. See page
Error! Bookmark not defined..

3. If you are having problemsimporting the Check Point schemafiles (CP_schemaldif) you may need to
dissble schema checking. (Refer to the Netscape documentation)
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Appendix B — Adding Entries using the Netscape
GUI

1. Copy the schemafile from the firewa | $FWDIR/lib/ldap/schemaldif to the [dap server
C:\NetscapdSuitespot\d apd-L DAPonSV R\ dif

2. Sdect the directory server LDAPonSVR and dick on Database Management
3. Sdect Add Entrieson the left hand side.
4. Enter inthedirectory path of the Idif file.

5. Click OK,

6. Click the Apply and restart the server.

+1|-1— Hetscape Directory Server - slapd-CAonG'W1 - Netscape

File Edit “iew Go Window Help

L 4 2 3 D e & & @
Back Fopward Heload Home Search Metscape Fririt Security Shop
W Bookmarks A Gio to: [http://192.32.42.51:12345/slapd L DAPonSVR bin/index x| 507 what's Related

wfebhd ail Contact People ‘rellow Pages Download D‘ Channels
NETSCAPE DIRECTORY SERVER 3.0 T ki

AllR

Scherna

Database .
Management Add Entries

Full path to LDIF file: I1tesp0t£slapd—LDAPDnSVRx’ldif.-’schema.ldif
Bind tu Ssrver as: |0=PartnErExchange,c=US
Password: I

0K | | Reset Help | |

| Dacument: Done A




