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Connect Control with Address Trandation:

By combining Connect Control with NAT you can configure your web sarvers in the cluster to default
route out of ancther gateway for redundancy, or have them configured with no default gateway a dl. This
example has 2 web sarvers in a web farm with no default routes set. This means that by default there is no
return path to the Internet to respond to clients.

NOTE: that the Web sarvers in my farm have no default route set a dl, they have no IP route to the
TedtClient system on the other sSde of the gateway/load badance. Their is no IP connectivity between the
web servers and the TestClient system.

TestClient: NT Workstation

Browser Client
IP: 192.32.32.1 IP: 192.42.42.1 IP: 192.42.42.3

GW: 192.42.42.3 GW: 192.42.42.3 GW:192.42.42.1
IP: 192.32.32.100

GW& |_L> I_-

uxfwl: Solaris Firewall-1 v4.0
Load Balenced: RoundRobin

1P:192.32.32.200
GW: None

Web2: NT WebServer:

No Default Route Set

Firg creste 2 objectsfor Web Servers1 & 2:

Workstation Properties

General I Interfaces | Encryption | NAT | SNMP |

IP Address: |192.32.32.100 Get address |
Enmment;l Workstation Properties |

- Location, ——————— Cal General I |nterfacesi Enu:r_l,lpticunl MAT I SNMF'I
& |nternal ) External
o = r e
- Type: r
Mg Geloney i IP Address: |192.532.32.200 Get address I

Comment: I

ok l Cancel - Location: Calar: | ] vI

& |nternal ¢ External
[ Exportable

-~ Tope: [T Firew/all-1 installad

™ Host ) Gateway i m . -
] l Cancel | Help |
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Next create a Group Object for the load balance configuration.

Grovp Properies |

'ebF arm

Cormrmett: !

Colar: I il vI

Mot in Group: In Group:

J3 | oscBslencer-Internal 33 et
" LogicalServer J= ek
@) TestClient Add >

m L]

¢ Bemove

i

] I Cancel Help |

Next build aLogicd Server Object pointing to the Internet address of the Firewall:

Logical Server Properties |

General I

IF &ddrezs; I1 9242421 Get addresz

Comment; |

—Semvers Typer——————— Color: I - vI

T HTTR % Other
Servers: I@'W&bFarm j

¥ Persistent Server Mode
— Balance Method:
" Semerload  RoundTip & Round Robin
™ Random " Domain

[k I Cancel | Help |

NOTE: In this example | am using the Frewal’s externd address for the Connect Control address i.e the
address that internet users will connect to. If you have $edth Rules (i.e. Any Any Firewal Drop Alert ),
this will dso block the Connect Control connections from Internet users. You may want to use another
addressin the valid externa range for the Connect Control address and have the Firewdl Proxy Arp for it.
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Now create a Workstation object to represent the interna interface of the Firewd to perform the Hide;

Workstation Properties |

Gereral I Interfacesi Enn::r_l,lptin:nnl MAT I

Marne: !LDadB alahcer-lnternal

IP Address: | 152.32.32.1 Get address
Eu:umment:l
—Location, ———————— Colar: |- 'I
= |nternal © External
[ Exportable
~Type: [T Firgwall-1 installed
& Host  © Gateway A o
sErEon (40 ¥

[k I Cancel | Help |

Now creste a Network Address Range object to represent the Internet clients source addresses coming in.

You need to know the source address of a packet to do a dynamic HIDE so we must represent # possible
addresses.

Address Hange Properties |
General I MAT |

Mame: I
Eirst IP address: ||:|_|:|_|:|_1

Last IP address: |255.255.265.254

Comment: I

Colar; Ii,

] I Cancel | Help |

NOTE: The Dedination of WebFam in the NAT rule is criticd and will keep the gateway from
performing NAT on packets destined for other services All packets destined for the WebFarm will be
NAT ed behind the internd interface so no default routes are required. Now when a packet comes into the
Firewal the DST is changed by the Connect Control Module to whatever server is next in the load bdance
scheme, and the Source is hidden behind the internd interface of the gateway. The 2 web servers could
have adefault route to ancther gateway i.e. aproduction internet firewall or no default route at all.
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Now cregte Security and NAT rulebase's;

uxfwl - YPN-1 & FireW all-1 Secunty Policy
File  Edit “iew Manage Policy “Window Help

H2a 2] =2 2s8s] e @ alFER] = B

Security Palicy I Address Translation I
Install On Time |

. £ it
@ Any :;3 LogicalServer @ bitps }ml Gatevvays @ Ay
n @ Any @ Any @ Ay }m{ Gatevvays @ Ay

For Help, press F1 [182.32.321 | RieadAwrite HUM i

uxfwl - YPN-1 & FireWall-1 Security Policy
File Edit Wiew Manage Policy “Window Help

HERe] s== slelels el @ BlEER] 2l ol el

Security Policy  Address Translation |

Original Packet Translated Packet Install On

Source |Destination| Service Source Destination| Service

|‘§WebFarm ‘@ Any = Origiral ‘ }ml Gateway

0

For Help, press F1 [192.32.321 |F|eadMlite LM 4

HLoadElaIencer-lrrternal = Original

Hereisthe NAT log outpuit;

E ftw.log - YPH-1 & FireWall-1 Log Viewer
File Edit ¥iew Select “Window Help

D|=(a| sl Bfw B8] [@[F & s =

bt |User [SrcKeylD [DstkeylD [XlateSre [x1ateDst [XlateSP.. [XlateDP.. [Info. [=]
LozdBalencer-Irternal Wyigh2 10076 Fittpa len 44
LoadBalencer-Irternal Wyieh2 10077 Fittgr len 44
LoadBalencer-Internal Wyeh2 10075 btk len 44
LosdBalencer-Internal Wb 10079 btk len 44
LozdBalencer-Irternal Wyigh2 000 Fittpa len 44
LoadBalencer-Internal ek 10051 btk len 44
LoadBalencer-Internal Wyeh2 10052 btk len 44
LosdBalencer-Internal Wb 10053 hittps len 44
LozdBalencer-Irternal Wizh 10054 Fitps len 44 Ij

4] >

Far Help, press F1 [logview e [192.32321 [ Mo

©Check Point Software Inc.



