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The typical management model for Check Point customers revolves around a
GUI Client that connects to a Management Console (MC) that may or may not
exist on the Firewall. For this demonstration, the Firewall and MC will exist on
the same system. (Note: The process is the same regardless of MC location)

The MC maintains all the files that define corporate policy, users, and objects for
the corporate Intranet. (Figure 1)

Figure 1

With Internet connectivity costs falling, global corproations are moving from
costly backbone connections to conducting day to day business across the
Internet. Changes in Internet Standard Operating Procedure (SOP) for
connectivity have also driven change in Security SOP. Figure 2 demonstrates
how corporate server access has changed from backbone to Internet access.
The change in access also drives changes in security. With typical management,
figure 1, the corporate management team is responsible for policy creation, user
access control, and bandwidth management for all Firewalls, remote and local.

Check Point Provider-1 integrates multiple remote FireWalled networks within a
management framework. Network Security, responsible for several FireWalled
Networks can configure and monitor a Remote Location Security Policy and
network activity from a single Network Operation Center.



Provider-1 maintains multiple FireWall-1 Management Servers on a single
server, known as the Multi Domain Server. Each Management Server receives a
virtual IP address and controls any number of FireWall Modules located at a
Remote Corporate site. Each Site receives one Management Server. In this way,
FireWall-1 databases for many Sites are maintained at a single administrative
station, while preserving distinctions between specific locations

A simple user interface enables centralized Remote location management.
FireWall-1 Remote Location, Management Servers and FireWall Modules are
displayed in a hierarchical tree, providing a graphical overview of all system
objects. Remote properties are easily configured and updated, simplifying
management tasks.

Flexible client/server architecture enables the remote execution of FireWall-1
Management commands. The Management team can launch the FireWall-1
Graphical User Interface for any Remote Location, enabling remote configuration
and management of the enterprise Security Policy. The GUI displays alert and
status information for all FireWall Modules, allowing Corporate Administrators to
monitor multiple networks from a single site.

Provider-1
Figure 2



Provider-1 Architecture

Components

The Provider-1 system consists of four components:

Graphical User Interface (GUI)
Multi Domain Server (MDS)
Customer Management Add-on (CMA)

Remote Modules
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Graphical User Interface

The GUI enables the remote management of multiple FireWall-1 customers.
Provider-1 GUI Administrators assign and configure a FireWall-1 Management
Server for each Customer. Customer properties are configured in terms of
FireWall-1 Management Server properties, Licenses, Certificate Authority Keys,
FireWall-1 GUI Clients, and FireWall Modules. The Management Server can be
activated using the standard FireWall-1 Management commands. Administrators
can launch the FireWall-1 Security Policy, Log and Status views to modify the
Security Policy of a specific Customer. The GUI provides an overall view of
Customer status and configuration. Customer properties are configured and
maintained on the GUI. Customers and their respective Management Servers
and FireWall Modules are represented as a tree, enabling simple, centralized
management of any number of Customers. All alerts from a FireWall-1
Management Station can be viewed and managed through the GUI.

Multi Domain Server (MDS)

The Multi Domain Server is a single machine hosting multiple FireWall-1
Management Servers, known in Provider-1 as Customer Management Add-ons.
Each Management Server is assigned a virtual IP address. All FireWall-1
components, such as the FireWall-1 GUI, communicate through the virtual IP
address as if it is a standard standalone FireWall-1 version 4.0 Management
Server.

The MDS resides at the Network Operation Center, and retrieves Customer
status and alert information from the Management Servers. Customer properties
are defined on the GUI and saved to the MDS.



Customer Management Add-on (CMA)

The Customer Management Add-on is a FireWall-1 version 4.0 Management
Server. The CMA resides on the Multi Domain Server, and is designated by a
virtual IP address. One CMA controls any number of FireWall Modules for a
single FireWall-1 Customer. Each CMA maintains the Security Policy, User
Database, Certificate Authority for the FireWall Modules it controls. The FireWall
Modules are located on the Customer’s site, while the CMAs reside

on the Multi Domain Server, located at the Network Operation Center.

Remote Module

A Remote Module is a network object on which the FireWall Module is installed.
Remote Modules are located at the Customer’s site. Each CMA receives alert and
status information from the Remote Modules it controls. The Provider-1 GUI
displays detailed alert data for all Remote Modules.

The FireWall-1 Security Policy, Log and System Status views can be launched from
the Provider-1 GUI to enable remote security configuration and management. The
FireWall-1 Security Policy can be defined and modified through the Provider-1
GUI. The FireWall-1 Rule Base, User Database, and Certificate Authority are
maintained on the CMA. The CMA downloads the Security Policy to its Remote
Modules, which protect the Customer’s network.



Migration

Existing on a Sun Solaris System, the heart of Provider-1 is the Multi Domain
Server (MDS). The MDS is the central host for many dedicated & isolated
Firewall-1 Management Servers (CMA). Currently MDS’s provide support for
100 CMA’s per MDS with the ability to cascade MDS'’s together for unlimited
virtual customer support.

Customer data is stored in $FWDIR/customers directory. The CMA, Customer
Managed Add-on, is the functional management server for customers. Each
CMA can manage up to 1, 4, or an unlimited number of firewall-1 modules.
Communication between the GUI, firewall module, and SR client act as if the
CMA is a standalone FW-1 management console.

This demonstration will utilize the network referenced in figure 3.

Equipment necessary for Multi Domain Management:

Multi Domain Server: Sun Sparc XX

Firewall: Any system currently supporting FW-1 FW
CLM

(Customer Log Module):  Any system currently supporting FW-1 MC
Reporting Module: Windows NT system (current release)

GUI Client: Any system currently supporting FW-1 GUI

Configuration Overview:

Install Provider-1

Install Firewall GUI (Necessary if management is to be done on MC/MDS)
Create/Configure CMA’s within MDS for Remote Firewalls

Copy required files from existing Management Console to MDS
Import/Confmerge data into MDS

Verify Policy for Remote Locations

Install policy from CMA to Remote Firewall

Convert/Remove old configuration files from Remote Modules
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/etc/mds/customers/192.32.32.72 (management console address for customer A)
/etc/mds/customers/192.32.32.73 (management console address for customer B)

Where .72, and .73 represent the IP addresses of the management consoles for
the customer firewalls on the Internet segment 192.32.32.0.

192.32.32.61 would have 192.32.42.72 as its management console.

192.32.42.0 192.32.32.0
Intranet Internet
Customer A
Firewall
Provider-1
4261
32.61
Customer B
Firewall

42.62
32.62

Customer Log

4275 42.63 32.63
Bay
1—

42.64 32.64

Report Tool

Figure 3 ‘



MDS Configuration

Before we can begin the migration process we must configure the MDS with both

Customer A, which will be a new installation, and Customer B which will be a
migration.

M Wiews  Applications
il e [
.f Stop Gk

&% Check Point Provider-1 - Multi-D omain GUI

= prol SR CORTHUTE S G+
2 ZmiconfigureMDS CHrl+E
Configure ChA Template

+ Linion of CWAs Properties

Group Mame:

Group Type:

|Provider-1
Io

Starting with the Multi Domain GUI above we must configure the MDS and the
CMA templates. MDS configuration sets the login parameters for administrators
where CMA configuration templates set the login privileges for administrators

within each CMA.






CMA Creation

We start by defining a new CMA. Where the IP Address is the MC address the
firewall will use to communicate.

Mew Item D efinition I

ChA name: [Customer A
IF address: 19232 42.72

(] Cancel

Once created, we now have to configure the properties for each CMA.

Configure
&= CAKeys | Wx Entrust PKI | FR4 Administrators | ¥ GUI Clients
= ol | B |jcense | =] Remote Modules

ChA Mame: [Customer-A

Remote Location |San Diego

Remote Contact  flohn Jefiersan

Femaote Phaone

Femaote E-hail !jj@F'artnerExchange.cnm

5] Cancel Apnply
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The configuration is not really different than that used in standard FW-1
configuration. The major difference is the license for the customer firewall is
entered here versus using FWCONFIG.

Once configured the Provider-1 MDG will show the following:

4 Check Point Provider-1 - Multi-Domain GUI

ltem  Manage  View  Applications  Help

=i‘p Provider-1 Servers

=25 192.32.42.71  Pravider-1

- :}_‘192 3242725 Customer-A Cha Mare:
P 33192324251 192.32.42 61

[customer-B

Remote Location  |Detroit

Remote Contact IHenr\,r Hyde
Remote Phonhe [248 555 5555
Remaote E-mMail |hh@partnere}{change.cnm

The Multi Domain Server is now ready to create and push policy to
Customer A. (Remember Customer A is a new customer) By selecting
Launch FW-1 Security Policy we can launch the Firewall-1 GUI and will be
connected with the CMA running on IP 192.32.42.72.

&4 Check Point Provider-1 - Multi-Domain GUI

ltern  Manage  View  Applications  Help

2| @ 38| 2]

=‘:LJ Provider-1 Servers
=2k 192,32, 42 ?1 Pruwder1
- 33 192 273 - Custormera CMA Mame: |[customer-a
: 11»3192324261 192324261 . -
B ;i: 1923247 73 - Customer-B Rermote Location  San Diego
5-----%192.32.42.52 192.32.42.62 Remote Contact IJuhn Jeffersan
Remote Phaone |ESD 564 5545
Remote E-Mail ﬁj@PannerExchange.cnm

At this point for Customer A, it is standard policy management. Creating
Objects, Creating rules, and pushing these rules to the firewall.
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% Standad [Customer_A] - ¥PN-1 & Fiee'wall-1 Secuiby Policy

b= E_ril Mee Jsnsge Pocp Mindos  Hels

QlEnle] s=e] 8lxele) elr| 5 BlElkEE] =) ol 2l

Securly Palicy | Adiress Tisrularion |

Source |!':--35fir|ah-;:-n | Service | Action i Track Install On Time | Comment
-| [ Customer-a P S Ay &) Ay i accepl -—T_' Loriy I [ Cumomer-2-PH i@ Ay
n|hm.u &S &y &) 2y ] ccoed E Long |ED.|M1'-A.-FW I@ Ay
== [ |
.|&m.m B any 8 ﬁ Az (54 Lo |[ﬂ-;umm..a..m |€j.w
n|§} By &) am &) vy a repct — Lo | M Customer-£. s |é) Ay
Save completed successiuld 1933242 72 PasdAdiile | HLM | ¥
Install Secunty Policy |
Standard ' Security Policy Script generated into Standard. pf ;]
Standard:
Compiled OF.

|nztalling Security Palicy Aete/mdsdcustomers/192 32 42 72/ conf /Standard. pf on all.al
P Beceived new control zecurity ke from 192,32 42 61

Inztalling Secunty Policy on Customer-A-Fed succeeded

Cione.

Customer B Migration

Now that Customer A’s policy has been established, we are ready to start the
migration of Customer B to a managed service. We currently have a policy
installed on Cust-B-Firewall. This policy has been created, managed, and
installed from the MC, which co-exists on Cust-B-Firewall. The process started
when we created a CMA for Customer B. (shown previously).

Each customer environment has it's own conf, lib, bin, .... directory existing in the
/etc/mds directory. Migration of the customer to the P-1 requires the following:

1. Create CMA’s (completed above)

2. Configure old Firewall for Migration to P-1

3. Copy the necessary files from the FW/MC to the P-1/FW. (Objects.C,
fwauth.NDB and *.W)

4. Set environmental parameters that will tell the firewall that it is dealing with a

specific CMA and not the MDS.

Import OLD Management Console Files into CMA

Reset the environmental parameters to the default.

o o
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7. Push policy to the firewall that is being converted.

The MDS works with a variable FWDIR. This variable is normally set to FWDIR
letc/fw for standard implementations. (firewall/management console) When
moving to a managed environment, this variable is set to /etc/mds, the directory
where Provider-1 defaults its installation.

ON the new management console:

cd $FWDIR/customers/192.32.42.73/conf
¥ Telnet - 192.168.10.240 = [=1

LConnect  Edit Terminal Help

Sunds 5.6

login: root

Fassword:
Last login: Fri Oct 8 16:34:84 from 192_.1568.108.4A
Sun Hicrosystems Inc. Sunds 5.6 Generic August 1997

Provider-14# cd fetc

Provider-1# cd mds

Provider-1# cd customers

Provider-14 1s

192.32.42.72 192.32.42.73 customertemplate

Provider-14 | i

8 Telnet - 192.168.10.240

LConnect  Edit Terminal Help

Provider—1# 1s ]
ahclientd fwauth .HDB install.conf product.conf trapexec.conf |
auth.C fuwauth _keys loguiewer .C product.id ver _txt

clients fwauthd.conf ndsver .txt serverkeys.dir wip_index.conf
default . W fumusers objects.C serverkeys.pag xlate.conf
F2ht-bin-sfxs  fuwopsec.conf objects.C.bak slapd.conf

f2ht-msgs furl.conf omi.conf smtp.conf

fu_license gui-clients options.conf snmp .C

Provider-1# | =l
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CREATE WORKING DIRECTORIES

mkdir $FWDIR/customers/192.32.42.73/conf/OLDMC
mkdir $FWDIR/customers/192.32.42.73/confINEWCMA

BACKUP EXISTING FILES

cp $FWDIR/customers/192.32.42.73/conf/objects.C
$FWDIR/customers/192.32.42.73/conf/NEWCMA/objects.C
cp $FWDIR/customers/192.32.42.73/conf/fwauth.NDB*
$FWDIR/customers/192.32.42.73/conf/NEWCMA/fwauth.NDB

;J! Telnet - 192.168.10.240
LConnect  Edit Termminal Help
Provider-14t 1s

HEWCHA f2ht-msgs furl.conf
OLDHC fu_.license qui-clients
ahclientd fuwauth .HDB install.conf
auth.C fwauth.keys logviewer .C
clients fwauthd.conf ndsver .txt
default . W fumusers objects.C

F2ht-bin-sfxs  fuwopsec._.conf objects.C._bak
Provider-1# |

omi.conf
options.conf
product.conf
product.id
serverkeys.dir
serverkeys.pag
slapd.conf

P E3
smtp.conf
snmp .G “J
trapexec.conf
ver.txt

vip_index.conf
®late.conf

From the old firewall/management console copy the following files:

(192.32.42.71 real IP
192.32.42.73 Virtual Management IP)

/$FWDIR/conf/objects.C
/$FWDIR/conf/fwauth.NDB
I$FWDIR/conf/*.W

to the MDS in the following directory:

($FWDIR/customers/192.32.42.73/conf/OLDMC:

address of the customer management add-on console)

/$FWDIR/conf/OLDMC/objects.C.cust.B
I$FWDIR/conf/OLDMC/fwauth.NDB.cust.B
/$FWDIR/conf/OLDMC/*.W

where 192.32.42.73 is the
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Excute the following commands:

CSH
setenv FWDIR /etc/mds/customers/192.32.42.73
setenv MSP_SOMEIP_ADDR 192.32.42.73

KSH

export FWDIR=/etc/mds/customers/192.32.42.73
export MSP_SOMEIP_ADDR=192.32.42.73

RUN the following commands:

cd $SFWDIR/bin

fwstop

fw confmerge $FWDIR/conf/OLDMC/objects.C
$FWDIR/conf/NEWCMA/objects.C > $FWDIR/conf/objects.C

cp $FWDIR/conf/OLDMC/fwauth.NDB* $FWDIR/conf

cp $FWDIR/conf/OLDMC/*W $FWDIR/conf

Jfwm —g $FWDIR/conf/*.W

fwstart

8 Telnet - 192.168.10.240 [[=]

Connect  Edit Terminal Help

Provider-1# setenv FUDIR /etc/mds/customers/192.32.42_ 73
Provider—-1# setenuv MSP_SOMEIP_ADDR 192_.32 _42 73
Provider-1# cd $FUDIR/bin

Provider-1# _/fustop

fum: Firewall-1 Hanagement Server going to die on sig 15
Provider-1# _/Fu confmerge $FUDIR/conf/OLDHMC/objects.C $FWDIR/conf/HEWCHA/object
s.C > $FuDIRfcuanuhject5.E

Provider-1# cp $FWDIR/conf/O0LDHC/Fwauth.HDB= SFWDIR/conf
Provider-1# cp 4FUDIR/conf/OLDHC/*_W $FUDIR/conf
Provider—-1# ./fum -g SFUDIR/conf/=.U

Converting File ’Cust-B-Policy.W"...

Converting File 'default._W'._._.

Total of 2 files converted successfully.

Provider-1# ./fuwstart

FireWall-1: Starting fuwd

FireWall-1: Starting fum (Remote Management Server)
fum: FireWall-1 HManagement Server is running

FireWall-1: This is a Management Station. Ho Security Policy will be Loaded
FireWall-1 started
Provider-1# |

-
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UNSET ENVIRONMENTAL PARAMETERS.

CSH

setenv FWDIR /etc/mds
unsetenv MSP_SOMEIP_ADDR

KSH

export FWDIR=/etc/mds
unset MSP_SOMEIP_ADDR.

ON THE SYSTEM TO BE MIGRATED (192.32.42.62)

cd $FWDIR/conf
create a masters file:
vi masters or edit masters

% MS-DOS Prompt - EDIT

s« xl wiel B =S Al

File Edit Search Uieuw Options Help
Cisuwinntsfwsconfsmasters

192.32.42.73
+192.32.42.75

SYNC KEYS

fw putkey 192.32.42.73
Enter secret key: x0000xX
Again secret key: XXXXXXX
fwstop

fwstart

The old management console has now been transferred to the Provider-1
environment. From the Provider-1 management console,
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% Check Point Provider-1 - Multi-Domain GUI
ltemn  Manage  View  Applications  Help

e i2 E 3

T L) == - r

AN -/

< Provider-1 Servers

=28 192.32.42.71 :: Provider-1
-2k 192,32 42.72 - Customer-A CMA Marme: [Custarmer-B

¢ Py 192.32.42 61 7 192.32.42.61
SRS 67 37 42 73 Custormer-B

Remote Location  [Detroit

- %192.32.42.52::192.32.42.62 Remote Contact |Henr\,rH\,rde
Remote Phohe |248 555 5555
Remaote E-mail |hh@partnere}{change.cnm

Selecting the “Launch FW-1 Security Policy” icon or “Applications/ Launch FW-1
Security Policy” will bring up the policy editor. At this point we can confirm that
the rules and users have been import and can move forward with policy
installation.

NOTE: In the installation process, our keys may or may not be sync’ed. If we
receive “Authentication for command load failed” we simply need to re-sync our

putkeys.

% Cust-B-Policy - VPH-1 & FireW all-1 Security Policy

Ele Edl “iew Manape Polcy ‘windew  Helo

BEn e ¢z 2laea] ele 5 LlrEem] ] ol 2|
Saciy Fokey | Mdlm:-Trcmluinnl

Source Itilzr';‘ém;jl.if.:-r|| Service | Action | Install O

- B sy &) sy 5 HET |ﬁ aop ] cocctamerB-Frawsl |68 any
. Ayl HepaGroun | B9 Ay &) A ! secept Leng ] oot B-Firawsl | 880 Ay
. @ B @ Ay @ Arry |a drop Eg Long [ costomer-B-Firwal ;@-Anf

ﬁ

Fot Hel, press F1 TERALTI Fead k= TIOM | L
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N |

—Uzers

Shawy: |-"1"-|| j

Cust-B-Group
€ Cust-B-Usen
) Cust-B-User2

@ Default

Mew... | Bemove | Edit... |

| LCloze I Inztall... I Help l

Install Secunty Policy

]|

Cust-B-Policy %" Security Policy Script generated into Cust-B-FPalicy. pf
Cuzt-B-Policy:
Compiled OF.

|nztalling Security Policy on Customer-B-Firewall succeeded
Drane.

[nztalling Security Palicy Aete/mdsdcustormers/ 192 32 42 73/ conf/Cuzt-B-FPalicw. pf an .

=l

o
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