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Firewall-1 4.0 SecuRemote Split/Encrypted DNS Quick Reference Revision 1.3

This document describes how to setup “Redirected DNS” for a SecuRemote user so that DNS queriesto the
Internal Domain may be encrypted and resolved by the Internal DNS server. All other DNS queries are
resolved by an external (ISP) public DNS server. The security aspect of thisfeatureisclearly tohide
internal domain information from the outside world. Thisfeature can also prove valuable for non routable
internal address schemes such as 10.x.x.x or 172.X.X.X .

The primary focus of this document isto highlight the combination of splitand encrypted DNS
functionality. While this combination will be the preferred design in most cases, design flexibility also
allows encrypted DNS configuration to asingle internal DNS server. A design summary will be given at
the end of this document highlighting the encrypted DNS only configuration steps.

This document assumes a knowledge of Client Encryption with SecuRemote and that a functional
implementation of this feature has been previously configured. In addition, the information contained
herein refers to software functionality present in SecuRemote version 4.0 (Build 4003 and beyond) and
Firewall-1 version 4.0 SP-1 and beyond. For more information on how to configure Client Encryption and
SecuRemote, please see the associated documentation in the VPN-1 User’s Guide version 4.0 SP1 (9/98
Edition) and www.checkpoint.com/~joe

Consider the following diagram. A DNS Server (192.32.42.10) is employed on the internal network that
resolves all names within the domain of boston.trek.com. For security reasons, the administrator does not
wish to publish thisinformation to the public network. A remote user in this case must connect securely to
the internal DNS server for names within boston.trek.com, while also being able to connect to a public
DNS(198.6.1.1) server for al other DNS inquires (i.e. www.checkpoint.com).
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In order to accomplish this goal, we will perform the following steps:

1. Create/Modify $FWDIR/conf/dnsinfo.C file on the Management Station. Thisinfo will be downloaded
to the SecuRemote client during atopology update process. Y ou must specify the information below:

- Thelnterna DNS Server hostname, in our case thiswill be "trek-pc"

- Thelnternal DNS Server |P address, in our case thiswill be 192.32.42.10

- TheNetwork Addresses for which it resolves the boston.trek.com domain.. In our casethisisa
single subnet, 192.32.42.x

- TheNetwork Mask for this subnet is 255.255.255.0

- The maximum number of labelsto resolve. In our case 4 for xxx.boston.trek.com

- Thedomain for which it resolves names. |nour case .boston.trek.com



- Set:encrypt_dns (true) at the end of the dnsinfo.C file. Thistellsthe SecuRemote client to encrypt
DNS requests to the boston.trek.com domain.

NOTE: If you have one FW-1 Module and one FW-1 Management on two different computers,
and you want to get the topology from your FW Module (version 4.0 feature), then you
will not receive the dnsinformation.

Reason: you also need to manually copy thefile dnsinfo.C in the $SFWDIR/conf
directory of your FW-1 Module to make it work.

Tell the firewall to encrypt SecuRemote DNS by adding #define ENCDNS above the line
“define USERC_DECRYPT_SRC” in the crypt.def file. Thesefiles are located on the management
station at:

onNT: \winnt\fwAlib\crypt.def
on UNIX: [etc/fw/lib/crypt.def

Reinstall apolicy on the firewall gateway so the proper updates are compiled into the kernel.
Kill the SecuRemote application

Double Click the Envelope with the key in the lower right hand toolbar. Then select File > kill
M odify the userc.C file on the SecuRemote Client by adding the following lines under the “:options’
e :dns_xlate (true)

:dns_encrypt (true)

Thesefiles are located:

OnWin95  \Program Files\CheckPoint\securemote\databaseluserc.C file
OnWinNT \winnt\fw\databaseuserc.C file

Restart the SecuRemote Client

Start > Programs—> Firewall-1 2> SecuRemote (Win 95)
Start > Programs > SecuRemote > SecuRemote (Win NT)

On the SecuRemote client, update the new topol ogy information from the Management Station.

Test the configuration



Step1l Createafilecalled dnsinfo.C in the $FWDIR/conf directory on the Management Station. Thisfile
will redirect local DNS queries for anything like xxx.boston.trek.com to the internal DNS server.

The contents of thisfile should have the following syntax:

(

:dns_servers (
(trek-pc.xj12
:obj (
(192. 32.42.10)
)

:topol ogy (
c(

;i paddr (192.32.42.0)
;i pmask (255.255. 255.0)
)
)
sdomain (

:dns_l abel _count (4)
:domai n (.boston.trek.com
)
)
)
)
cencrypt _dns (true)

)

NOTE: Please make sure that the syntax of thisfileisvery particular. If you misspell " encrypt”
for "encypt”, you might be looking for thistypo for quite along time!

Substitute your network structure for the above boldfaceinformation in the following places:

- yourDNS. yourfirewal | object for trek-pc.xj12
In our exampletrek-pc isthe DNS server and our firewall object is XJ12

- your DNS server |P Address (xxx.xxx.xxx.xxx) for 192.32.42.10
In our examplethe DNS server |P address 192.32.42.10

- The network addresses for which your DNS server
resol ves(xxx. Xxx. xxx. xxx) for 192.32.42.0.
In our examplethe IP Network is 192.32.42.0. It islikely that your environment contains multiple

IP Networks. In this case simply include the IP Network and Subnet mask for each network that is
within your internal DNS domain.

- The network mask associated with your I P Network
(xxx. xxx. xxx.xxx) for 255.255. 255. 0.
In our example, the subnet mask is 255.255.255.0



- The maxi mrum nunber of |abels to resolve (X) for 4
In our exampl e the maximum number of labelsto resolveis 4 for xxx.boston.trek.com

- The donmmin which the internal DNS server resolves .XxXxX.xxx.xxx for
. boston. trek.com
In our example the domain which our DNS server resolvesis .boston.trek.com.

Note Theexample of the dnsinfo.C file on Page 97 of the VPN-1 User’s Guide version 4.0 SP1 (9/98
Edition) contains asyntax error. Asdocumented in the above example, the file requires an additional
open parenthesis at the beginning of the file and an additional close parenthesis at the end of thefile.

Sep 2 Tell thefirewall to encrypt SecuRemote DNS requests by adding #define ENCDNS above
“define USERC_DECRYPT_SRC” in crypt.def file. Thisfile can be found:

OnNT: \winnt\fwAlib\crypt.def
On UNIX: [etc/fwilib/crypt.def

Add the line #define ENCDNS above “ define USERC_DECRY PT_SRC”

crypt.def BEFORE
defi ne USERC_DECRYPT_SRC {

(
#i f ndef ENCDNS
not (dport = SERV_domai n, (udp or tcp)),
#endi f
not (dport = FWD_SVC_PORT, tcp),
not (dport = FWM _SVC_PORT, tcp),
not (dport = | SAKMPD_DPORT, sport = | SAKMPD_SPORT, udp)
)
I

def func ACCEPT_CLI ENT_ENCRYPTI ON(rul e) {
(
USERC_DECRYPT_SRC,
(direction = 0, <src,0> in userc_rules,
USER_DECRYPTI ON(rul e, 0))
or
(direction = 1, <dst,0> in userc_rules, USER_ENCRYPTI ON(rule))
)

H

crypt.def AFTER

#defi ne ENCDNS
defi ne USERC_DECRYPT_SRC {

(
#i f ndef ENCDNS
not (dport = SERV_domai n, (udp or tcp)),
#endi f
not (dport = FWD_SVC_PORT, tcp),
not (dport = FWM_SVC_PORT, tcp),
not (dport = | SAKMPD_DPORT, sport = | SAKMPD_SPORT, udp)
)
b

def func ACCEPT_CLI ENT_ENCRYPTI ON(rul e) {
(
USERC_DECRYPT_SRC,
(direction = 0, <src,0> in userc_rules,
USER_DECRYPTI ON(rul e, 0))
or
(direction = 1, <dst,0> in userc_rules, USER_ENCRYPTI ON(rule))



Step 3 Reinstall the client encryption policy on the gateway.

“ AccessControl - YPN-1 & Firewall-1 Security Policy
File Edit Yiew Manage Policy “Window Help

Blsle| &= slel8lg] e]r & 2R =] 88w 2
Security Policy I Addreszs Translation I
Install On

Source
|

remote-usersin network192-32-42-0 =|-m-| Gatewvays

&) Any &) Any &) any ll-m-l Gatevways

Saving objscts. . {Flocal [Readfwite | [ [ 2

Note A Policy must be recompiled and sent to the firewall gateway for the proper updates to
take place when the SecuRemote client updates its policy information.

Sep 4 Kill the SecuRemote application

Double Click the Envelope with the key in the lower right hand toolbar.

Lj:@li@e@ 1:52 PM i3 Sites - VPN-1 SecuRemote [_ O] %]
' b : Fille ‘iew Sites Password: Toole Enbust Help

Then select File - kill

For Help, press Fi [l [l I—/Z




Sep5 Onthe SecuRemote Client, add the following lines under the “:options(” linein the userc.C file

:dns_xlate (true)
:dns_encrypt (true)

Thesefiles are located:

On Win95/98 = \Program Files\CheckPoint\securemote\database\userc.C file
OnWInNT = \winnt\fwAdatabaseuserc.C file

Userc.C options section BEFORE modification:
B o o e

)

:options (
‘expire (15)
:use_cert (false)

)

s L B B o o S

Userc.C AFTER Modification:
B T s

)

:options (
.expire (15)
:use_cert (false)
:dns_xlate (true)
:dns_encrypt (true)

)

s L B B o o S

Note  The DNS configuration must contain at least one DNS server entry as shown below.
TCPAIP Properthies | 7]

Bindings | Advanced | MeBlOS |
DS Configuration ! Gateway | WIMS Configuration I IP &ddress

" Djzable DNS

—(* Enable DNS

Host: !Iaptup'l Damair: I

DS Server Search Order

|- [ e |
192611 Hemove
Domain Suffix Search Order
| e
HEmove

Ok | Cancel |




Sep 6 Restart the SecuRemote Client.

Select Start > Programs > Firewall-1 - SecuRemote (Win 95)
Select Start > Programs-> SecuRemote > SecuRemote  (Win NT)

Step 7 Onthe SecuRemote Client, update the site information so the new topology information is
downloaded to the userc.C file.

From the Sites— VPN-1 SecuRemote window Select Site - Properties > Update

Site |
= Site |dentification
T Update |
N ame: !'I S T
= Intermal D ata

IP Address: I'I 92322225

Lazt duthentication Method;  FafE Key

KeuD: Innz.:ncm f4c3cd616bibe1 a0 _—j

Kep D Date; lTue Dec 03 13:50:23 1933

Last Update lThu Jan 07 14:26:03 1999

Note 1. Asaways, an updated userc.C file can also be distributed out of band and placed in
the correct directory on the client.

2. Verify that the previous settings are still accurate under the :options section
Step 8 Testing your new configuration should be fairly straight forward. On your client machine, dial up
your ISP as usual. Open aweb browser and enter the URL of your internal web server.

The SecuRemote challenge should appear. Enter your username and password and the authenticated
confirmation should appear.

YPH-1 Secufemote: Password I
&h
& I.!,az ErEE ] Enter your user name and password as usual.
ite:
I zer: I
Fazzword:

|
k. I Cancel




¥YPH-1 SecuRemote: Paszword |

i If SecuRemoteis configured properly and the
_ I 50 30 72 o8 P password is correct, you should be authenticated
Site: and aresponse will be launched stating that you
Ueer Idav I have been authenticated.

Ilzer dave authenticated by Firetafall-1 authentication

[Earze! |

Successful operation isindicated by a properly loaded web page,

Microsoft Internet Information Server - Hetscape

File Edit Yiew Go Communicator Help

| W o® A DN 2 I & @ N
Back Fomward Reload Home  Seach  Guide Prnt  Secunty  Stop
J 7 Baokmarks J‘ Location: lhttp: //web.boston trek, com/

Reverse Phane _ Best Fares Disc Quobe. corm The Weather Cha Infolluntes - 5t

ol

Internet
informationServer

The Web Server Designed For Windows INT Server
Why mut add fhe Labent features b0 your Intemea Infoonation §ever?

@ Sample Site
Books
il Online « Database
Sample Pages @ Programming

Mlicrosoft® Internet !?‘Appllcatlan ldeas & HTML

Information Server (113) -

makes it easier to do R e S ek e P s 0t e L hd
=l | Document; Done SEsgvEl s

and the following log file that shows the encrypted DNS to the Internal DNS Server (192.32.42.10) and
HTTP requests to the Internal Web Server (192.32.42.36).

B dns-success.log - YPN-1 & FireWall-1 Log Yiewer

File Edit “iew Select Window Help

Dl Skl ol alal o |&] 1

|Lug 'l

N.. |Date |Time |Int.. |0rigin |Type |.Action |Sewice |Source |Destinati.. |Pr;|
0 2INov19.. 16:31:18 [#] d.. 192324225 [N co..

1 2ANovia. 16:36:34 [B] o 192324225 [ oy [@ decrypt domsin-udp 192322220 192324210 ud

2 2Mev1a. 16:36:34 (3] o 192324225 [ oy [E decrypt domsin-udp 192322220 192324270 ud

3 N9, 183634 [B] o 192324225 [ oy [E5 deorvpt hitp 192322220 192324236  tog

4 ZAhowi9.. 153634 [B] d. 192324225 [ oy [F deorypt 192322220 192324240  icr

5 2Mev1a. 16:36:35 (3] o 192324225 [ oy [Z decrypt hitp 182322220 182324236 top

6 ZiNovlD.. 183635 [B] d.. 192324225 [& oy &5 deorvpt hitp 192322220 192324236  tog

T 2Novia. 163635 [B] o 192324225 [ oy [Z decrypt hitp 192322220 192324236 to

-
a| | »

For Help. press F1 [loguisw b |12 S




Configuration Summary for Encrypted (and not Split) DNS

Configuring Encrypted DNS only will resemble the above configuration except in the following areas:

Sepl  Create/modify the dnsinfo.C file on the management console.

The contents of thisfile should have the following syntax:

(

cencrypt _dns (true)

)

Sep5  Intheuserc.C file on the client, Omit theline :dns_xlate (true)

Note  The DNS configuration in the TCP/IP Properties window on the client must contain the | P address
of theinternal DNS server. TCP/IP Properties E B

Bindings |  Advarced | MatBIOS
DNS Canfiguratian | Gateway | WINS Canfiguration | 1P Address

" Disable DNS

—{* Enable DM5

Host; IIaptDp1 Domain: I

DMS Server Search Order
T

192324210 HEEE

Domain Suffis Search Order

| i |

ak. | Canicel |

10



Appendix A - Known Issues with SecuRemote version 4003 and 4005

With SecuRemote 4003 (or 4005), you can send encrypted DNS requests from your SecuRemote to a
computer in the Encryption Domain of the FireWall. When using this you must be aware of two different
known issues :
1. If you define multiple suffixes for DNS redirection.

Example:

Y ou can define to have the SecuRemote redirect all DNS queries of the form:

* ¥ aaa.comor *.*.yyy.com

to acertain DNSserver. The problem isthat SecuRemote will redirect only DNS queries of the form

* *.yyy.com. Thisisbecausethelast entry runs over the previous entry. However, if you define the

following two suffixes

* aaa.com or *.*.yyy.com

then the last entry won't run over the previous one because it has adifferent label count (thefirst has 3
labels and the latter has 4).

A workaround is therefore to define different label counts to each suffix.
2. Second problem.

Suppose you define SecuRemote to redirect all queries of the form: *.aaa.com to a certain DNS server.
Now suppose you try to resolve the name

WWWw2.888.c0mM
SecuRemote will wrongly think that the name www2.aaa.com consists of 4 labelsinstead of 3 and will

not redirect it. The problem iswith the presence of a numeric character (the 2) inside the name. A
workaround is to define longer label countsto each such suffix.
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