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Installing and Configuring FW-1 with Certificate Manager

The goal of this document is to guide you through the installation and configuration of the CM v1.0
product, as well as the configuration of FW-1 v4.1 and SecuRemote, so an ISAKMP VPN can be
established from a SecuRemote client to FW-1 using digital certificates.

The Certificate Manager product is a bundle of the Account Management Client, Netscape LDAP server,
and a “trimmed down” version of the Entrust Certificate Manager.

This document is divided into the following sections:

« Installation of CM components (AMC, LDAP server and CA)
«  FW-1 configuration

«  Configuring the Rule Base

« Creating a FW-1 LDAP user and certificate

« Creating a SecuRemote LDAP user and certificate

«  Configuring SecuRemote client and installing certificate

Things to do Before Installation:
1) You must install Netscape Navigator version 4.04 or higher before installing VPN-1 Certificate
Manager.

2) You mustinstall VPN-1 Certificate Manager as a user with Administrative privileges. This user must
also be giveriLog as a service”rights, as follows: Bring up thelser Manager for Domains From
the Users manager, selddlicies/Users Rights Click the box forShow Advanced User Rights
Now click on the scroll down bar labeldRight. Select_og as a Service If administrator is not
listed in theGrant to field, add it. After you have done this you musboot the systentor these
settings to take effect.

Note — You must make your changes at the User

Manager for Domains Submenu. Otherwise the
Entrust CA component won't be installed and you Computer: 2112 K

will receive an error message regarding a problem
with log on as a service.

Cancel

al=ll A | 0g on &= & zervice
Grant To: Help
Note — You must add the individual user. Giving

“Log in as service” rights to a user group does not
work. [

T

Note -If an earlier version of the CM was installed, [ Show ddvanced User Fights
remove it by uninstalling it. If any directories
related to CM have been left after the installation, remove them manually before reinstalling.

Note —If using a domain controller, it is not enough that the administrator is defined on the domain, but
on the specific machine. Moreover the “logon as service” should be granted to the local administrator.



Installing AM, LDAP Server, and CA:

1) Insertthe CD-ROM, open NT Explorer and double-click on setup.exe. The Install Shield will walk
you through the installation of the AM, LDAP and CA components. Select all three components to
install.

Check Point - YPN-1 Certificate Manager B

Please select which components to install

¥ iCheck Point &ccount Management Client w1 1 (10MBE
¥ Metscape Directory Server w311 [S0Mb)
¥ Entrust Certificate Autharity - Aliance v3 0c [22Mb)

< Back I Mext » I Cancel |

Note —This option of installing all Certificate Managers’ three components is just a recommendation.
Users who familiar with the CM product can install all components on one machine or can install each
component on separate machine. This document describes the installation of all three-CM components
on one machine.

Note -If for some reason each component does not install properly, you will need to uninstall each one
and start over. Uninstalling doesn’t remove all of the directories created by the install script so make
sure to delete them before reinstalling.

AM Client Installation:
2) This is the first component that gets installed and it should install without prompts.

LDAP Server Installation:

3) The first prompt will be for the LDAP server AdministratdsernameandPassword Do not change
the username! Leave it set to admin.

4) Choose any port you want for the administration server to bind to or accept the random port number

chosen.
Administration Server Authentication Administration Server Port Selection

Access ta the administration server is restricted to people wha know the:
uzemame and password and whose computer hostname matches a list of
hostnames pou specify. When you access the administration server, you will be
prompted for a usemame and password.

29500 =

Administration Port
Usermame: =

‘r'ou can access this server by clicking on the Administration icon in the Metscape
I Servers program group, or by gaing to the following location using aJ ava-compatible web
browser, such as Metscape Mavigataor:

The adminiztration zerver runs on a different network. port fram other servers on
thiz system. This port number determines how it can be accessed. A random port
rumber has been chosen belov.

Pazzword:

LCanfirm Pazsword: I

‘http:/%FILES:ZEEUUJ

—Mote:
If vou are using LDAP-based authentication, you must make sure that this user has i Note:
access permission o the LDAP server to perform user/group management tasks By default, this administration server will run uzsing the System Account. This setting can

be changed thiough the Services Control Panel or through the administration interface

< Back I HEsts Cancel < Back I Next > I Cancel




5) Leave theLDAP Port - 389, which is the standard, Well Known Port for LDAP. Selétste Standard
Options and enter th€€ A DN and Login DN: o=ABCcorp,c=US. The DN must be of type
o=(organization) or ou=(organizational uniBind Password: Abc12345.The password must be 8 or
more characters with mixed case and at least one number. The CA login and LDAP Server
administration login will use the same DN and passwoMindows Password: (the NT
Administrator password.) This will be used to set the Entrust services and authenticate them. Press
Next and the installation program will generate all the needed files for the LDAP server using
0=ABCcorp,c=US.

Configuration [_[D]x]

- LDAP server paran
LDAP host [SEITEE

~ Configure LDAP Server

cor]
Automaticaly
LDAP Patt [389
@ Use Standard Options € Uss Advanced Options

CA4 DN and Login DN - CADN
Bind Password Cé Password
Confirm Passward Confirm Cé, Password

i~ Windows

Please enter your windows login name User Name : [<FILES//cministiar
and passward . This willbe used to set

the CA services, protected with your

login name and password Windows Password

IMPORTANT Confirm Password

The specified account ISER must
have the “logon as & service
privilege.

Bev |[Hew | Coneal

Certificate Authority Installation:

6) Next, the Entrust component will start up and immediately ask for a CheckPoint LicEnser your
licenseor take your certificate tbttp://license.checkpoint.coto obtain one. Press OK and the
Entrust component will be installed, and the Install Shield program will finish.

Your License M=l &3

Flease Enter Your License

Host: |

Feature: I

Kew: I

Cancel |

7) PressFinish to Launch Certificate Authority Now . The Entrust/Master Control GUI can also be
started from the Check Point VPN Certificate Manager program group, by selecting the Entrust/Master
control and pressing the Logon button.

¥PM-1 Certificate Manager Installation Completed.

You can mn YPH-1 Cettificate Manager modules

b choosing them from the start menu shartcuts,

Do not forget to start the Certificate Authority services
before launching the Account Mangsment Clisnt,

¥ Laurich Certiicate Authority Manager Now?

Click Finish to complete Setup.




8) First, select an encryption algorithmi+iple DES.

Select Algorithm [1X]

Select the algorithm uzed to encrypt the
Entruzt/Manager database. Prezz OK when done.
Press Cancel to not logan.

Encryption,/Decryption Algarithm
CAST-80 aK I
CAST-128
Cancel |

9) Now you must supply at least tidasterl passwordand theFirst Officer password. The Masterl
user has authority to control the Entrust service. The First Officer user has authority to logon to the
Account Unit from the Check Point Account Management Clidviasterl — Abc12345, First
Officer — Def12345. The password must be mixed case with 8 or more characters and at least one

number. —
Initial Password Entry |

Fleaze enter initial pazswords for at leazt ohe b aster Uzer
and the First Officer. Each password must be entered bwice.

b4 azter] Pazsword: ||

Yerify M azter] Pazsword: I

First Officer Password: I

“erify First Officer Password: I

I agterd Pagsword: I

Yerfy M azter? Passward: I

b4 azterd Pagzzword: I

Werify Masterd Pazsword: I

] I Cancel

10) If everything worked, you should get a message window, notifying that the Entrust Infrastructure has
been successfully initialized.
Note — It is recommended to make a backup of the database after the initialization is successfully done.

Entruzt/Master Control
The Entruzt infrastructure has been initislized successfully.
Three Master Users have been defined: ‘Master]’, Master2’ and ‘Masterd'.
The Adminiztration Service profile has been created,

An Entrust Security Officer identity 'cn = First Officer.o=ABCoorp, c=U5"
haz beet created in 'C:\Program Files\CheckPointyWFN-1 Certificate M anagerE ntrust/entmardata/manager/epf First Officer. epf’,

Y'ou are now logged in as Mazter User 'Masterl’,




11) Now you need to start the Entrust service. Click on$egvicesmenu item from thé&entrust/Master
control. ChooseStart Administrator .

I{' Entrust/Master Control M= =

User Database Configuration Services Help

Fecaver Sdmim Service,..

Ffust
ﬁ," e bieby, |
|
|

Entrust @

Entrust/Master Contral (tm)
Copyright € 1538

Entrust Technologies Limited.
Releass 3.0c1

Ehange Basswond ...

Fre-enept Database.

War Ext |

12) Remember to go to th8ervicesmanager from th& T control panel and set the startup for the two
Entrust services to automatic so you don’t have to do this step anymore. Remember that the password
that it will ask for is the NT Administrator account for this system.

Services E2
Service Status Startup
DHCF Client Disabled =]
Directorny Replicator Manual Sitart |
Entrust Administration S ervice Automatic
Entrust K.ey Management Service Altornatic Stop |
EwventLog Started Altornatic
FTP Publishing Service Started Autarnatic ﬂl
Gopher Publishing Service Started Automatic Eiariis |
Licenze Logging Service Started Automatic —
M eszenger Started Automatic S |
Met Logon Started Automatic x| ==
Hw' Profiles... |
Startup Parameters:
Help |




Making it all work together:

The following steps will cover the configuration of all components so they will work together. All modules
should now be installed and running.

FW-1 V4.1 Configuration:

13) Insert the CM CD into your firewall system and install the AMC v1.1 on the firewall. (This component
is actually installed on the Management Server if they are separate.) Log into the policy editor. Go to
Policy->Properties,select the.DAP tab, and enablelse LDAP Account Management

Properties Setup
High Awailabiity | P PoolNAT | AccessLists |  Desktop Securty
Security Policy I Traffic Contral I Services | Log and Alert I Security Servers

Authentication I SYMDefender LDAP | Encryption I ConnectControl

¥ Use LDAF Account Managemenk

—&ccount Management Propertie:

Time-out on LDAP Bequests: |2U Seconds

Time-out on Cached Users: 300 Seconds

Cache Size: [fooo | Users
[" Password Expires After: 90 Days

Allowe Account Unit to Beturn: [foooo | Entries

™ Display User's DN at Login

0k I Cancel | Help |

14) SelectDesktop Securityand verify thatRespond to Unauthenticated Cleartext Topology Requests
is not enabled.

Properties Setup [ x|
Authentication I SYMDefender I LOAP I Encryption I ConnectCantrol I

Security Palicy I Traffic Cantral I Services I Lag and Alert | Security Servers |
High Availabiity | IPPoolMAT | AccessLists Desktop Security

SecuRemate:

™ Respond to Unauthenticated Cleartest T opology Requests

[™ Cache Static FwZ Passwaords On Desktop

“Walidation Timeout:

& Deskiop Does Mot Invalidate

" Deskiop |nvalidates Every |15 Minutes

Required Paolicy for All Desktops:
| ] =l

— Desktop Configuration ‘erification Options:————————————————

™ Desktop is Enforcing Required Policy
I Bolicy is Installed on All Interfaces
™ Only TCP/IP Protocols are Used

Configuration Yiolation Motification:

™ Generate Log

™ Motify Desktop User

0k I Cancel Help |




15) Go toManage->Network objects and create a nehost object for the LDAP serverldapsvr).

workstation Properties x|

General |Interfaces| SHmP | NaT | ven |

Name: IIdapsw

IP Address: |10.10.1.5 Get addressl

Comment: IThis i the LDA&P server

Location: Type:
’7 " |nternal " External IV % Host O Gateway

Maodules Installed

™ WPN-1 & Eireal-1 Wersion: |4.1 -] Get |
™ FloadGate-1 Y ETEi |4.1 'l
™| Cermpression Y ETSi |4_1 vl

™ Management Station Colar: I- v|

QK I Cancel | Help |

16) SelectManage->Serversand create a neWDAP Account Unit.

Name: I[dap_account_unit,

Host: Idapsvr

Port: 389

Login DN: o=ABCcorp,c=US

Password:(LDAP bind passwordpbc12345

Press thdetch button to make sure that the firewall can talk to the LDAP server. Rd&g® save.

LDAP Account Unit Properties E

General | Enc:rypti-:nl Users Preferencesl

Mame: |Ida|:-_au:c-:unt_unit

Comment; |

Account Unit Usage
’7 [" CRL Retrieval ¥ User Management ‘

Eort: |389

Host:

LoginDN:  [o=&BCoom.c=US

LDAP Rights
Pagsword: I“’“‘“’“‘“" MR v ow
Colar: I_ vl F'riorig,l:|1 3:

[1 iz highest]

Branches:

o=ABCcorp.c=US

add | Edit | Delete |

oK | Caticel | Help |




17) Edit thehostsfile on the firewall system and verify that there is an entrylé@psvr.

18) Test the ability for FW-1 to access the LDAP server. From the Policy Editor, ddi@eage->Users
on Account Unit from the toolbar, select your LDAP server in the window, and clicktanage
You must be able to log into the LDAP server. If you can't log in, check the LDAP Account Unit
Properties and passwords that you used. You must get this to work, before FireWall-1 can authenticate
using the LDAP Directory Server. Once you are successfully logged in, notice that you can’t manage
the CA keys! To manage the CA keys remotely, you will have to define and login to the LDAP server
from the AMC outside of the Firewall User Interface.

Note — all remote changes are stored on the main server and your system. | suggest that you setup a
share for all remote administrators to store any changes to.

19) To test that the LDAP is working properly — create a user that EBe§Vall-1 (internal) Password.
Test with User authentication. If it is successful, go to the next step. If not — troubleshoot the network
connections (most common problem).

heedit button. In thd SAKMP properties, click onthe Public Key Signaturesbox, and select the

configure button. Now make sure that thi@N checkbox is turned on and press thenerate Keybutton.

Creating a FW-1 V4.1 LDAP user and certificate:
20) Define the Certificate Authority by selectingdanage->Servers Click onNew and selecCA.

Servers |

— Existing Objects:

Shaw: I-"-"-ll j
ﬁs [dlap _accourt_unit
# surfoontrol

Hew. . | Hemove | Edit... |

oo |




21) Select theGeneraltab of theCA Properties window and fill in theName of the CA, for this example
the CA has been named CA_Server. SpecifyGheType as VPN-1 Certificate Manager 1.0. Don't
close this window yet.

CA Properties E3

General |UPN-1 Ch |

I arme: Ica_server

Comment; IVPN-1 Certifizate ALtharity

Color: I- vI

CA Type: IVF‘N-1 Certificate Manager j

Ok I Cancel | Help |

22) Select the/PN-1 CM tab and press th@et button, under Configuration, to get the entrust.ini file.
The entrust.ini file specifies the location and other parameters of an Entrust CA. You can browse for
the entrust.ini file.Note -There is no need to explicitly obtain the CA’s own certificate — it will be
obtained as a by—product of generating other certificates.

CA Properties E3

General WPN-1 CM |

WPN-1 CM Yersion: -

— Configuration:
Get the configuration from the entrust.ini file Get...
[created during the Entrust PRI ingtallation).

Wiew the Entrust.ini file, =

— Certificate:
Get the Ca& Certificate fram a file [obtained
from the P’ or Ca Administrator].

iew the Certificate. =

Save Oh Certificate to file [to be sent to
other P Adminiztrators). SavES.

Ok I Cancel | Help |

kL
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23) An LDAP user profile must be created for FW-1 before a certificate can be generated. The process of

creating a new LDAP user is performed with the AM Client GUI. Start the AM Client GUI on the CA
server and enter theasswordfor the First Officer accountef12345.

=F Account Management Client - Login

Account Unit:

Eaca =

e ... H
Frofile Password: |
Itﬁt***ﬁt Help | g

L Creck Ponve Sl
{ | Software chf{nca,lng_i%,s;f_i‘d Cancel |
ekt el

T P e ey

24) SelectFile->New User Fill in the Login Name and theFull Name and presSave

=F Edit User "cn=firewall boston,o=ABCcorp,c=U5"

Identification | General | Authentication | Location | Time | Encryption I Groups |

Login Marne: Iﬂmstnn|

Last Name: |nnamn

Full Mame: |ﬁrewa|l hoston

Branch: | 0=ABCcorp,c=US j
Link To Template: IBtandard j
come_| |

25) Inthe AMC toolbar, you will have two certificate icons. One is for managing the Certificates and the
other is the Certificate properties. Highlight your new user, and sele@¢hntificate properties.
Once in thecertificate properties, selectcreate a new certificate The AMC will then ask for an
expiration date, press ok On the next screen you will havke Reference Numberand

Authorization Code. Write these down, but don'’t quit this window. Moreover, do not generate a
profile for this specific user.

=F Certificates Manager :cn=firewall boston,o=ABCcorp.c=US

General | Propertes |

Distinguished Mame : IEn:ﬂrewaII boston,0=ABCcorp,c=US : Ne_\{y__g_g_@i_ﬁ_g_gzg_____E
State ICan o generate new profile . Delete Certiicate |
Reference Mumber, I391 66389
Authaorization Code ILOQI-KCGL—ST\G ResuyEnErofile |
Generate Profile | Copyto Cliphoard |

Cloge Help




26) From the Policy Editor, seledlanage->Network Objects Edit the FW-1 object and select the
Certificates tab of the FW-1 objectVorkstation Properties window. Click onAdd to open the
Certificate Properties window. Specify &Certificate Nickname (HQ_CM-1_Certificate) that will
remind you of which CA this certificate is from. You must specify a nickname for each certificate
because a FW-1 module can have more than one certificate. Selé@AtServer in the pull down
box. Click onGenerate

Certificate Properties | x|

Certificate Nickname: |HG_CM-1_Eertificate

— Certificate Creation

L& Server: I é ca_zerver j

Generate the Certificate,

Yiew the Certificate. wiew

ar | Cancel | Help |

27) In the Generate Keys and Get Entrust Certificatewindow, selectnitialize to generate a new
certificate. Enter the Reference Number and Authorization Code that were generated earlier with the
AM GUI. Click on OK.

Generate Kep: and Get Entrust Certificate

r— Generation Mode:

& |nitilize " Recover ) Fefiesh

— L& Setup Information;

Beference number: |391 BE339
Authorization code; ILEIS'I KCGL-ATIG

MOTE: ou must select the 0K button on all open windows
of the netwark object in order to zave the certificate.

0K I Cancel | Help |

28) If everything worked you should get the following message. The FW-1 certificate is generated and
saved in the Management Station’s database. The certificate can be viewed by clickfiilegvdn the
Certificate Properties window. In addition, the CA’s own certificate can be viewed by clicking on
View in theVPN-1 CM tab of theCA Properties window.

Policy E ditor =]

& Certificate reqistered successfully for bostan.

Securely received CA Cetificate of ca_server

12



Configuring the RuleBase:

29) If the CA/LDAP server is behind a firewall, create a rule to allow the Entrust_CA service and
FW21_key. This rule should precede the encryption rule of the SecuRemote Client to the Encryption
Domain. You should have created an External user group to test your earlier LDAP settings. Use this
to create your rules. Install the policy.

§f 10.10.6.1 - Check Point Policy Editor

File Edit “iew Manage Policy ‘Window Help
HERO (L 2BESHE (0% F EFsaisl BEBT AN

£5 Security Palicy - CM Instal Hél Address Translation - CM Installl FE¥ Bandwidth Policy - Slandardl

m Source ‘Destination‘ Service ‘ Action ‘ Track
@ Any ‘@ Any ‘ ﬁ Entrust-Ca ‘ accept Long Iﬁ Gateways @ Any

& sr@any ‘@ Any ) http Cliert Encrypt Long |-m-| Gateways |8 Any
@ Any ‘@ Any ‘@ Any ‘ O drop Long Im'l Gateways @ Any

Allow users to retreive certificates from CA

SecuRemote encryption is required to
access weh server.

Last rule to allow logging of
blocked cannections.

Far Help, press F1 [10.10.61 |Read/wiite NUM 4

Creating a new SecuRemote user and certificate

30) The process of creating a new user on the LDAP server is performed with the AM client GUI. The
AMC GUI allows you to manage the LDAP server, including the Check Point and Entrust directory
attributes and object class definitions. Start the AM client GUI on the CA server and enter the
Password for the First Officer accouméf12345.

~# Account Management Client - Login

Account Unit:
Facea =

Profile Password:

wa'xx'x'xxx

Cancel

i ot

31) Modify the default user template, or create a new one, to simplify the creation of multiple users. Select
the Encryption tab and enable ISAKMP/OAKLEY, Public Key Signatures, and Data Encryption
method desired. These are the only required changes to enable SecuRemote users to use ISAKMP
encryption with PKI authentication.

memmcatmnl Ganera\l Authantmatmnl anannnl Time Encryption | Grnupsl
FWz  ISAKMPIOAKLEY |

v Enahle ISAKAMPIOAKLEY
Aud

[~ Use Password

v Public Key Sighatures

Transform | & Enerypiion + Data Interly (ESF) ¢ Data Inferity Only (AH)

Data Eneryplion \ & 3DES ¢ DES ¢ DES40CF  (* CAST40 ‘

Datalntegrit. | & GHAT  C MDS \

General.
[ Successiul Authentication Track: | ¢ Mone & Log £ Alert ”
Save | Cancel Help

13



32) Create a new user named gtest and select the Standard template. Save your changes.

i | Genera\l | Lacation | Time | Encvvm\unl Gruupsl

Login Name: | gtest
Last Name: [test
Full Marne: | george test

Branch: In:ABCBDrp‘c:US |

Link To Template: [EElEID

There are two ways to generate digital certificates. Generate a .epf file or generate a Ref and Auth #.

33) After defining the user’s properties you should createdificate or aprofile file (.epf) for the user.
For this example we'll create a certificate and use the Reference Number and Authentication code.
Select certificate from the Edit menu. On the General tab click on New Certificate button.

# Certificates Manager :cr—george test,o-ABCcorp,c=US

General ] F‘mpemesi

Distinguished Mame ;cn:ganrgeles(,n:AECcnm,c:UE

New Cetificats

State: ;Nu Certificate is available for LDAP entry

Close Help

34) The AMC will then ask for the New Certificate Lifetimeress ok

=% New certificate

[ New Certificate Lifetime
| Fublic Keys Lifetime : ;36 months

QK 3 Cancel 3 Help i

35) On the next screen you will hawke Reference Numberand theauthentication code. Generate the
user profile by clicking on Generate Profile. Before generating, you should enter the password for
using the certificate and specify the name of the profile file. After successfully generating the profile,
the state box would change tblas an Active Certificate’”.

= Certificates Manager :cr—george test,o-ABCcorp,c=US

General | Properties|
Distinguished Narme Icn:george test,o=ABCCOM,e=US fiEw Cetoeie
State: [Can now generate new profile Delete Carfioate
Reference Number:  [39166394
Autharization Code:  [KEZ8-WF4B-4ZMR FesayEr Fratle
Generate Profile | Gopyta Cliphoard |
Close Help

14



Configuring the SecuRemote client and installing the certificate:
This version of VPN-1 CM is compatible with FW-1 version 4.1 and SecuRemote versions 4.0 and higher.

Before we install SecuRemote on the client system, go to the LDAP server and ses@paccount
Login name: johns

Full name:John Smith

Authentication -nternal (FW1) password: abc123

Encryption:Deselect FWZ, Select ISAKMP and select Public Key Signatures.

Now go to the Client and install SecuRemote. When you are back in the System bring up

thesites manager interfaceor SecuRemote. Click on thidd a new Sitebutton and

create the FireWall system.

From the menu items ,chooBmtrust. Click on theconfigure entrust.ini item:

CA managelCA server IP port number (709)

LDAP serverLDAP servers IP port number (389)

Note that if CA/LDAP server’s IP address is translated,put the valid IP address in the above information.

Next selecCreate a Userfrom theEntrust menu item.

Profile: use the browse button to save the information locally c:\\winnt\John Smith. The profile name is
case sensitive to the LDAP server.

User password{(This is a local password to protect the certificate stored on the client)
Reference NumbeFErom the CA/LDAP server
Authorization CodeFrom the CA/LDAP server

The SecuRemote client should now successfully create a new certificate. If so, go back to the LDAP server
and save the new certificate. If not, check your network connections.

Notice that you have created a profile file (John Smith.epf) which resides in the SecuRemote local
machine.There is indeed a “local” way to obtain this file:

Go to the LDAP server and find the profile file (.epf) for your SecuRemote user.

It should be resided in Program Files/CheckPoint/VPN-1 Certificate Manager/Account Management.
Remember that this user has to be defined with ISAKMP encryption and with PKI.

Copy the file to the SecuRemote machine and you are done.

Remember that the password to be inserted in the SecuRemote user authentication window is the
Profile password which was defined in the LDAP server prior to the profile generation.

Now you are ready to test.

Test the SecuRemote session. When SecuRemote asks for the authentication:

Click theuse certificate box and use thérowsebutton to find your profile. In the password field type

the password that you entered with the Reference Number and Authorization Code. If everything is set up
properly, it should take about 5-10 seconds to generate the(tégslepends on network speedsdj.

everything works, you are done.
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