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Overview
This document describes asimple IPSEC vpn configuration between aVV PN-1 gateway, version 4.1 SP1
and a Cisco router with |OS version 12.0.9. The authentication method used will be shared secrets. This

Network
207.40.231.80/28

l

configuration will describe a simple vpn per the following network diagram:

[y o ]
i—'ﬁr VPN
VPN-1
Network
10.10.10.0/24

Configuring VPN-1 objects and rules

Create network objectsto represent thetraffic that the VPN-1 gateway and therouter will encrypt
In thisexample, thiswill be the two networ ks behind the VPN-1 gateway and therouter.
X

Metwork Properties

=)

—_—
Cisco 2514
i

Network

192.168.200.0/24

General l AT I
Mame: [VPN_1_Net

Get address |

|P &ddress: [10.10.0.0

Color: | N ~

Net Mask: | 255.255.255.0
LCarmment; I
— Lozatian: —Broadcast:
¢ |ntemnal © External * allowed © Dizallowed
] 8 I Cancel Help
-2-

© 2000 Check Point Software Technologies LTD.



Metwork Properties x|

General | MAT I

Mame: |Cisco2514_Net

|P Address: |192.168.200.0 Get address |

Net Mask: |255.255.255.0

Cornmett: || Calar: | | vl

Lozation; ———— Broadcast:
’ilﬁ Intermal = External ’75' Allowed  Disallowed

] I Cancel Help

Createaworkstation object for therouter

In the general tab, select location Ext ernal and type Gateway

Workstation Properties ﬂ

General | Interfacesl SNMF'l MAT | RN I

Hame: ||:2514
IP Address: |207.40.231.57 Get addressl
Comment:. I
—Location; ———— Type:
" Intemnal  Estemnal ’7  Host O Gateway

—Modules Inztalled

™ VPN & Firew/all- versions |41 | Get |
™ FloodGEate Wersion; Iﬂ

" Compression Wersion: Iﬂ

[~ Management Station Colar; m
[T Member of Gateway Elustern | j

0k I Cancel | Help |
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Inthe VPN tab identify the router’s network object as the encryption domain, on the left. On theright,
select IKE asthe scheme. After selecting IKE, select the Edit button...

Workstation Properties ' i[

Generall Interfacesl SNMF‘I MaT  WPM I

~ Enciption gchemes defined: ——

— Diomain:
" Disabled I =1 Manusl IPSEC
" Walid Addresses(of Interfaces] = &
(+ iither? I [ sHp
| & ciscozs14 met |
[T | Expartable for SecUFemote Edit... |

— Traffic Contral Logang
¥ | Tty o Traffic Eontrol Logging

0k I Cancel Help

In the IKE Properties, select the methods you intend to use for IKE security association negotiations. In this
example we' |l use DES encryption and SHA hash algorithm. Check Aggressive Mode and Subnet support
aswell. Note: 3DES s abetter encryption method, of course. Thelab 10S version we had was only enabled

with DES.

IKE Properties x|

General |
— F.ey Megotiation Encryption Method(s]: Hazh kMethod: —
I MDE

[V SHAL

— Authentication Method:
W Ere-Shared Secret

[ Public Key Signatures Eanfigure... |

W Supports Aggresive Mode W Supports Subrets

0k Cancel | Help |
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Createaworkstation object for the VPN-1 gateway

Workstation Properties

Gengral | Interfacesl SNMF’I MAT | Certificatesl WPN I Zathe A | 'l

i

P41

Hame:

IP Addiess: |207.40.231.82

Get address |

LComment: I

— Location:

* |nternal € Extemnal

Type:

" Host % Gateway

(

— Madules Installed
V¥ WPN-1 & Firgbwiall-1

I FloodGEate-

[" [ Compression

Get

Wersion;
Wersmm

Wersmn

|4.1 "l
[ =]
[ =

¥ Management Station Colar; |- vI
[~ Member af Gateway Cluster: | j
0k I Cancel | Help |

In the VPN tab identify the VPN-1 gateway’ s network object as the encryption Domain, on the left. Onthe
right, select IKE asthe scheme. After selecting IKE, select the Edit button...

Workstation Properties l[

Generall Interfacesl SNMF‘I MaT I Cetificates. WPM |.f3\uthe 1 I "l

— Encruption zchemes defined: ——

F [

T B2 Manusl IPSEC

I & SKIP
I [EE Pz

Edit.. |

— Domairn:

" Dizabled
" Malid Addreszes(of Interfaces]

|% VP.rl';l_1 Met j

[ Exportable for Secul emate

= Traffic: Cantrol Logaing
¥ T on Tratfic Eontiol Loggirg

Cancel Help

o |
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In the IKE Properties, select the methods you intend to use for IKE security association negotiations. In this
example we'll use DES encryption and SHA hash algorithm. Multiple selections may be madeif the

firewall needs to support other VPN’ s with different parameters. Check Aggressive Mode and Subnet
support aswell. Select Pre-share Secret and continue....

IKE Properties x|

General |
— Key Megotiation Encryption Method(z]: Hazh Method: -
™ MDs

W SHal

iFr Edit Secretz. . |
[ Public Key Signatures [Eanfiaure.. |

V¥ Supports Aggresive Mode W Supports Subnets

k. I Cancel | Help |

Select the object defined for the peer and enter a shared secret value.

Shared Secret : |

— Shared Secretz Lizst;

Peer Hame | Shared Secret |

e
Bemove |

E nter secret; Ial:u:1 23 Set
(] | Cancel |
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Createtheencryption rulein the VPN-1 Policy editor

In this example, we're encrypting all traffic between the protected networks. Right click on the Encrypt
Action and edit Encryption Properties....

0

i 207.40.231.82 - Check Point Policy Editor
File Edit Wiew Manage Policy Window Help

HELD + B EaSSE CH Y EESg i le EERE

25 Security Policy - iosvpn | £ Address Translation - iosvpn |

m Source | Destination | Service | Action | Track
i Cisco2514_Met | = WPN_1_Net LT‘
% s & ymd E
. Bo wPN_1_Net | B Cisco2514_Net & 4oy ) et
—
@ Ay @ Ay @ Ay |© drop
4| |
Far Help, press F1 |207.40.231.82 |

Right click on Encrypt, edit encryption properties

Select IKE. Then select Edit and continue...

Encryption Properties ﬂ

General |

~ Encmyption zchemes defined: —

w [ii]

" =] Manual IPSEC

& [l SHIP
& [z PWT

(] Cancel Help
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Select the appropriate properties. The selected algorithms will match the transform defined later on the
router. These properties pertain to Phase 2 negotiation establishing |PSEC security association. In this
example, Perfect Forward Secrecy is not used.

IKE Properties ﬂ

Feneral |

— Tranzform:
i ncmption + Data ntegrity [ESPE
" Data Integrity Only [AH)

Encryption Algarithnn: l DES j
Diata Integrity I SHAT _v_!
Allowed Peer Gateway: I m o514 LI

[ Use Perfect Fonward Secrecy

Ok I Cancel | Help |

IOS Configuration

Thefollowing isasimple configuration of an IPSEC vpn using pre-shared secrets. The actual config
commandsareshown indar k red. Thisisaminimal configuration; some of the commands shown
aredefault values. First we' Il show the specific commandsfor the vpn configur ation with some
discussion. A listing of the full config we used will follow.

Definean accesslist for the traffic to be encrypted between the internal networks. Thisaccesslist will be
used in acrypto map (aset of encryptioninstructions). When access lists are used for crypto map
association, permit means encrypt.

access-list 101 permt ip 192.168.200.0 0.0.0.255 10.10.10.0 0.0.0. 255
access-list 101 permt ip 10.10.10.0 0.0.0.255 192.168.200.0 0.0.0. 255

IKE Policies— apolicy stating which parameters are used in during |KE negotiation to establish the IKE
security association (Phase 1)

For this example, use pre-shared secrets, des encryption, sha hash algorithm. NOTE: When default values
are used the config commands will not display in the config file. In this example, the encryption and hash
are default values (des-sha).

crypto isaknp policy 10
aut henti cation pre-share

encryption des
hash sha

Set the Diffie-HelIman group identifier to 1024 bit (1=768 bit, 2=1024 bit)
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group 2
Definethe peer (the VPN-1 gateway) and the shared secret
crypto isaknp key abc123 address 207.40.231. 82

Transform Sets - A transform set represents a certain combination of security protocols and algorithms.
During the |PSec security association negotiation, the peers agree to use a particular transform set for
protecting a particular dataflow. Y ou can specify multiple transform sets, and then specify one or more of
these transform setsin a cry pto map entry. The transform set defined in the crypto map entry will be used
in the IPSec security association negotiation to protect the data flows specified by that crypto map entry's
access list. During 1PSec security association negotiations with IKE, the peers search for atransform set
that is the same at both peers.

crypto ipsec transformset testset esp-des esp-sha-hnmac

Crypto Maps - Crypto maps specify 1PSec policy. Crypto map entries created for | PSec pull together the
various parts used to set up IPSec security associations, including the following:
- Which traffic should be protected by |PSec (per a crypto access list)

Where | PSec-protected traffic should be sent (who the peer is)

What | PSec security should be applied to this traffic (selecting from alist of one or more

transform sets)

Whether security associations are manually established or are established vialKE

Other parameters that might be necessary to define an |PSec SA

crypto map testmap 10 ipsec-isaknp
set peer 207.40.231.82

set transformset testset

mat ch address 101

Apply the crypto map set to the interface through which IPSec traffic will flow. Applying the crypto map
set to an interface instructs the router to evaluate all the interface's traffic against the crypto map set and to
use the specified policy during connection or security association negotiation on behalf of traffic to be
protected by crypto | PSec.

interface EthernetO
crypto map testnmap

Now test the VPN. Initiate traffic from one network to the other. Encrypt and Decrypt log entries
should appear in the VPN-11og viewer. If the VPN isnot functional, usetheinfoin thetipsand
troubleshooting section.

Tips and Troubleshooting

If morethan one attempt ismade at trying the VPN, clear out IKE and IPSEC security associations
on both therouter and the VPN-1 gateway beforetrying again.

Router:

clear crypto isaknp sa

© 2000 Check Point Software Technologies LTD. -9-



clear crypto ipsec sa
VPN-1:
The following commands can be put in abatch of script file for convenience

fwtab -t IKE_SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound_SPI -x
fwtab -t | SAKMP_AH table -x

I'n addition, watching the debug output of VPN-1 and of | OS during the negotiations can be useful.
Router :

debug crypto ipsec
debug crypto engine
debug crypto isaknp

VPN-1:

Run fwd in debug mode:

On amanagement-only machine, run: fwd-d -n (fw d-d -n on Windows NT).
On a standal one machine, run fwd-d (fw d-d on Windows NT).

On amodule-only machine, run fwd-d MASTER (fw d-d MASTER on Windows NT), where MASTER is
the name (or | P address) of the management station to which this module should send itslogs. If there are
several masters, specify them in the same order as in the $FWDIR/conf/MASTERS file, separated by
blanks (or run "fwd-d “cat $FWDIR/conf/MASTERS™ on UNIX).

Before running the above commands, you need to run 'fwstop'. Once fwd is running, leave it running, and
from another window run ‘fwstart'.

Reference information

Completerouter 10S config filefor the smple gateway to gateway VPN example

version 12.0

service tinestanps debug uptine
service tinestanps |og uptine
no servi ce password-encryption
servi ce udp-smal | -servers
service tcp-smal |l -servers

|

host name Rout er

|

enabl e password ****x*x
|

i p subnet-zero
!
!
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crypto isaknp policy 10

aut henti cati on pre-share

group 2

lifetime 3600
crypto i saknp key abcl123 address 207.40. 231. 82
|

!
crypto ipsec transformset testset esp-des esp-sha-hnac
I

!
crypto map testmap 10 ipsec-isaknp

set peer 207.40.231.82

set transformset testset

mat ch address 101

nterface EthernetO

i p address 207.40.231.87 255. 255. 255. 240
no i p directed-broadcast

no i p route-cache

no i p nroute-cache

crypto map testmap

nterface Ethernetl

i p address 192. 168. 200. 10 255. 255. 255.0
no i p directed-broadcast

no ip route-cache

no i p nroute-cache

nterface SerialO

no i p address

no i p directed-broadcast
no ip route-cache

no i p nroute-cache

shut down
|

nterface Seriall

no i p address

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

shut down

|

ip classless

ip route 0.0.0.0 0.0.0.0 207.40.231.82
I

access-list 101 permt ip 192.168.200.0 0.0.0.255 10.10.10.0 0.0.0. 255
access-list 101 permt ip 10.10.10.0 0.0.0.255 192.168.200.0 0.0.0.255
|

line con O

transport input none

[ine aux O

transport input al

line vty 0 4

password cisco

 ogi n
end
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Output from fwd —d during successful VPN traver se (Quite verbose):

fwd@w4al]l ==> fw_encrypt_invoke: scheme is | SAKWP

fwd@ w4a1l] fw_encrypt_invoke: pckid=5d9d2 entry=0 conn=<a0a0OaOa, 3, alal0al4, 0, 1> ar g=800
fwd@ w4al] fw_encrypt_invoke: ifid=1, rule=3

fwd@ w4a1l] fw encrypt_invoke: xlatesrc=0, x| atedst=0

fwd@ w4a1l] fw_encrypt_invoke: xlatesport=0, xlatedport=0

fwd@ w4a1l] fw encrypt_invoke: gateway connected to both endpoints

fwd@ w4l] allow_encryption: tabl e=accepted, val s=<a0a0a0a, 3, a0a0al4, 0, 1>

fwd@w4a1l] fw dtab_record_conn: val s=<a0a0aOa, 3, a0a0al4,0, 1;0,1,ffffd0o0o4>

fwd@ w41l] allow_encryption: sending packet id 5d9d2

fwd@w4al] fwerypt_| og: protocol reason : gateway connected to both endpoints
fwd@w4al] fwerypt_log: sending |log op 2

fwd@w4al] ==> fw_ encrypt_invoke: scheme is | SAKMP

fwd@w41l] fw_encrypt _invoke: pcki d=5d9d5 entry=0 conn=<aOa0Oal4, 3, a0a0a0Oa, 0, 1> arg=0
fwd@ w4a1l] fw_encrypt_invoke: ifid=1, rule=3

fwd@ w4a1l] fw_encrypt_invoke: xlatesrc=0, xl|atedst=0

fwd@ w4a1l] fw_encrypt _invoke: x|l atesport=0, x| atedport=3b5c

fwd@w4al] fw_encrypt_invoke: gateway connected to both endpoints

fwd@ w4a1l] all ow_encryption: tabl e=accepted, val s=<a0a0al4, 3, a0a0a0a, 0, 1>

fwd@ w4a1l] fw. dtab_record_conn: val s=<a0a0al4, 3, a0a0a0a, 0,1;0,1,ffffd004>

fwd@ w4a1] all ow encryption: sending packet id 5d9d5

fwd@w4al] fwerypt_| og: protocol reason : gateway connected to both endpoints
fwd@w4al] fwerypt | og: sending log op 2

fwd@wal] ==> fw_encrypt_invoke: scheme is | SAKMP

fwd@w41l] fw_encrypt_invoke: pcki d=5da04 entry=503 conn=<a0a0OaOa, 1038, c0a8c814, 21, 6>

fwd@ w4a1l] fw encrypt_invoke: ifid=1, rule=3

fwd@w4l] fw_encrypt_invoke: xlatesrc=0, xlatedst=0

wd@ w41l] fw_encrypt_invoke: xlatesport=0, xl|atedport=0

wd@ w4l] fw_encrypt_invoke: starting encryption

fwd@ w4al] get _range_from domai n: entering

[fwd@ w41] get_range_fromdomai n: NET addr aOaOaOa net_i p a0a0a00 net_nask ffffff0O
addr Range. first a0a0a00 addr Range.| ast aOaOaff

[fwd@ w41l] get_range_from domai n: entering

[fwd@w41l] get _range_from domain: NET addr c0a8c814 net i p c0a8c800 net_mask ffffff00
addr Range. first c0a8c800 addrRange.| ast c0Oa8c8ff

[fwd@ w4dl] set _possible_ranges: rangeUsed: 1 selfRange a0a0a00-a0aOaff ot her Range
c0a8c800- cOa8c8f f

[fwd@ w41] fwi psec_invoke: sending request by methods 2 2 1 0 0 cf28e757

[fwd@ w4a1l] fwasync_connbuf_realloc: reallocating O fromO to 1428

[fwd@ w4dl] fwconmm encrypt _inplace: fd = 29, buf = 96bc38, len = 404, key = 0
[17104@ w41l] comm decrypt_buf: fd = 0, buf = 8f2538, len = 32, key = 0

[17104@ w41] comm decrypt_buf: fd = 0, buf = 8f2538, len = 372, key =0

[17104@ w41] canonize_gw. Canonized ip is the same as original ip cf28e757
[17104@ w41] Request ByMet hods: used 1 nmy [a0a0a00-aOaOaff] peer [c0a8c800-c0a8c8ff]
[17104@ w41l] Ass_Mat chPeer Met hodsl Ds: cf 28e757 2020100: 00 [ a0a0a00-a0a0af f] [c0a8c800-
c0a8c8ff]

[17104@ w41l] Ass_Mat chPeer Met hodsl Ds: match has fail ed

[17104@ w41] Mat chPeer Met hodsl Ds: cf28e757 2020100: 00 [ a0a0a00- a0alaff] [c0a8c800-
c0a8c8ff]

[17104@ w41] Mat chPeer Met hodsl Ds: Not found

[17104@ w41l] Mat chPeer PINeg: cf28e757

[17104@ w41] Mat chPeer PINeg: no ongoi ng phasel negoti ations

[17104@w41l] *** AddNegoti ation: ptr 935b88 peer cf28e757 cookiel 00: 00 nsgl D 00 ret hods
2020100 00 new count: 1

[fwd@ w41l] fwi ke_fwd_pi pe_handl er: called w thout data

[17104@ w41] < FW KE_ROLE_START > Id =1

[17104@ w41] < FW KE_ROLE_I NI TI ATOR > Id =1

[17104@wW41] ike_initiator: entering

[17104@ w41] InitiatorOnEnter: idRanges USED m ne [a0a0a00-a0alaff] peer's [c0a8c800-
c0a8c8ff]

[17104@ w41] findSAByPeer: Valid | SAKMP SA was not found

[17104@ w41] < FW KE_EXCH_START > Id =1

[17104@ w41] < FW KE_EXCH_AGGRESSI VE > Id =1
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[17104@ wa1]
[17104@ wa1]
[17104@ wa1]

[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]

Get DHPri vExpLen:

[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
c0a8c8ff]

[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]

[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
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< FW KE_PACKET_START > I d
< FW KE_AGG_PACKET_1 > Id
AggCreatel: entering. ~~ Wed Jul 5 1

1
1
2:23:15 2000
get _strongest _net hod:
get _strongest _met hod:
add_trans_to_list: adding

chose encryption method 2
chose hash nethod 1
e:2 h:1l a:l1 g:2

DH Exponent |length is (300)

~Associ ation: efffe998 8ea708
ResendCut buf (12) (935b88)
Ret ransm t Buf f er
ResendCut buf (11) (935b88)
Ret ransm t Buf f er
ResendCut buf (10) (935b88)
Ret ransm t Buf f er
ResendCQut buf (9) (935b88)
fwi saknpd_recv_from peer: entering
canoni ze_gw:. Canonized ip is the sane as original ip cf28e757
Mat chPeer Cooki el Msgl D: cf 28e757 a52895de8e502ae0 00
Mat chPeer Cooki el Msgl D: match found
< FWKE_ROLE_I NI TI ATOR > Id =1
ike_initiator: entering
InitiatorOnEnter: idRanges USED m ne [a0a0a00- a0aOaff] peer's [c0a8c800-

findSAByPeer: Valid | SAKMP SA was not found
< FW KE_EXCH_AGGRESSI VE > Id =1
< FW KE_AGG_PACKET_2 > Id =1
AggProcess2: entering ~~ Wed Jul 5 12:23:22 2000

encryption alg is: 1
hash alg is 2

auth nmode is 1
expiry is +300

-- updat ePayl oadMap: received payl oad PA_SA.

-- updat ePayl oadMap: received payl oad PA_VENDORI D.
-- updat ePayl oadMap: received payl oad PA_KEY.

-- updat ePayl oadMap: received payl oad PA_ID.

-- updat ePayl oadMap: received payl oad PA_NONCE.

-- updat ePayl oadMap: received payl oad PA_HASH.
AggProcess2: identifyPayl oads succeeded.

processVendor | DPayl oad: Unknown vendor
processl| DPayl oad: address is

< FW KE_AGG_PACKET_2_PEERCERT > Id =1

< FW KE_AGG_PACKET_2_EPI LOGUE > Id =1
DhKey_genkey:
6c 15 6¢c d1 01 35 04 4f 9of fa 7b 35 8d 80 d6 dO 13 c4 74 c9
21 47 ee Oe c4 77 ce b6 5b 00 bd 84 be 75 c2 bd 86 1lc c6 3e
Oa 5e 6b fc 46 5b de ef 7b cO b8 fd 78 al 3b 7d ac 3e e2 5a
4c 94 ff 08 d7 Oa 4a 40 ea 70 fd 12 ed cb 70 ee 10 44 29 a8
fé6 fa 14 d4 Oc 52 85 12 8d c6 9c 7e 61 2c b9 7c 3c b2 c1 10
9a b0 23 89 34 38 94 19 86 df 99 d9 88 6¢c 19 c2 23 11 7a 36
ef a6 96 6f fc 10 39 Oa
pre shared
61 62 63 31 32 33
SKEYI D
2d f9 d1 5c ee 61 7c ab cf 54 5a 56 fe 56 13 d5 c6 08 45 3e
SKEYI D_D
eb f7 1c 6d 6d 24 18 9e 98 28 b8 d7 7d bl e9 c6 c3 dc 04 da
SKEYI D_A:
9f 7a c1 31 cf el e3 6d 8d 28 25 57 8a 1d 17 7a a2 69 3b 41
SKEYI D_E:
69 f1 68 4f 8f 73 0d bl 42 13 ¢3 75 a7 94 27 ff 3b 38 2c 12
ENCRYPTI ON KEY
69 f1 68 4f 8f 73 0d bl
1V:
44 c0 26 b5 0Ob c7 bl 09
SA:
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[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]

[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
DES/ SHA1/ Pr e
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[fwd@w41] c
[fwd@ w41] c
[fwd@w41] s
secrets
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ wA1]
8e502ae0 nsg
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
c0a8c8ff]
[17104@ w41]
[17104@ w41]
c0a8c8ff]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
2020100 00 n
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
c0a8c8ff]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]

[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
fEffffo00

[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
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00 00 00 01 00 00 00

01 01 00 00 80 01 0O

80 Ob 00 01 00 Oc 00

IDir_b:

01 11 01 f4 cf 28 e7

hash_R phasel:

1b 28 7b 6e 6d af d7 e9
< FW KE_AGG_PACKET_3 >

AggCreate3: entering ~~ Wed Jul

01
01
04

00 00 00 2c 01 01 00 O1 00 00O OO 24
80 02 00 02 80 03 00 01 80 04 00 02
00 00 01 2c

57
67 dd 15 7b 63 eb f8 56 8a 11 6f 62

Id 1
5 12:23:22 2000

hash_| _phasel
48 8f 9f 20 8a 5d 73 d6 d4 09 74 e0 9b 14 5d 5d 01 70 6f 95
| keSAFrontSt at e: cooki el : a52895de8e502ae0

SAstore: |saknp sa expire time set to +300
SAstore: |saknp sa reneg tinme set to +240
< FW KE_PACKET_END > Id =1

fw saknpd_send_I og:
shared secrets

sendi ng | og nessage: Phase 1 (aggressive) conpletion.

fwcomm encrypt _inplace: fd = 0, buf = 9356e0, len = 193, key = 0
~Negot oation: effff850 953188

~Associ ation: 953188 00

Neg' s end

ResendCQut buf (3) (935b88)

omm decrypt _buf: fd = 29, buf = 951b48, len = 32, key = 0

omm decrypt _buf: fd = 29, buf = 951b48, len = 161, key = 0

mpl e_| SAKMP_| og: | og: Phase 1 (aggressive) conpletion. DES/ SHAl/ Pre shared

fwi ke_i saknpd_pi pe_handl er: called wi thout data

Ret ransm t Buf f er

ResendCQut buf (2) (935b88)

Retransmi t Buf f er

ResendQut buf (1) (935b88)

Retransmi t Buf f er

ResendQut buf (0) (935b88)

ResendQut buf: retrans counter is down to O

Del et eNegoti ati on<1>: invoked(1l): ptr 935b88 peer:cf28e757 cooki el
Id 00 nmet hods 2020100-00 SPIs 00 00

Del et eNegoti ati on: entering

Cal | Agai n

Request By Met hods:
Ass_Mat chPeer Met hodsl Ds:

ab52895de

used 1 my [a0a0a00-alalaff] peer [c0a8c800-c0a8c8ff]
cf 28e757 2020100: 00 [ a0a0a00-alalaf f] [c0a8c800-

Ass_Mat chPeer Met hodsl Ds: match has fail ed
Mat chPeer Met hods| Ds: cf 28e757 2020100: 00 [ a0a0a00- aOaOaff] [c0a8c800-
Mat chPeer Met hodsl| Ds: Not found
Mat chPeer P1Neg: cf 28e757
Mat chPeer PINeg: no ongoi ng phasel negoti ations
***  AddNegotiation: ptr 953188 peer cf28e757 cooki el
ew count: 1
< FW KE_ROLE_START >
< FW KE_ROLE_I NI TI ATOR >
ike_initiator: entering
InitiatorOnEnter: idRanges USED m ne [a0a0a00-a0aOaff] peer's [c0a8c800-

00: 00 nsgl D 00 net hods

Id

2
Id = 2

fi ndSAByPeer: | SAKMP SA was found

< FW KE_EXCH_START > Id = 2

< FW KE_EXCH_QUI CK_MODE > Id = 2
< FW KE_PACKET_START > ld =2
< FW KE_QM PACKET_1 > Id =2

QVMCr eatel: entering ~~ Wed Jul 5 12:23:22 2000
updat e_saexp_in_trans: expiration 1800 seconds
QWCr eat el: rangeUsed: 1 ny [a0a0a00-a0aOaff] peer [c0a8c800-c0a8c8ff]
RESULT: range_first a0a0a00 | ast aOaOaff subnet_addr a0a0a00 mask ffffff00

RESULT: range_first c0a8c800 | ast c0a8c8ff subnet_addr c0a8c800 nmask
conputelV from

44 c0 26 b5 Ob c7 bl 09

a8 82 0Oc 69

P2 1V:
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[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]
c0a8c8ff]

[17104@ w41]
[17104@ w41]
[17104@ w41]
[17104@ w41]

[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]

[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]
[17104@ wa1]

msgl d:
req

[17104@ w41]
[17104@ w41]
[17104@ w41]
nmsgi d:
[17104@ w41]

[17104@ wa1]
[17104@ wa1]

[17104@ wa1]

** AssHTabs_AddAssTo:
a8820c69

9f 26 Oc bl aa 2a 18 7a
~Associ ation: efffe9f0 8ea708
~Negot oati on: 935b88 935d40
~Associ ation: 935d40 00
Neg' s end
ResendCut buf (12) (953188)
fwi saknpd_recv_from peer: entering
canoni ze_gw: Canonized ip is the sane as original ip cf28e757
Mat chPeer Cooki el Msgl D: cf 28e757 a52895de8e502ae0 a8820c69
Mat chPeer Cooki el Msgl D: match found
< FWKE_ROLE_I NI TI ATOR > Id =2
ike_initiator: entering
InitiatorOnEnter: idRanges USED m ne [a0a0a00-a0aOaff] peer's [c0a8c800-

fi ndSAByPeer: | SAKMP SA was found

< FW KE_EXCH_QUI CK_MODE > Id =2

< FW KE_QM PACKET 2 > Id = 2
QWProcess2: entering ~~ Wed Jul 5 12:23:23 2000
-- updat ePayl oadMap: received payl oad PA_HASH.
-- updat ePayl oadMap: received payl oad PA_SA.
-- updat ePayl oadMap: received payl oad PA_NONCE.
-- updat ePayl oadMap: received payl oad PA_ID.
-- updat ePayl oadMap: received payl oad PA_ID.
-- updat ePayl oadMap: received payl oad PA_NOTI FY.
QWProcess2: identifyPayl oads succeeded.
processNoti f yPayl oad: protocol: 3

< FW KE_QM PACKET_3 > Id =2

QMCreate3: entering ~~ Wed Jul 5 12:23:23 2000
< FW KE_PACKET_END > Id =2
< FW KE_EXCH_END > Id =2
< FW KE_ROLE_END > Id = 2
fwl saknp_SAFromNegCxt: initiator
ESP_SA Fronmfransforniist: HMAC al g: 1, HMAC keyl en: 20
SPI: b940c576
DES KEY | S:
21 a0 17 c5 bb 32 36 22
HMAC KEY | S:
69 df da 03 2e 36 b5 09 dc 4d 7f 86 dd 9f 13 8d 3b a7 a2 8a
ESP_SA FromlransfornlList: esp_expiretime for Initiator set to +1800
ESP_SA Fronflransforniist: esp_expiretime for Initiator set to +1800
ESP_SA FromlransfornlList: esp_renegtine set to +1753
ESP_SA FronilransfornlLi st: HWMAC alg: 1, HMAC keylen: 20
SPI: 21162177
DES KEY | S:
6c cf 02 13 23 e7 75 dd
HMAC KEY I S:

b6 ea 36 8d 8f a0 ac eb 91 26 d9 46 db 2b dc 91 28 81 Of b6

ESP_SA FronifransformlLi st: esp_expiretime for Responder set to +1800
ESP_SA FromlransfornlList: esp_expiretime for Responder set to +1800
ESP_SA FronilransformlLi st: esp_renegtine set to +1755
# of negotiations: 1
# of negs: 1
Neg: O ptr: 953188 ass: 953340 wait4: 00
a8820c69 met hod: 2020100; 00 cooki e: a52895de8e502ae0
type: 1 SPIs: 00 00

# of waiting negotiations: O

# of negs: O

ass 9515f8 peer cf28e757 cookie a52895de8e502ael
AssHTabs_AddAssTo table b4 insertion:

AssHTabs_printall:

AssHTabs_AddAssTo after insertion:

AssHTabs_printall:

[17104@ w41] O ass 9515f8 keyptr 8ea708 nethods 2020100: 00counter 00: 02 NOT gonna exp

[17104@ wa1]
[17104@ wa1]
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ass: 9515f8 8ea708 cf28e757
insertion has succedded

AssHTabs_ AddAssTo:
AssHTabs_AddAssTo:
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[17104@ w41] ~Negotoation: effff850 9506d0

[17104@ w41] ~Associ ation: 9506d0 00

[17104@ w41] Neg's end

[17104@ w41] ResendCQutbuf (3) (953188)

[17104@ w41] Repl yBy: entering

[17104@ w41] fwasync_connbuf _realloc: reallocating 9356e0 from 1181 to 5188
[17104@ w41] fwconm encrypt_inplace: fd = 0, buf = 9356e0, len = 4164, key = 0
[fwd@ w41l] comm decrypt_buf: fd = 29, buf = 951b48, len = 32, key =0

[fwd@ w41l] fwasync_connbuf_realloc: reallocating 951b48 from 1056 to 5156

[fwd@ w4dl] comm decrypt_buf: fd = 29, buf = 96¢1d8, len = 4132, key =0

[fwd@ w41l] fw saknp_recv_sa_by_methods: received answer to nethods request

[fwd@ w41l] get _userc_entry: no user entry for ip 192.168.200.0

[fwd@ w4d1l] fw saknp_store_sa_in_tables:

[fwd@ wa1l] myRange [ a0a0a00- a0aOaff] peer Range [c0a8c800-c0a8c8ff]

[fwd@ w41l] delay writing to | SAKMP_ESP_tabl e

[fwd@w4l] fw dtab_record_conn: val s=<a0a0aOa, 40e, c0a8c814, 15, 6; 60186d0c, 3, ffffd010>
[fwd@ w4l] fwi saknp_recv_sa_by nmethods: delay is 300

[fwd@ w41l] fw saknp_get met hod: Conbi ned ESP: DES + SHAl

[fwd@ w41l] add_gm.ids: rangeUsed 1 [a0a0a00-a0aOaff] [c0a8c800-c0a8c8ff]

[fwd@w41l] RESULT: range_first a0a0a00 | ast aOaOaff subnet_addr a0a0a00 nask ffffff00
[fwd@w41l] RESULT: range_first c0a8c800 |ast c0a8c8ff subnet_addr c0a8c800 mask ffffff00
[fwd@ w41l] fwerypt_| og: sending | og op 16

[fwd@ w41l] proxy xlate input: src aOaOala sport 40e dst c0a8c814 dport 15
[fwd@ w4al] fw saknp_get met hod: Conbi ned ESP: DES + SHAl

[fwd@w4l] fwerypt_log: sending |og op 3

[fwd@ w41l] fw saknp_recv_sa_by nethods: |saknp trap success

[17104@ w41] fwi ke_i saknpd_pi pe_handl er: called wi thout data

[17104@ w41l] Retransm t Buffer

[17104@ w41] ResendCQut buf (2) (953188)

[17104@ w41] fwi saknpd_recv_from peer: entering

[17104@ w41] canonize_gw. Canonized ip is the same as original ip cf28e757
[17104@ w41l] Mat chPeer Cooki el Msgl D: cf28e757 a52895de8e502ae0 00

[17104@ w41l] Mat chPeer Cooki el Msgl D: match fail ed

[17104@ w41] *** AddNegotiation: ptr 9525b0 peer cf28e757 cooki el a52895de: 8e502ae0
msgl D b5a542de met hods 00 00 new count: 2

[17104@ w41] < FW KE_ROLE_START > Id =3

[17104@ w41] < FW KE_ROLE_RESPONDER > Id =3

[17104@ w4l] Fwl keResponder: entering

[17104@ w41] Fwl keResponder OnEnter: i dRanges NOT USED m ne [0-0] peer's [0-0]
[17104@ w41] findSAByPeer: | SAKMP SA was found

[17104@ w41] < FW KE_EXCH_START > Id =3

[17104@ w41] < FW KE_EXCH_| NFORMATI ON > Id =3
[17104@ w41] < FW KE_PACKET_START > Id =3
[17104@ w41] < FW KE_I NFO_RESPONDER > Id =3
[17104@ w41l] fwl saknp_ProcesslnfoExc p2: entering

[17104@ w41] conputelV from

[17104@ w41] 44 cO 26 b5 Ob c7 bl 09

[17104@ w41] b5 a5 42 de

[17104@ w41] -- updatePayl oadMap: received payl oad PA_HASH.
[17104@ w41] -- updat ePayl oadMap: received payl oad PA_NOTI FY.

[17104@ w41] Processlinfo: identifyPayl oads succeeded.

[17104@ w41] processNotifyPayl oad: protocol: 1

[17104@ w41] Peer cf28e757 says: payl oad mal f or med

[17104@ w41] fwi saknmpd_send_| og: sending | og nmessage: Received Notification from Peer:
payl oad mal f or med

[17104@ w41] fwconm encrypt _inplace: fd = 0, buf = 9356e0, len = 183, key = 0
[17104@ w41] < FW KE_PACKET_END > Id =3

[17104@ w41] < FW KE_EXCH_END > Id = 3

[17104@ w41] < FW KE_ROLE_END > Id =3

[17104@ w41] sndrcv: got Notification from peer
[17104@w41] Del et eNegoti ati on<1>: invoked(1l): ptr 9525b0 peer:cf28e757 cooki el a52895de
8e502ae0 nsgld b5a542de nmet hods 00-00 SPIs 00 00
[17104@ w41] Del et eNegoti ation: entering
[17104@ w41] ~Negotoati on: 9525b0 936b30
[17104@ w41l] ~Associ ation: 936b30 00

[17104@ w41] Neg's end

[17104@ w41l] ~Negotoation: effff850 9506d0
[17104@ w41] ~Associ ation: 9506d0 00

[17104@ w41l] Neg's end

[17104@ w41] Retransm tBuffer

[17104@ w41] ResendCQutbuf (1) (953188)
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[fwd@ w41l] comm decrypt_buf: fd 29, buf 96¢1d8, len = 32, key =0

[fwd@ w41l] comm decrypt_buf: fd 29, buf 96c¢1d8, len = 151, key =0

[fwd@w41] sinple_| SAKMP_| og: 1 0g: Received Notification from Peer: payl oad mal f or red
[17104@ w41] fwi ke_i saknmpd_pi pe_handl er: called without data

[17104@ w41] fw saknpd_recv_from peer: entering

[17104@ w41] canonize_gw. Canonized ip is the same as original ip cf28e757
[17104@ w41] Mat chPeer Cooki el Msgl D: cf28e757 a52895de8e502ae0 00

[17104@ w41l] Mat chPeer Cooki el Msgl D: match fail ed

[17104@ w41] *** AddNegotiation: ptr 952b70 peer cf28e757 cooki el a52895de: 8e502ae0
msgl D b6ecc488 nmet hods 00 00 new count: 2

[17104@ w41] < FW KE_ROLE_START > Id = 4

[17104@ w41] < FW KE_ROLE_RESPONDER > Id = 4

[17104@ w41] Fwi keResponder: entering

[17104@ w41l] Fwl keResponder OnEnter: i dRanges NOT USED m ne [0-0] peer's [0-0]
[17104@ w41] findSAByPeer: | SAKMP SA was found

[17104@ w41] < FW KE_EXCH_START > Id = 4

[17104@ wa1] < FW KE_EXCH_I NFORMATI ON > Id = 4
[17104@ w41] < FW KE_PACKET_START > Id = 4
[17104@ w41] < FW KE_I NFO_RESPONDER > Id = 4
[17104@ w41l] fwl saknp_ProcesslnfoExc p2: entering

[17104@ w41] conputelV from

[17104@ w41] 44 cO 26 b5 Ob c7 bl 09

[17104@ w41] b6 ec c4 88

[17104@ w41l] -- updat ePayl oadMap: received payl oad PA_HASH.
[17104@ w41] -- updat ePayl oadMap: received payl oad PA_NOTI FY.

[17104@ w41l] Processlinfo: identifyPayl oads succeeded.

[17104@ w41] processNotifyPayl oad: protocol: 1

[17104@ w4 1] Peer cf28e757 says: payl oad mal f or ned

[17104@ w41] fwi saknpd_send_|l og: sending | og nessage: Received Notification from Peer:
payl oad mal f or med

[17104@ w41] fwcomm encrypt_inplace: fd = 0, buf = 9356e0, len = 183, key =0
[17104@ w41] < FW KE_PACKET_END > Id = 4

[17104@ w41] < FW KE_EXCH_END > Id = 4

[17104@ w41] < FW KE_ROLE_END > Id = 4

[17104@ w41] sndrcv: got Notification from peer

[17104@w41] Del et eNegoti ati on<1>: invoked(1l): ptr 952b70 peer:cf28e757 cooki el a52895de
8e502ae0 msgld b6ecc488 met hods 00-00 SPI's 00 00

[17104@ w41] Del et eNegoti ation: entering

[17104@ w41] ~Negotoation: 952b70 936b30

[17104@ w41] ~Associ ation: 936b30 00

[17104@ w41] Neg's end

[17104@ w41l] ~Negotoation: effff850 9506d0

[17104@ w41] ~Associ ation: 9506d0 00

[17104@ w41] Neg's end

[17104@ w41] fwi saknpd_recv_from peer: entering

[17104@ w41] fw saknpd_recv_from peer: Retransm ssion detected

[fwd@ w41l] comm decrypt_buf: fd = 29, buf = 96¢1d8, len = 32, key =0

[fwd@ w41l] comm decrypt_buf: fd = 29, buf = 96cl1d8, len = 151, key =0

[fwd@ w4a1l] sinple_| SAKMP_I| og: |0g: Received Notification from Peer: payl oad nal f or med
[17104@ w41] fwi ke_i saknpd_pi pe_handl er: called w thout data

[17104@ w41l] Retransm t Buffer

[17104@ w41] ResendQut buf (0) (953188)

[17104@ w41l] ResendOQutbuf: retrans counter is down to O

[17104@ w41] Del et eNegoti ation<1>: invoked(1l): ptr 953188 peer:cf28e757 cooki el a52895de
8e502ae0 nmsgld a8820c69 nmet hods 2020100-00 SPIs 00 00

[17104@ w41] Del et eNegoti ati on: entering

[17104@ w41] ~Negotoation: 953188 953340

[17104@ w41] ~Associ ation: 953340 00

[17104@ w41l] Neg's end

[fwd@w4l] | SAKMP_ESP_t abl e <cf 28e757, 2020100, a0a0a00, alalaf f, c0a8c800, c0a8c8f f; 608f Oced>
[fwd@ w4l] fwi saknp_sendhol d: (383492)

Output from 10S debug crypto ipsec/isakmp/engine commands

3wld: | SAKMP (0): received packet from 207.40.231.82 (N) NEW SA

3wld: | SAKMP (100): processing SA payload. nessage ID =0

3wld: | SAKMP (100): Checking | SAKMP transform 1 against priority 10 policy
3wld: | SAKMP: encryption DES-CBC

3wld: | SAKMP: hash SHA
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3wld: | SAKMP: auth pre-share

3wld: | SAKMP: default group 2
3wld: | SAKMP: life type in seconds
3wld: | SAKMP: l'ife duration (VPI) of 0x0 Ox0 0x1 0x2C

3wld: | SAKMP (100): atts are acceptable. Next payload is O
3wld: Crypto engine 0: generate alg param

3wld: CRYPTO_ENGI NE: Dh phase 1 status: O
3wld: | SAKMP (100): processing KE payload. nessage ID = 0
3wld: Crypto engine 0: generate alg param

3wld: | SAKMP (100): processing NONCE payl oad. message ID =0
3wld: | SAKMP (100): processing |ID payload. nessage ID = 0
3wld: Crypto engine 0: create | SAKMP SKEYID for conn id 100
3wld: | SAKMP (100): SKEYID state generated
3wld: | SAKMP (100): |D payl oad

next - payl oad : 10

type o1
protocol c 17
port : 500
|l ength : 8

3wld: | SAKMP (100): Total payload |ength: 12

3wld: generate hmac context for conn id 100

3wld: | SAKMP (100): sending packet to 207.40.231.82 (R) AG_I NI T_EXCH
3wld: | SAKMP (0): received packet from 207.40.231.82 (N) NEW SA

3wld: CRYPTO(epa_release_crypto_conn_entry): released conn 101

3wld: | SAKMP (0): received packet from 207.40.231.82 (N) NEW SA

3wld: CRYPTO(epa_release_crypto_conn_entry): released conn 102

3wld: | SAKMP (0): received packet from 207.40.231.82 (N) NEW SA

3wld: CRYPTO(epa_release_crypto_conn_entry): released conn 103

3wld: | SAKMP (100): received packet from 207.40.231.82 (R) AG_I NI T_EXCH
3wld: | SAKMP (100): processing HASH payl oad. nessage ID = 0

3wld: generate hmac context for conn id 100

3wld: | SAKMP (100): SA has been authenticated with 207.40.231. 82

3wld: | SAKMP (100): received packet from 207.40.231.82 (R) QVM_I DLE
3wld: %UCRYPTO- 6- | KMP_NOT_ENCRYPTED: | KE packet from 207.40.231.82 was not encrypted and
it should ve been.

3wld: | SAKMP (100): received packet from 207.40.231.82 (R) QM I DLE
3wld: Y%CRYPTO- 6- | KMP_NOT_ENCRYPTED: |KE packet from 207.40.231.82 was not encrypted and
it should' ve been.

3wld: | SAKMP (100): received packet from 207.40.231.82 (R) QV_I DLE
3wld: generate hmac context for conn id 100

3wld: | SAKMP (100): processing SA payload. nessage |D = -1467872151
3wld: | SAKMP (100): Checking |PSec proposal 1

3wld: | SAKMP: transform 1, ESP_DES

3wld: | SAKMP: attributes in transform

3wld: | SAKMP: SA life type in seconds

3wld: | SAKMP: SA life duration (VPI) of 0x0 Ox0O Ox7 0x8
3wld: | SAKMP: aut henti cator i s HMAC- SHA

3wld: | SAKMP: encaps is 1

3wld: | SAKMP (100): atts are acceptable.
3wld: | PSEC(validate_proposal _request): proposal part #1,
(key eng. nsg.) dest= 207.40.231.87, src= 207.40.231.82
dest _proxy= 192.168. 200. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10.10. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornF esp-des esp-sha-hmac
I'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
3wld: | SAKMP (100): processing NONCE payl oad. message |ID = -1467872151
3wld: | SAKMP (100): processing |ID payload. nessage |ID = -1467872151
3wld: | SAKMP (100): |D_IPV4_ADDR SUBNET src 10.10.10.0/255.255.255.0 prot O port O
3wld: | SAKMP (100): processing |ID payload. nessage |ID = -1467872151
3wld: | SAKMP (100): |D_I PV4_ADDR SUBNET dst 192.168.200. 0/ 255. 255. 255.0 prot 0 port O
3wld: | PSEC(key_engi ne): got a queue event...
3wld: | PSEC(spi _response): getting spi 555098487 for SA
from 207. 40. 231. 82 to 207.40.231.87 for prot 3
3wld: generate hmac context for conn id 100
3wld: | SAKMP (100): sending packet to 207.40.231.82 (R) QM IDLE
3wld: | SAKMP (100): received packet from 207.40.231.82 (R) QM I DLE
3wld: generate hmac context for conn id 100
3wld: | SAKMP (100): Creating |PSec SAs
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3wld: i nbound SA from 207. 40. 231. 82 to 207.40. 231. 87 (proxy 10.10.10.0
to 192.168.200.0 )

3wld: has spi 555098487 and conn_id 104 and flags 4

3wld: lifetime of 1800 seconds

3wld: out bound SA from 207. 40. 231. 87 to 207.40. 231. 82 (proxy 192.168. 200.0
to 10.10.10.0 )

3wld: has spi -1186937482 and conn_id 105 and flags 4

3wld: lifetime of 1800 seconds

3wld: | PSEC(key_engi ne): got a queue event...
3wld: IPSEC(initialize_sas): ,
(key eng. nsg.) dest= 207.40.231.87, src= 207.40.231. 82,
dest _proxy= 192. 168. 200. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10.10. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornm= esp-des esp-sha-hmac ,
I'i fedur= 1800s and Okb,
spi = 0x21162177(555098487), conn_id= 104, keysize= 0, flags= 0x4
3wld: I PSEC(initialize_sas): |,
(key eng. nsg.) src= 207.40.231.87, dest= 207.40.231. 82,
src_proxy= 192.168. 200. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 10. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha-hmac ,
I'i fedur= 1800s and Okb,
spi = 0xB940C576(3108029814), conn_id= 105, keysize= 0, flags= 0x4
3wld: | PSEC(create_sa): sa created,
(sa) sa_dest= 207.40.231.87, sa_prot= 50,
sa_spi = 0x21162177(555098487),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 104
3wld: | PSEC(create_sa): sa created,
(sa) sa_dest= 207.40.231.82, sa_prot= 50,
sa_spi = 0xB940C576(3108029814),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 105
3wld: | SAKMP (100): received packet from 207.40.231.82 (R) QM I DLE
3wld: | SAKMP: reserved not zero on payl oad 8!
3wld: %CRYPTO 4-| KMP_BAD MESSAGE: | KE nessage from 207.40.231.82 failed its sanity
check or is malforned
3wld: generate hmac context for conn id 100
3wld: | SAKMP (100): sendi ng packet to 207.40.231.82 (R) QV_IDLE
3wld: | SAKMP (100): received packet from 207.40.231.82 (R) QM I DLE
3wld: | SAKMP: reserved not zero on payl oad 8!
3wld: generate hmac context for conn id 100
3wld: | SAKMP (100): sendi ng packet to 207.40.231.82 (R) QV_IDLE
3wld: | SAKMP (100): retransm tting phase 1...
3wld: | SAKMP (100): sending packet to 207.40.231.82 (R) QWVLIDLE
3wld: | SADB: reaper checking SA, conn_id = 100
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