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This document describes how to setup gateway to gateway Single Entry Point (SEP) IKE VPN fault
tolerance with Check Point VPN-1 Version 4.1. It assumes a basic knowledge of Check Point distributed
architecture, and that afunctional implementation of this architecture has been previously configured as
shown in Figure 1 below. For moreinformation on how to install and configure Check Point VPN-1
Version 4.1, please see the associated documentation in the VPN-1 User’'s Guides version 4.1 dated July
1999.

In addition to the Check Point VPN-1 software, SEP implementations must also include a method for
dynamic failover or clustering of multiple physical machines. This particular example employsthe
StoneBeat High Availability Software from StoneSoft to accomplish thisgoal. For other OPSEC (Open
Platform for Security) certified failover or clustering options, please see:
http://www.checkpoint.com/opsec/framework.html#High Availability

Consider the following diagram. Access to the main business network (192.32.42.0) is considered mission
critical and aloss of connectivity isunacceptable. Single point of failure for this network is mitigated by
configuring dual redundant VPN-1 modules at the perimeter of the network (primary and secondary),
managed by a management console at 192.32.42.10. Both the primary and secondary gateways are
physically connected to the internal and external networks. They are also connected via a dedicated
“heartbeat network” (192.32.52.0) which is used by the StoneBeat software to poll the health of its peer,
and the Check Point software to share state (connection) information. The management console at
192.32.42.10 is also responsible for management (policy creation and logging) of the remote gateway
192.32.32.1. Note: The SEP configuration can be duplicated on the remote network, and a separ ate
management console can manage the remote gateway. These configurationsarenot covered in this
document.

In this example, the primary VPN gateway is responsible for all traffic and the secondary gateway isin hot
standby mode. In the event of afailure of the primary, the StoneBeat Software reconfigures the secondary
gateway (in amatter of seconds) with the mac address and | P address of theinternal and external interfaces
of the primary and brings the primary off line. Inthis scenario, an IKE encrypted communication between
the internal network and the remote network (negotiated by the primary VPN gateway and the remote VPN
gateway), can continue without interruption through the secondary gateway. This connection failover is
possible because both gateways have identical rulebases, and are sharing encrypted connection state
information through the use of Check Point’s State Synchronization capabilities. Note: The SEP
configuration can be applied to two or morelive gatewaysin aload sharing scenario. While
configuration parametersfor thisdesign are similar to those defined in thisdocument, this
configuration isnot specifically detailed in this document.
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Figure 1 Network Diagram

In order to configure a SEP fault tolerant gateway to gateway VPN, we will perform the following steps:

1. Define the workstation objects that represent the VPN gateways. The following three gateway objects
with their parameters will be created:

Prlmary Gateway
Name - "fwl-a
- IPaddress-“192.3252.1" (Note: The heartbeat network interface addressis selected for use
asthe gateway object | P address becauseit isnot modified by the StoneBeat softwar €)
- Location - “Internal”
- Type-"“Gateway”
- Modules Installed—“VPN-1 & Firewal-1"
Version—*“4.1"
Secondary Gateway
Name - "fw1-b"
- |IPaddress- “192.32.52.2" (Note: The heartbeat network interface addressis selected for use
asthe gateway object | P addressbecauseit isnot modified by the StoneBeat software)
- Location - “Internal”
- Type-"“Gateway”
- ModulesInstaled —“VPN-1 & Firewal-1"
- Version—-"4.1"



Remote Gateway
- Name-"ntfwl"
- IPaddress-"192.32.32.2
- Location - “Internal”
- Type-"“Gateway”
- ModulesInstalled—“VPN-1 & Firewal-1"
- Veasion-"4.1"

2. Definethe network objects that represent the internal and remote networks. The following two
network objectswith their parameters will be created:

Internal Network
- Name- "internal-network"
- |Paddress-“192.32.42.0"
- Net Mask — “255.255.255.0"
- Location - “Interna”
- Broadcast —“Allowed”

Remote Network
- Name- "remote-network"
- IPaddress-“10.1.1.0"
- Net Mask —“255.255.255.0"
- Location - “Interna”
- Broadcast —“Allowed’

3. Enable Gateway ClustersinPolicy = Properties—> High Availability Options

4. Defineacluster object which logically represent the primary and secondary VPN-1 gateways. This
object will have the following parameters:

- Name-"ipsec_cluster"

- IPaddress-“192.32.32.1

- Location - “Interna”

- VPN-1& Firewall-1 installed version- “4.1"

5. Modify the“fwl-a’ & “fwl-b” objectsto be acluster members
6. Defineagroup object that represents the internal network’ s encryption domain

- Name-"internal_enc_domain"
- InGroup- “internal_network” & “ipsec_cluster”

7. Define agroup object that represents the remote network’ s encryption domain

- Name- "remote_enc_domain"
- In Group- “remote_network” & “ntfwl”

8. Madify the VPN parameters of the “ipsec_cluster” object asfollows:

- Domain-"internal_enc_domain" (internal encryption domain group object)
- Encryption Schemes Defined “IKE”

- Key Negotiation Encryption Method — “3DES’

- Hash Method—-“MD5" & “SHA1"

- Authentication Method - “Pre-Shared Secret”



10.

11.

Modify the VPN parameters of the “ntfw1” object asfollows:

Domain - "remote_enc_domain” (remote encryption domain group object)

Encryption Schemes Defined “IKE’

Key Negotiation Encryption Method - “3DES’

Hash Method -“MD5” & “SHA1"

Authentication Method - “Pre-Shared Secret”
Member of the Shared Secret list “ipsec_cluster”
Shared Secret for ipsec_cluster “test123”

VPN-1 & Firewall-1 installed version - “4.1"

Test the configuration

Create arule enabling encryption between the internal network and the remote network

Step 1

Workstation Properties

General | Interfaces | SHMP | NAT | Cettficates | wPN | duthet | ¥

Define the workstation objects that represent the VPN gateways. Inthe main Policy Editor
window select Manage > network Objects> New = Workstation and create three objects

with the following parameters:

Mame: I
IP &ddress: IW 9232521 Get address |

LComment: !

oo J— Type:
’7 & |ntemal  Estemal | ’7  Host % Gateway ‘
- Modules Installed

IV WPNA & Eirgiwdalld Version: [41 7| _Get|

I7 | FlandGate- Yersion JA1 7]

I™ | Compression Ersion: m

™ Maragement Station Color: I- -

0k I Cancel | Help |

‘Workstalion Properties

General| Interiaces | SNMP | NAT | Cerficates | wPN | duthe < | ¥

Mame | Addiess | Metwork Mask
hmel 192.32.32.1 255,255.255.0
hme1 192.32.52.1 265,255.255.0
hme2 1592.32.42.100 265,255.255.0
4] | |

Add... | Edit. | Hemove I Get |

ak Cancel Help

Workstation Properties [ x|

General |Inlerfaces| SNMF'I NAT I Eertlhcalesl WPN | Authe;l_’l

Name: [
1P ddress: |192.32.52.2 Get addiess |

omment: I

C

Location: Type:

’7 & |nternal  Extemal ’7 © Host % Gateway
|' Modules Installed

¥ %PN-1 & Firgtwall-1 Wersion: |41 'l ﬂl
™| FlaodEate- st |41 'I
2| Eampressicn Ersian: l41 vl

I Management Station Color. I- -

QK I Cancel Help

Workstation Properties

General  Interfaces | GNMP | NAT | Certficates | VPN | Authet | >

Mame | Address | Metwork b agk
hmed 192.32.321 255.256.255.0
hmel 19232522 255.255.255.0
hme2 1592.32.421M 256.256.255.0
4] | i

add. || Ea |[EEee || E= |

ak Cancel Help




Workstation Properties [ ]

General | Interfaces | SNMP | NAT | Certficates | WPN | duthe <[]

Mame: Intlw]
IP Address: |182.32.32.32 Get address |

LComment: I

Locatior: Type:
’7 & |nternal ' Esternal ’7 € Hast

Modules Installed

¥ WPN-1 & Eiswal-1 Version: [4.1 _Get|
I™ | FloodGated Y Ersion; lﬁ

™| Eompression S Ersian; lﬁ

I Management Station Colar; I- vl

ok I Cancel Help

‘Workstation Properties [ x|

Geneial Inteifaces | SNMP | NAT | Cettficates | VPN | Authe 4|
| N arne | Aggress | Metwark Mask
HEEly] 159242 422 pelatarlalapels ]
El30x2 10112 255.255,255.0
«| | i
Add... | Edit:.. | Eemayve | Get |

ak. I Cancel Help

Sep 2 Definethe network objects that represent the internal and remote networks. In the main Policy
Editor window select Manage 2 network Objects> New > Network and create two objects with the

following parameters:

Metwork Properties [ x]

General | MAT |

Mame: Iinlemal_netwmk
1P Address: I1 4232420 Get address
Net Mask: |255.255.255.D

Comment: I Color: I | ] j

Lacatiar: Broadcast:
’75' Intemal € Extemal ’7(: Allowed € Disallowed

ok I Cancel Help

Hetwork Properties
General INAT |
M ame: W
IP Addiess: I'IUHU— Get address |
Het bask: |255.255.255.E|
Comment: I Calor: I | ] j
Location: Broadeast:
’7(3' Intemnal ¢ External ‘ ’75' Alowed  Dizallowed ‘

ag I Cancel Help




Sep 3  Enable Gateway ClustersinPolicy = Properties> High Availability Options

Properties Setup [ %]

SYMDefender I LDAP I Encryption I ConnectControl
Security Policy | Services I Log and Alert I Security Servers I Authentication I
High Avwailability | IP Pool MAT I Access Lists I Desktop Security

— High Awvailability Option:

Thiz feature provides High Avwvailability with state-synchronization between
gateways in a cluster.

Mote: 'ou must have an additional High Availability component installed,
and zet the synchronization manually.

See el forinstuuctons NOTE: Selecting “Install Security Policy on
™ Enable Backup Gateway for SecuRlemote connections Gate/vay Cluger Only |f |t can be wcceﬁu”y
This feat ides the ability to b ltiple gat f i d i
s e L ey oo sl installed on ALL Gateway Cluster Members’ will
See Help for details. install the Security Policy either on all of the
member s of a gateway cluster or on none of them.
V' Install Security Policy on Gateway Cluster orly if it can be successfully This Option isi mportant if dlspar ate pOI icieson

inztalled on All Gateway Cluster members

cluster membersisundesirable.

Mote: Unchecking this option will have no effect if the “Install Security
Palicy..." option in Security Policy tab is checked.

QK I Cancel Help

Step 4 Defineacluster object which logically represent the primary and secondary VPN-1 gateways. In
the main Policy Editor window select Manage > network Objects-> New > Gateway Cluster and
create an object with the following parameters

Gateway Cluster Properties

General 1 Cluster Members | Authentication | ¥PN | Cerificates | A

Mame: ;ipsec_cluster

|P Address: [192.32.32.1] Get address !
Comment: i

. LDCalIDn ........................................ 1

% Jntemal © External Calar: ]- vi
WPM-1 & Firetw/all-1 Installed Yersion: 41 =

Ok ] Cancel Help




Step 5
“ipsec_cluster” cluster.

Workstation Properties

General Ilnterfacesl SNMP | NaT |

Mame; Ifw1 -a
IP Address: |192.32.52 1 Get address |

omment: I

[Lazatior

(% [termall €0 Extermal

Tivme;
o

[

Haost ) Gateway

Modify the “fwl-a’ & “fwl-b” objectsto be acluster members. Make them members of the

‘Woikstation Properties

General Ilnlerfacesl SNMP | NaT |

Hame: Ifw‘l-b
IP Addiess: |192.32.52.2 Get address !
ornmment: !
[l
’7 € Host %) Gateway

I FlandGate-]

I™ | Eompression

[
tadules [hstalled
|7 o | RN & el

Wersiom |41 % I
Yersion &1 |7 I
Wersinn |41 |F I

]

i odiles [hstalled

I | RN & Firetaal
= FlaodEate-]

I= | Management Station

¥ Member of Gateway Cluster:

[Colar:

L

G

LLacation: —

’7 5 [nternal 2 Exteral |
| ™| Eompression

S |4.1 'I EI
BT |4.1 'l
Ersinn: |=1.'| 'l

™| Banagement Station

Help |

¥ Member of Gateway Cluster:

[Ealor:

Help |

Notethe existence of the“ Member of Gateway Cluster” field that isnot present in Step 1. Thisfield
isenabled by the “ enable gateway clusters’ selection in Step 3.

Step 6

network Objects> New - Group and create a group object called internal_enc_domain by
adding the “ipsec_cluster” object and the “internal_network” object

Group Properties

Hame: iintemal_enc:_

damain

LComment: i

Caolor: i | ] vl

Mat in Group: In Group:

‘@ encrypt-domain ;I ﬁ' internal_netwaork
E fwl-a m insec_cluster
Mt Add > |

‘@ ip-spoof-group

B} joe-internet < Remove !

B) joews

& net1o =l

o]

Cancel Help

Define a group object that represents the internal network’s encryption domain. Select Manage 2>



Step 7

Define a group object that represents the internal network’s encryption domain. Select Manage 2>

network Objects> New > Group and create agroup object called remote_enc_dorrain by
adding the “ntfw1” object and the “remote_network” object. Select OK in all windows until the
network objects window is reached to complete the object modification

Group Properties

Mame: |rem0te_enc:_domain

LComment: |
Calor: I | ] vl
Mot in Group: In Group:
B ret140 =] ] ittt
‘@ netd 2zpoof ﬁ' remaote_netwark
Be ret-52 Add > |
‘@ net52zpoof
B Netwaorka2 J < Remave |
-
(] 3 I Cancel | Help |

Step 8 Modify the VPN parameters of the “ipsec_cluster” object asfollows:

Gateway Cluster Properties

Generall Cluster Membersl Authertication  VEM | Certificatesl Jal I 4

—Domain; ———

"' Dizabled
£ alid &ddresses(of (nterfaces)
' Other:

I @ internal_enc_dor VI

™ Ezportable for SecuR emote

Encryption zchemes defined: ——

F [
™ 0 Manual IPSEC

I Gl SKIP
N B Pz

Edit... |

= raffic Control Logaing

I | T Tiratfic Contrel Logaing

ak I Cancel Help
IKE Properties [ ]
General |
— K.ey Megotiation Encryption Method(s): Haszh Method: —
r DES  MD5
¥ =] s0es | SHa1

—Authentication Methad:

W Pre-Shared Secret
™ Public Key Signatures

Edit Secrets... |
Lonfigure... |

V' Supports Aggresive Mode

v Supports Subnets

o]

Cancel |

Help |

Domein - "internal_enc_domain” (internal encryption domain
group object)
Encryption Schemes Defined Select “IKE”

Highlight IKE and Select Edit

The IKE Properties window will appear

Select Key Negotiation Encryption Method - “3DES’
Select Hash Method —“MD5” & “SHA1"

Select Authentication Method - “Pre-Shared Secret”
Select OK in al windows until the network objects window
isreached to compl ete the object modification

Note: The Pre-Shared Secretswill be edited all at oncein
the next step wi th the definition of the ntfwl VPN
properties



Note: Support for subnetsfacilitatesinter operability with other vendorswho implement thisby
default. The VPN device will setup the security associations (SAs) for theentire | P Subnet that is
behind the VPN Gateway device. All I P addresseson this subnet will usetwo SAsthat are defined
for the subnet, oneinbound and one outbound. Sinceonly two SAsareneed for the entire subnet,
thissimplifiesthe configuration as opposed to having two SAsper each |P Host.

Step 9 Modify the VPN parameters of the “ntfwl” object as follows:

Workstation Properties

Generall Interfacesl SNMPI MAT I Certtificates  ¥PN |Authe 4 | 4

—Domain. ———— - Encryplion gchemes defined: ——

" Dizabled
" Walid Addreszes(of Interfaces)
@ Other:

I [ii]
T =1 Manusl IPSEC

I Gl sHIP

™ Exportable for SecuRemate Edit... |

= Iiraffic Eantel Legahg

F it Tnathie: Cantiel Loggihg

ak I Cancel Help

IKE Properties [ ]
General |

ke Megatiation Encryption Method(s]: Hash Method: —
V| MDS

¥ =] 3pes ¥ SHa1

— &uthentication Method:

¥ Pre-Shared Secret Edit Secrets... |
™ Public Key Signatures Lonfigure... |

¥ Supports Agaresive Mode W Supports Subnets

QK I Cancel | Help |

Shared Secret

— Shared Secrets List:

Domain - "internal_enc_domain" (internal encryption
domain group object)
Encryption Schemes Defined Select “IKE”

Highlight IKE and Select Edit

The IKE Properties window will appear

Select Key Negotiation Encryption Method - “3DES’
Select Hash Method—-“MD5” & “SHA1"

Select Authentication Method - “Pre-Shared Secret”
Select Edit Secrets

The Shared Secrets List window will appear

Peer Mame | Shared Secret |

Remove

Eriter secret: Itest1 24 Set i

Select “ipsec_cluster”
Select Edit

Select OK in al windows until the network
objects window isreached to complete the
object modification

ipzec_cluster Edi | Eglterttgetshared secret of test123
€ECLl S

Canicel |

10




Step 10 Inthe Check Point Policy editor create arule enabling encryption between the internal network

and the remote network.
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Oncetheruleiscreated, click the right mouse button in the action field. The action drop down menu will
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Encryption Properties . . . .
— The Encryption properties window will appear.
Eneral

Make sure the Encryption properties are set to IKE

— Encryption gchemes defined: —

: E Select Edit

hanual IPSEC i i i
T The IKE properties window will ear
(" SHIP Prop P
[ Pz

0K Cancel Help
IKE Properties E
General | i
Make sure the IKE properties are set as shown
Tranzform:

&' Encryption + Data Integrity [ESP) Select OK

€ Data |ntegrity Only [AH)

Encryption Algarithm: DES &

Data Integrity D5 i

Allowed Peer Gateway: I @ Ay vI

¥ Use Perfect Forward Secrecy

0k I Cancel | Help |

Install Policy [ X]
[tk Oecte | Seqaly | Borguit | Sdlect Policy > Install from the policy editor
% IPSEC_Cluster F E window.
Select OK
The rule base will be compiled and installed on all
VPN gateways.

Note: ntfwlisconfigured with Floodgate-1
Bandwidth Management and thereforethe
object appearsdifferent, and the option to install
a bandwidth policy isenabled.

Select Al Clsar &1 Cancal |




Inztall Policy

Downloading Security Policy C:AWINNT AR Y. ThconfyPartner_E wvent_Policy. pf to IF_AJ
Downloading fwl -a [member of IPSEC_ Cluster] Notice the pOlICy is downloaded to each
Downloading member fwl-a succeeded

member of the cluster
Downloading fwl -b [member of IPSEC_Cluster)

Downloading member ful-b succeeded

Downloading to cluster IPSEC. Cluster succeeded

Installing 5 ecurity Policy C:A\WINM TSP Y. 1 veontsPartner_Ewvent_Palicy. pf on all.all
Inztalling 5 ecunty Policy on fwl -a succeeded

| | JIL

Step 11 Test the configuration by initiating an FTP session from 192.32.42.11 to 10.1.1.10. Set the FTP
parameters to show hash marks during an FTP session by issuing the command hash. FTP alargefilefrom
10.1.1.10 by using the command mget ftp_test_file.txt

;Eummand Prompt - ftp 10.1.1.10

C:w>ftp 18.1.1.108

Connected to 18_.1.1.18.

228 webftp Microsoft FTP Service (Uersion 2_.@>.

Uzer C18.1.1.10:<Cnonel): anonymous

331 Anonymous access allowed,. send identity (e—mail name) as password.
Password:

238 Anonymous uszer logged in.

ftp> hin

Hash mark printing On (2848 bytes-hash mark>.
ftp> prompt
Interactive mode OFFf.

288 PORT command successful.
158 Opening BIMARY mode data connection for ftp_test _file txt{1@873741824 bytes).

PIdidiiaia bidia aisid didiaidihizitiiaidigiaidiidizidit

Open the Log view and note the successful IKE phase 1 and phase 2 key negotiation between the primary
(fwl-a) and ntfwl. Also notethe ftp encrypt & decrypt between fwl-aand ntfwl. Note—log viewer fields
in this document are segregated into two screen captures because of window size constraints.
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Intheinfo field, note that the phase two completion is conducted for the subnets of 192.32.42.0 & 10.1.1.0.

TR 192 3F 42 10 - Cheeck Point Log Veewer - (b lag)
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PR & Firas micl fecirea- HE F i Facd e EED SDET & WO o FFE [ 1 o i |

WP E F ool -1 blodle zchama: HE mihoch: Combmad ESP 30ES + WOE - PFRS

? P roh | TT e WE el hock: © ¥ P 30ES + WS+ FTS
;Ij

Fir Help. preaz F1 [ogvmw by [1HESELIAD

We can now test the IKE failover. For this configuration we have used StoneBeat for failover. The
StoneBeat manager shows fwl-a asthe primary, and that the primary is active. To fail over to the
secondary, Click the right mouse button over the secondary symbol and select Go Online.

A Sinnulat b anages
Bike  Managar  Help
=i SuneBeal
w—
"
P - Pramary Wl EBTCF
5. Sacandary Wil SaTcE
A'" Confirm Command The Confirm Command window will appear, select OK

IPSEC_Cluster

Target secondary (fw1-h)

Ccommand Go Online

Help |

The Alertswindow will indicate that the HA
unit has switched to the secondary

Cioen Copwtn Ciphaand chw | Hew |
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The StoneBeat manager will highlight the
secondary (fw1-b) as now being active.

Notice that the FTP has
continued with minimal
interruption.
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