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This paper describes how to get Strong Encryption using Hybrid Mode IKE authentication.
Check Point has proposed to the IETF amethod to authenticate users while using IKE
Encryption. These users can be authenticated by something other than Digital Certificates and
Pre-shared Secrets (These are the only standards method for IKE authentication today). This

means you can use your SecurlD Cards, RADIUS, LDAP, or Firewdl-1 Internal Password,
etc. to be authenticated.
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Steps to get Hybrid Mode Authentication Working:

Stop and close dl firewdl files by issuing an “fwstop”

Create the Internal CA on the Management Station

Cregte a Certificate for the VPN/Firewal Module

Start thefirewal processes again by issuing an “fwdart”

Allow "Hybrid" Mode SecuRemote Authentication on the Firewall Object (IKE Tab)
Define aUser with 3DES and Firewal-1 Password (Other Methods will also work)
Define a Rule and Push the palicy to the VPN/Frewal Module

Update the SecuRemote Site

Test authentication

©COoNoOO~WDNE

1. Issueanfwstop

The 'fw internalca command line writes to the FW-1 files, so the best thing to do isclose dl of
the files by issuing an fwstop.

trek# $FWDI R/ bin/fwstop
trek#

2. Createthe Internd CA on the Management Station

trek# cd $FWDI R/ bin
trek# fw internalca create -dn "o=boston, c=us"
I nternal CA created successfully

This creates an internal Certificate Authority to be used in the
Hybrid Authentication Process. Select your own DN nanme (LDAP
For mat)

3. Create a Catificate for the VPN/Firewal Module

trek# cd $FWDI R/ bin

trek# fwinternalca certify -o trek "o=boston, c=us"
Certificate created successfully

trek#

Note: This certificate will showup in the "Certificate" tab of the
firewall object after it has been created fromthe comand
l'ine

4. |ssue an fwsart

Start the firewad| processes now.
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trek# $FWDI R/ bi n/ fwstart

IKE Piogparties
5. Allow "Hybrid" Mode SecuRemote Authentication on fersal |
the Firewall Object (IKE Tab) S e vchargs e vk~ S e i —
F | = MD5
s
F =] ez b 5HA]
Sel ect
Manage-> Network Objects > "firewall Suppoil authenication methods:
Obj ect " 9 VPN tab ¥ PreShaied Seciet Edit Secisls...
> | KE Properties [ Fublic Fiy Signcires Eaiie
[+ BPHT Frewall] adbertication o SecFannte [Hobid odel
- Make su_re t_hat "VPN-1 Firewal -1 _ e R P Ee i A
Aut hentication for SecuRempte (Hybrid

Mbde) is Sel ected Bt | Cwcel | e |

NOTE: If you don't see this option, you need at |least 4.1 SP1
version of the GU client

e Progeeies . H
. . . Gensial | Graups - Subentmaton | Location | Time | Encraption |
6. Define aUser with 3DES and Firewall-1 Password = l —
Seliinge:
Make sure there is a User Defined R O
(Manage > Users)
- Select the Authentication Tab o vt | e |
- Select VPN-1 and Firewall-1 Password = .
- O her Methods of Authentication are
al so support ed |
Geno | Grouge | Auberticsbon ] Locaton | Tme  Encppiion |
Dl Encaptinn Mesihad:
= Gl
™ B3 Rz
-  Select Encryption o
- Select IKE > "Edit" 5“5_“:;1“‘"”?_3{%1“ i
- Select "Log" for Successful
Aut henti cation Track #ushenicatin | Ensapbon |
Swlnch mibsnticabon cchaner used
I Pasmerd
" Pubilic Kayp
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Not e: If you want to downl oad the topology fromthe Firewall Module
using I KE, you could use this user with a | KE Password here, or
you could use another user with an | KE Password (Shared Secret).
For our purposes, you don’t need to have Authentication Schene
Used here. However, the Encryption definition is very
i mportant.
- Select the "Encryption" Tab S—
Guthentcation Er'wwim|
H H n n Twnzlom
- This |s_where thg strength" of t_he T
Encryption Al gorithmfor the Hybrid  Dals Fiagip Onk BH1
User will be used.
I::M;T Eni vpticn &l poithm
- W selected "3DES" (this is the Default DS e '
with VPN + DES + STRONG
NOTE: To see what version the I Corcdl | __ Heo
Firewal | / VPN code is using, type in
"fwver" at the command line “$FWDI R/ bin/fw ver”.
T, |
Genedl Frouce | supaeticstion ] Locaion | Tive | Encroption |
Lysil=hls Gioupe Fslongr o Griogpe
€ sorin: € retnn
- Select the "Groups"” tab
p —
- Make sure the User is a menmber of a R
valid Goup (Hybrid in our case)
[ ok Carcd | Hee
7. DefineaRule and Push the palicy to the VPN/Frewal Module
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57 10.1.100.31 - Check Point Policy Editor
File Edt “iew Manage Policy ‘Window Help

Heslho s 8s503E 08 & EEFTats®EBEET &N

.":% Security Policy - Standard I El Address Tranglation - Standard I H_I’ Bandwidth Policy - Standard i

{ — = ; et — T s
n| @ FrybrichiE Ay ‘@‘ encrypt-domain @ Ay [ Cliert Encrypt |§ Lang ‘ ‘l-m-l Gateways @ Any
I ¥
4| | 3
[10.1.100.31 | | [NUM o

System properties have been saved!

8. Update the SecuRemote Site
On the SecuRemote Client, define anew dte, or "Update” the exigting Site.

Y ou can vaidate that the new information has been recelved by looking into the "userc.c”
file. Bdow isa Snapshot of thisfile, note the "cert” and the "dn" fields

(10. 29. 105. 62
1obj (
:type (node)
(10. 29. 105. 62)
)
:dnsinfo ()
Mgt | nt er nal CA (
spublic (
:value (010001)
)
s modul us (
:val ue (d4783f- TRUNCATED_VAL UE-
5cdca066df a4f c944f)
)
ccert (ffd3876- TRUNCATED_VALUE- - - - - - TRUNCATED_ VAL UE-
018230)
:dn (" O=boston, C=us")
. date (38a4590a)
)

Y ou should also see":1ISAKMP_hybrid_support (true)" property on the site object with the userc.C file

9. Ted authentication
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Now try and get to the internal site with your web browser. Y ou will see the authentication in the log files.
You must look in the info field at the end of the Log View to seethefollowing. You should see IKE phase |
with 3DES/SHA/Internal Password. ThisisHybrid Mode IKE with VPN-1/Firewall-1 Password using 3DES.

j; 10.1.100_31 - Check Point Log Yiewer - [fw_log]

File Edit Wiew Select Window Help

NeH SR | HEEH 2 |®0|=|%H|[g ]

L |Pruduct

|Infu.

ik -t 2 Fireval Madule
ks a1 Madule
WPR-1 & Fireall-1 Module

< g /PR-1 & Firsbval-1 bodule

Bk PN & Fireball-t Module

Kl

reazon Client Encryption: Authenticated by Internal Password scheme: IKE methods: SDES IKE,SHAT
IKE Log: Phaze 1 completion. 3DESISHAT Anternal Passvword Megotistion |d Sodcb281 3a1 a47c9-9112054 35827 eceds
scheme: IKE methods: Combined ESP: 3DES + SHAT (phase 2 completion) for host: 168191 187 89 and for subnet: 0.0.0.0 (ma

scheme: IKE methods: Combined ESF: 3DES + SHAT

For Help, press F1

|logvigw i [10.1.700.31
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Troubleshooting

1. You should seethe following under the Firewall Object in $FWDIR/objects.C that will accept Hybrid
Authentication:

:isakmp.authmethods (
. (pre-shared)
 (hybrid) €
This should be one of the methods "hybrid" Skl i R e
) Genel | beefoces] BHP| AT Cosicaes |vhr | et ] ]

-Crlicsier Lt

2. Make sureyou can see the Certificate within the Firewall
Object by click on the Certificate Tab as shown to the
ri ght > al [ &

3. Toseethe CA for thiscertificate click on Edit

Certificate Properties
Certificate Mickname: (=300 (D Gy g =1 e
i~ Certificate Creation |
: | DK Carcel Help
LA Server f{% Momtirternsl s ;I
Generate the Certificate. Generate... i
Wiew the Certificate. Wis . !
ar, I Cancel | Help |
Certificate Yiew
4. Now Click on"View" to see the Certificate information St SR L
1 i 1 Mot ¥alid Before: Fri Feb 11 13:53:13 2000 Local Time
that W-aS generated and the time and daIe that thl Swi I Mot alid After: Thu Feb §13:46:33 2020 Local Time
bevalid. Serial No.: 2

Fingerprint, 12:CB: 7A:9F: 2C:50: DA FC: 74 B AL 7L 28:BE: AL B2

5. Also note, that you might runinto Timing issuesif the
management station has a different time/date than the

firewal module. & _;,ﬁl

[Canzel I

6. Please note that when you edit objects.C and/or run the internal cacommand lines, the management
station must not be running (fwstop), and you must remove backup copies of objects.C (.sav and .bak).
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Provider-1 Environment

1. Before starting the configuration, shutdown the MDG and all GUI's.

On theMDS:

2. Start another terminal session onthe MDS

3. Changed the shell to c-shell (It is easier running this script in csh)

csh

4. Set the environment variables using the setmdsenv script in $FWDIR/bin

source setmdsenv

5. Run the alias command mdsenv. This command actually changes the FWDIR and MSP_SOMEIP_ADDR
environment variables. This sets up your session so you can work in the CMA's environment (just like the

FW-1VPN-1 management station) within Provider-1.

mdsenv -v <cma-ip-address>
mdsenv -v 10.0.100.50 ##H#H (For our Example) ###

6. Stopped the firewall

fwstop

7. Create an internal CA. (Example: Assumeyour CMA ip addressis 10.0.100.50)

fw internalca create -dn "o=cphouston, c=US"

8. Create a certificate for the VPN-1/FW-1 module. (Example: Assume your gateway object is named "gw1a')
fw internal ca certify -o gwla"o=cphouston, c=US"

9. Restart the firewall

fwstart

10. Run the Policy Editor gui and edit your gateway network object.

11. Verify the policy has been created by clicking on the Certificate tab.
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