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Procedurefor SSL User Authentication Using Check Point
Firewall-1v4.1 & Verisign Free-Trial:

This procedure will allow you to connect to the Firewall using an SSL compliant browser and
establish an authenticated VPN from an Internet Browser to the Firewall for Remote Access. The
FireWall will be using a certificate issued by Verisign “Free-Trial”.

This Document assumes that you have a User Group and ID established for Authentication.

First You need to generate a Certificate for the FW-1 HTTP Security Server to perform the SSL
Communication. In order to generate it from Verisign do the following.

Download Verisign Test CA Root:

Go to http://www.verisign.com/server/trial/welcome/caroot.html

And press the “Accept” on the bottom. You will be asked to OPEN or SAVE getcacert. Disregard
the instruction to open this file and instead save it as “getcacert.crt”. Check that you have the
“.crt” extension at the end of the file name.

Next go to the Fw's Policy Editor. Go to the “Manage Servers” dialog box and create a New CA
object. Assign an arbitrary name for this object (e.g. Verisign_Test) and select the CA Type to be
OPSEC PKI:

CA Properties I

General | OPSEC FKI |

Mame: I"-.ferisign_T el

Comment; |
Color: I - vl
Cé Type: |OPSEC PKI =]

k. I Cancel Help |

In the “OPSEC PKI” tab remove the check from “HTTP Server(s)” (disregard the warning
message) and press the “Get” button. Pick the file getcacert.crt from the previous step.

Next you will need to issue a certificate request for the FW-1 module running the SSL proxy. Go
to the FW’s object definition and select the “Certificates” tab. Press the “Add” button.
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Certificate Mickname: Ifwsslcert

— Certificate Creation

LA Server lé werizign_test _T_I

Generate the Certificate Request. Generate...

Yigw the Certificate Bequest,

Get the Certificate from a file [obtained
fram the Certificate Autharity].

k. Canicel ! Help |

Enter an arbitrary nick-name (for example “fwsslcert”.) Select the “CA Server” to be the CA object
you defined in the previous step (“Verisign_Test".) And press the “Generate” button. Enter the
following DN “cn=<full DNS name of your firewall>, o=<org name>, st=<unabridged state name>,
c=<country>"

For example:

Get...

Generate Certificate Request ;

[~ Certificate Request:

Fill in the O and prezs OF. for the
Certificate Request generation.

OM: ;cn=udilal:u'l.u:heu:kpu:uint.u:u:um,-:u=u:heu:kp-:uint,st=israel,n:=i[

Ok i Cancel i Help i

Another example:
cn=farmboy.us.checkpoint.com,o=checkpoint,st=california,c=us
Press the OK button and then press the “View” button:

Certificate Request Yiew

aluiT Ol
iPuDE ak+Crti
TN zmlB. Ot5
AeHABymO1 22F 7K TIbhmE D JHZT+iLI3
' 6eFfpt D1 U0EqD 4p+21 FE cd/AJhB
----- END CERTIFICATE REQIJEST----

[Farce] |

Copy the Certificate Request to clipboard (mark it and press Ctrl-C) and press OK.
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Sign your Certificate Request at Verisign. Go to
https://digitalid.verisign.com/server/trial/trialStep2.htm

And paste your request in the text box:

ial 5erver Enrollment - Microzoft Internet Explorer

j Fil=  Edit “ew Favorites Toolz Help

j<:=,=>,ef§@@3@v

Back Faraard Stop  Refrezh  Home Search Favoritez  Hizhom b il Print

j-"—"tgldrESS @ hitps: /¢ digitalid. verizign. com/serverftial/trialStepe. htm j & Go |J Links **

LITET =TT 7 g g e g e e oy e e
AI

Description

Enter CSR Information:  |vookeEwpd a6v] a 3Bvaws OMREWHQTDVY QDEXE 1 561 STWIZL] |
Copy the entire contents of MIGTMAQGCS Q@5 Ih IDQEBACUARLGNADCEL OKEUQDTFEE T
the C2R file including the ashBEva] SEVIQ]JPrWwEnh? fopip0s / HWrMIinhASEGmRE LS
lines that contain the begin Sar++xiadui TodIL3 BNV IROD/ qPEUBUNGEI QoI ZHES S

: rPYDEak+Crt¢p9s INWIDAQAEOAAWDOTY JKOZIhV CNAQEFE
and end statements into the | foMznIEI9TLE 50109V U 5508 STERT qwWvrc 1 18w o SEL;
field an the right. ALEHQEYMOI22FFETILhIEIDUHE 1+ LIS SX97 REXCOI nER
ToeeFTpND 1 UOEqDdy+ 2 17Ecd/ ThEMEW=
----- EMD CERTIFICATE REQUEST--- - -

| -
1| | b
@ Click the CONTINUE button to submit the CSR and

proceed with the Test Server ID enrollment.

w
1| | v

|&] Done |__' |E|_|a Internet 4

Press on “Continue”. Fill your customers details in the next page. It is very important to enter the
correct email at the bottom of the page. Press the “Accept” button at the bottom.

The signed certificate will be sent to the email address you have entered in the previous step.
Save it as a file with “.crt” extension (for example “fwsslcert.crt”.) Now go back to the “Certificate
Properties” window and press the Get button and select the file you have just stored. Press on
OK. You now have a valid certificate.

Next you will need to edit two setup files to define the mode of the HTTP Security Server.

Stop the firewall.

Edit the $FWDIR/conf/fwauthd.conf file.
Look for the following line;
"80 in.ahttpd wait 0"
Append the line with one of the following options:
ec — If you require SSL from Browser Client to Firewall.

es — If you require SSL from Firewall to Internal WWW Server.
eb — If you require Both.
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To the right of the option append a column *:’ and the nick-name of the certificate you want
to use with the SSL.

Example For SSL from Browser to Firewall Only:

80 in.ahttpd wait 0 ec:fwsslcert

Next we must configure the Security Server to utilize the Pre Defined Servers option of the
Security Server. For the remote client to SSL to the Firewall, Authenticate, then access a
Web Enabled server behind the Firewall you must Pre Define the Internal Servers in the
Policy Properties Section of the HTTP Security Server.

Edit $FWDIR/conf/object.C.

Look for the following line;
prompt_for_destination (false)

Set the attribute to true.

Example: prompt_for_destination (true)

Start the firewall.

Be sure to create a User Authentication Rule for HTTP to the Client Server.

fg}if:r.hccess[:ontml - FireW all-1 Security Policy
File Edt View Manage Policy ‘Window Help

Bla(R]7] &= 2ls|2l8]| 00| = laE=E] b &la)]H] el

| Security Policy IAddress Translationl

m Source

Destination‘ Service l Action I Track Install On

2 o Al
1 @ all Users@any | BB MyServer @ bt H@ set Auth ‘ Short ‘ ||-m-| Gateways @ Ay |
5 =
) sy ‘@ Ay ‘@ Ay ‘IO drop ﬁQa Alett ‘ |-m-| Gateways | ) Any S:
S
4] | |
For Help, press F1 | "local | ReadAwrite | [ 7

Open the Policy Editor and goto Policy -> Properties -> SecurityServers.
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Properties Setup

SY'MDefender | LDAP I E ncryption I Mizcellaneous I Access Lists
Securty Policy I Services I Log and Alert Security Servers | Authentication

Telnet ‘Welcome Mezssage File: I|

FTP Welcome Meszage File: I

Rlogin ‘W elcome Meszage File: I

Client Authentication Welcome File: I

SMTF Welcome Mezzage File: I

HTTP Mest Prosy: Huost: I Fort; I

~HTTP Servers:
Logical Hame | Hiost | Paort | Reauthentication |

MHew... | Edit | Bemove |

Ok I Cancel | Help |

Define the internal Web Enabled servers in the HTTP Servers: dialog box;

Click on New. Enter the information for each internal Web Enabled server you wish the SSL client
to access. You must define a unique logical name for each server. Example: MyServer

HTTP Server Definition |

Lagical Mame: !M}'S Erver

Huost |192.1.1.1

Fart: |B|:I

™ Server For Mull Beguests

‘— Reauthentication:;

% Standard ¢ POST Request © Every Fequest

| k. I Cancel

Install your Security Policy: Policy -> Install

With your Netscape Browser from the Outside of the Firewall you will attempt to access the
Logical Server you defined behind the firewall with the following URL Format;
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https://natasha:80/MyServer

natasha = firewall at port 80 ( The Security Server is running on port 80 for SSL )
MyServer = Pre Defined Server for HTTP behind the Firewall.

You must first establish the SSL connection to the Firewall on port 80 (Not 443) then tell the
Firewall where you are going once you authenticate in the URL.

NOTE: On the first connection attempt the Netscape browser will challenge you to accept
a Non — Standard Certificate to establish the SSL VPN. Once you accept this Certificate
for All Sessions this will not challenge you again.

Next you will be challenged by Check Point User Authentication in your browser;

Enter Metwork Pazsword |
Fleaze enter your authentication infarmatian,
Cancel |

Fezource: unzpecified

Uszer name: |J ohnryBzafe

PaSSWDrd' Ixxxxxxxxxx:»1

[ Save thiz pazsword in vour password list

Once authenticated you are in using 40 Bit SSL to encrypt from Client to Firewall.
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