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The purpose of this document isto provide a guide to implementing Implicit Client Authentication.

This document was written using a FireWall-1& Enterprise version 4.0, installed on a Microsoft NT 4.0

Server.

In order to understand the benefits of Implicit Client Authentication we must first understand each of the

authentication types.

User Authentication

Grants access on a per user basis, without regard to | P address. For
example, if alocal user istemporarily away from the office and logging

in from a different host, the administrator may wish to allow that user to
continue to work on the local network without extending the same
privilegeto all users which use that host. Non-transparent authentication
is granted within the protocol. The disadvantageisthat User
Authentication isrestricted to the following services; ftp, http, telnet, &
rlogin.

Session Authentication Grants access on a per user basis, without regard to IP address. It is not

Client Authentication

restricted to certain services (asis User Authentication). Unlike Client
Authentication, Session Authentication provides atransparent
per-session authentication mechanism that can be integrated with any
application. The disadvantageisthat it requires a session authentication
agent to be running on the client machine.

Grants access privileges on aper client (host) basis. A user authenticates
himself or herself, and can then use any service (allowed by the relevant
rule) from the I P address on which the authentication took place (host).
Client Authentication is not restricted to certain service asis User
Authentication. Client Authentication provides a mechanism for

authenticating users of any application, standard or custom (without
modification to the application), after a single non-transparent
authentication session.

When Implicit Client Authentication is enabled and an individual successfully performs either User or
Session Authentication, FireWall-1& then “opens’ the Standard Sign-On Client Authentication rules in the
Rule Base. In other words, by combining the Session and Client Authentication, you don’'t have to
authenticate for every session, and once authenticated for one application, the authentication for another will

be transparent (or implicit).

The primary reason for using Implicit Client Authentication, is to allow the connection information to be

viewed in the Stateful Inspectionda engine. By combining User Authentication and Client Authentication, you
can authenticate the user as a proxy within the protocol (telnet, http, ftp, rlogin), and then get the performance

benefits of Stateful Inspectiona .
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Standard User Authentication

The individual requests a Firewall Acts as an
service provided by a server Application Proxy for
behind the firewall the protected server

% M || ’ ‘

Client PC Check Point FireWall-1 HTTPS Server

Implicit Client Authentication

The individual requests a
service provided by a server
behind the firewall

FireWall-1 Interrupts the request once at the
application layer with a User or Session
Authentication challenge for a User name &

Password

request to server >

] Cm——

Client PC Check Point FireWall-1

Only after the individual has been authenticated, is the connection to thi
protected server granted. From that point forward the connection is
inspected with Stateful Inspection.

HTTPS Server

Fg-1
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Therule base for an Implicit Client Authentication connection should resemble the following.

_:-;}f-_:‘_‘.;lmplicit - Firewall-1 Security Policy

File Edit “iew HManage Policy ‘wWindow Help

BlSR|?| s[Ble| 3lo|8e| 5| BFFER] 2|bmE el

! Security Policy |_ddress Translatlonl

m Source ‘Des’rina’rion[ Service ‘ Action ‘ Track

- @ valid_users@any | B Server Wiy @ hittp @ }m-l Gateways @ Ay
@ wvalid_users@@any | BB Server i @ hittps @ Client Auth Il—m—l Gateways @ Ay

@ Ay @ Ay @ Any drop w Gateways @ Ay

4] | 2

Loading uzer list.. {20.2020.20 [Readrwiite e
Fig-2

In order to create the above rules we first need to define the following objects.

valid_users@any User ID’sfound in the Firewall-1&4 database

steve “steve” isthe user name defined as amember of valid_users@any
server WWW Web server defined with the IP address of 20.20.20.2

http predefined service at tcp port 80

https predefined service at tcp port 443

User Authentication Allows the members of valid_users@any to access the server WWW

for the services ftp, telnet, rlogin, & http, after correctly
responding to the authentication challenge.

Client Authentication Allows the members of valid_users@any to access the server_ WWW
with services other than ftp, telnet, rlogin, & http, without
the need for further authentication.

Long Thiswill log all transaction information to the Firewall log file.

Rule#
1) Definetheinitial User Authentication rule, thiswill allow clients to be authenticated for ftp, telnet,
rlogin, and http. This example sites User Authentication, Session Authentication could also be used.
2) Definethe Client Authentication rule employing Stateful Inspectiona rather than the User or
Session Authentication’s Proxy Service.
3) Thefinal ruleisneeded only for logging purposes. Thelast rulein the Rule Base is always an
implied, any, any, any, drop, but theimplied rule will not log the connection information.

Once all objects are defined, and al rulesare in place, install the rule base.
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The next step in the process, will be to edit the Objects.c file.

NOTE -
Firewdl-1& overwritesthisfile each timethe firewall is stopped. For thisreason we first
need to stop the FW -1 process before editing thefile.

This can be done as follows;
NT cd \winnt\fwAbin (change to the bin directory)
fwstop (stop the firewall)

UNIX  cd /etc/fw/bin
fwstop (stop the firewall)

The objects.c filewill be found in the following directories, based on OS.
NT \winnt\fwAconf\objects.c
UNIX  /etc/fw/conf/objects.C

In the Objects.c file, change the ‘ automatically_open_ca rules’ parameter from (False), to (True). Seen here
using Notepad as the editing tool.

B Objects - Notepad =12 )]
File Edit Search Help
:icmpenable_router_p {"before last™) ‘:J

:1log_established_tcp (true)
encryption_kernel_logging {true)
tisakmp_logging (true)
:block_reverse_tcp (false)
tblock_reverse_udp (false}
tblock_reverse_tcp_p (First)
tblock_reverse_udp_p {first)
thttp_nexzt_proxy_host ()
thttp_next_proxy_port ()

acceplbdgs RS
*Prompt_for_destination (false)
:control_back_compatibility (false)
rautomatically open_ca_rules (true)|
:load_service_port (8)
- iod wakeu
:1balanced_. 5 y_percent (8)
:lbalanced_roundtrip_history_percent (85)
:skipmaxtime {120)

:skipmaxbytes (18485760)
isakmpphase2reneg (3608)
tizakmpphaseireneg (108888}

cmanualminSPI (@8x1680)

manualmaxSPI (B=x1000808)

ticmpcryptver (1)

tuserc_crypt_ver (1)

:fusynatk_method (@)

fusynatk_timeout (18)

sfusynatk_max (50888)

fusynatk_ifnum {-1)

fusynatk_warning (1)

tvlog_switch_size (18) —

tadtr_skip_routing_msg (false)

cradius_send_framed (false) _J:J
1] | 3

Fg-3
Once thisis done, restart the FW -1 process using the fwstart command.

This can be done as follows;

NT cd \winnt\fwAbin (change to the bin directory)
fwstart (startsthe firewall)

UNIX  cd /etc/fw/bin (change to the bin directory)
fwstart (starts the firewall)
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With the Firewall running the above Rule Base, start your internet browser and enter the destination of the
server_ WWW. In our example thisisl|P address 10.10.10.2.

3 http: //my.excite.com/ ?uid=D9B014AAI4EICERS - Netscape

File Edit “iew Go Communicator Help

L ke = 5
4 @ 4 2 £ 5 & 3
: Back  Fopward Heload  Home  Seach  Guide Ernt Secunty Stop
5w Bookmaks £ Gotw[hre/n1010102

Username and Password Required I

Enter uzemame for -1, Reason: no uzer
Server at 1010702

User Mame: Isteve

Fazzward: I’""""1

ak, I Cancel

I [Netscape Sl Ee 2P 2|
Fg-4

Asyou can see, the user is prompted to enter his/her Fierwall-1 username and password. The Rule that
prompts the user to authenticate isthe User Authentication rule, rule number 1.
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Once an individual authenticates with his or her username and password, an entry in the log fileis created.
The entry will contain the following; a service of “Std Sign On”, and an action of “authorize”.

Translating thelog entriesis asfollows,

A) Record Oistheinstallation of the rule base.

B) Record 1 isthe authorization of the username and password

C) Record 2 isthe acceptance of the http traffic based on User Authenticationin Rule 1
D) Record 3isthe acceptance of the connection based on Implicit Client Authentication

In our exampletheinitial rule that grants accessto the client will be the Client Authentication rule, rule
number 2. We determine this by reviewing the log entries. The Info. area of the Log Viewer for record #3 is
the area of note. Note that the Log Viewer indicates that access was granted to the user steve based on
“previous authentication”. This comment indicates to the administrator that Implicit Client Authentication is
indeed working.

B fw.log - Firewall-1 Log Viewer

File Edit “iew Select 'Window Help

=ikl sl 2w 2a| [@[[F |l =

No |Date iTime |0rigin iType |Action IScwice ISuurce IDestination IPnl IRuIe 5_Port |User il_‘_l
1] 2TMargs 174451 Fiy-1 [N cortrol ctl

1 Fhiards 17:54:30 P @ log l_ aUthorize Std Sign On Stewe LT 1] 2 steve
2 Fhiards  17:54:30 P @ log Yy accept Hitp Stewve LT Server A to 1 4137 steve
3 Thargs 175431 Fov-1 B3 log [ ™egriz= St Sign on i 2 steve

LogViewer
Record Number

Authorized Std Sign On
& HTTP Accept

Rule Accepted on

=l
-
4 | >
For Help, press F1 [logvisw.fw  [20.20.20,20 [ | 7

B fw.log - Firewall-1 Log Viewer

File Edit “iew Select 'Window Help

C=E| sl afE am =@ [F [ -]

o.. iFluIe |S_F‘ UseNInfu.

ding log to localhost
eason Autherticated by Firgwal-1 Pazsword
eazon Authenticated by FireWyall-1 Password Authorized for sutherticated hitp access

ateve

steve

steve reason previous authenticstion

Authorized User Info.Area
Authorization Granted
|« [»
For Help, press F1 [logview.fw  [20.20.20.20 [ | L

Fg-5
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The page displayed by the test Web Server at |P address 10.10.10.2 using http is a personal WEB Server
default page.

'y Home Page - Metzcape

e Edit “iew Go Communicator Help
£ N SR - &
« @ A N 2 £ S & @ N
Back  Fonward Reload Home  Search Guide Frint Security 5 )
w‘  Bookmarks A Location: ihttp:.-".-"'l 0101024 LI

(Your Home Page goes here)

TWelcome to my web server running on Windows ¥5.

Here are my interests.

e IMowes

* Feading

Here are some usefial hinkes:

e Mlicrosoft

Thiz page has been accessed 27 times.

Brought to o by the Personal Wigh Senver fiorn Wiorosofi.

= | | Document: Done

Fig-6

L ets now request the same page using the httpsservice. Thiswill now allow the session to be inspected using
Stateful Inspectiona .

My Home Page - Netscape

File Edit %iew Lo Communicator Help

Black Forweard)  Reload ome Search Print Security Stop

G| wi T Bookmarks M @otu;|https.mu.1u.1u.2 P J =]

our Home Page goes here)

TWelcome to my web server running on Windows 95

Here are my interests

- Mom,as Note the HTTPS
* EReading Protocol Request

Here are some useful links:

* Dficrosoft

This page has been accessed o times.

Brought to you by the Persenal Web Server fom Miorosoft.

= | |Document: Done

Fg-7
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Herethe Log Viewer displaysthe https traffic being accepted based on rule number 2.

E fw_log - FireWall-1 Log Viewer

File  Edit Wiew Select ‘Window Help

=) Sk el BlE] G[8)[F ke

No |Date |Time |0rigin |Type |Actiun |Sewice |Suurce |Destinatiun |F‘m.. |Flu|e iS_F‘urt |User |I.‘_l
u] 2Tharad 174451 Fifi-1 F{ contral ctl

1 2Thardd 175430 Fui-1 @ log D authorize  Std SignOn Steve LT in 2 steve

2 27hargs  17e450 Fiy-1 @ log accept hitp Steve LT Server WM top 1 1137 steve

3 2ar9s 1Tsd3 Py E log C & g n Stewe LT ip 2 stewve

4 2fhargs  1&:01:15 Fii-t E logy Steve LT Serwer WA o 1139

authorize

accept

HTTPS traffic i Rule #2
Record #4 raflic1s is the

accepted authenticating rule

=
| | »

For Help. press F1 [logview fu  [20.20.20.20 [ 4

Fig-8

Please consult the FireWall-14 documentation for more detailed information regarding the options and
features of Check Point Firewall-14 .
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Troubleshooting Tips:

1) Aswithany Firewall-1&a installation, be surethat the |P routing structureis correct before adding
additional rulesto the Rule Base.
Allow for only one default gateway on the firewall system
Make sure the firewall operating system is forwarding | P packets
Make sure the Client PC and the destination server have the correct default gateway

2) ToenableImplicit Client Authentication the rules should be defined in the following order:
User or Session Authentication rules for the allowed service (http)
Client Authentication rules (https)

3) If you are not being prompted for a username/password combination;
Clear your browsers cache
Close the browser
Open the browser and reconnect to the intended server

4) Make sure the defined user isamember of the group defined as“ Source” (valid_users@any)

5) Reset the password for the defined user  (steve)
6) Double check the IP address assigned to the destination server (Server W)

7) If you pass the authentication process once, and get prompted to re-authenticate after visiting several
different sites, try the following;

Check the Sessions Allowed parameter in the properties of Client Authentication
Check the A uthorization Timeout parameter in the properties of Client Authentication
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