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Firewall-1 3.0 Quick Install / Technical Reference

The purpose of this document is to outline a basic FireWall-1 3.0 configuration. We will be
configuring a basic single Firewall-1 Gateway between a private corporate network and the
Internet. The security objectives will follow. The example assumes that FireWall-1 3.0 was installed
on a Sun Server with all of the default options.

Figure 1. Example Firewall-1 3.0 Using A Sun Solaris Server As A Gateway:

CheckPoint FireWall-1 3.0 Example Configuration
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Working from the above diagram we will ook to achieve the following security objectives:

Allow internal users unrestricted access to the Internet and the DMZ network.

Allow external access only to the Mail, FTP, and Web servers on the DMZ (ESN) network.

3. Configure Session Authentication for nomadic user’s Bill and Joe to access the Mail Server on
the DMZ using Telnet and POP-3 for purposes of management and Mail retrieval.

4. Install the Session authentication agent on Bill & Jo€e's remote client systems to facilitate

Session Authentication.
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Firewall-1 3.0 Quick Installation / Technical Reference Example Configuration
The following will step us through a hypothetical configuration:

Step-1: Define the following objects using the FireWall-1 GUI Client Network Objects Manager:

Firewdl-1 Gateway (fw).

The Internal Network. (Internal-Net)
The DMZ Network. (DM2)
World Wide Web Server (WWW-Svr)
Mail Server (Mail-Svr)
FTP Server (FTP-Svr)

Step-2: Define a user for Joe & Bill with a Firewall-1 password authentication scheme, using the
User Manager.

Step-3:  Create the rule base using the rule base editor to reflect the security policy.

Step-4: Install the rule base on the FireWall-1 gateway.

Step-5: Configure and Install the Session Authentication Client on Bill & Joe's Windows95 client
PC’sworkstations.

NOTE: Their are many different ways to configure Firewall-1 and achieve the same net result for a given
environment. The purpose of this overview isto familiarize the user with the basic functions and features of
the 3.0 product. Please refer to the Getting Started With FireWall-1 and FireWall-1 Architecture and
Administration guidesincluded with your 3.0 distribution for more detail on Version 3.0’ s features.

Revision 3.0 includes a GUI Client for management of Firewall-1 as well as the traditional OpenL ook
interface from the previous version. The client run’s on Windows95, Windows-NT, and a UNIX version
using a Motif window manager to give the product a common look and feel among all the supported
platforms. For the purposes of this example we will be using the GUI client running under Windows95. For
more information regarding the different interfaces for FireWall-1 management please refer to Managing
FireWall-1 Using the Open Look GUI and Managing FireWall-1 Using the Windows GUI manuals
included in your 3.0 distribution package.

Before you can use the GUI Clients you must first setup a user and host for administration. Thisis done for
you during the installation process where you will be prompted to indicate users and allowed workstations
who are permitted to connect to the management station to manipul ate the security policy. These users can
be assigned different levels of permissions from Monitor only to full Read/Write. Please refer toFireWall-1
Architecture and Administration for detailed information on administrator permissions.

To start the GUI client Interface on Windows95 or NT simply go the Firewall-1 program Group menu from
the Start menu -> Programs->FireWall-1 and select the Security Policy application. Y ou can start the Log
Viewer and Status Viewer independently, or from the main Security Policy menu.

To start the Motif version of the GUI client under Solaris type the following:

# cd /etc/fw/bin
# fwpolicy & NOTE: fwpolicy replaces fwui.

This should launch the GUI Client Interface. The look and feel will be identical to the Windows version.



Figure 2: GUI Client Login Screen: Firew all-1 Security Policy Login |

o _ _ _ Welcome to
The initial screen after starting the GUI is the login Check Point Fire -
dialog box. From here we include our login account, ' - Security Poficy Editor
and the management server we wish to connect to version 3.0
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read only access to the management station we User M ame: |fwadmin
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) . ] Read
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Figure 3: Checkpoint Firewall-1 3.0 GUI Client Main Management Screen:
“% overview - FireWall-1 Security Policy
File: Ec_li,t Miew Manage Polcy Window Help

BEe] 5=e slslelel g blal] 8] 2w el

Security Policy I Address Translation [

m Source |Des’rinati0n| Service ‘ Action ‘ Track Install On Time ‘Co

4 L3

Far Help, press F1 |*local | Readafite _ A

Thisisthe top level management window for creation and deployment of our security policy. From thislevel
we can access all of the sub menus to configure al of our objects, users, servers, resources and rules.
L ooking from left to right we can review the top level drop down menus:

File - Thisisastandard Windows file menu in that it allows you to Save and Open rule base’s,
Print, and exit the GUI interface.

Edit - Thismenu iswhere you can Add and Delete rules, Cut, Copy, and Paste.

View - Thismenu will allow you to turn off the toolbar, status bar, and rules tab.

Manage - This menu is where you will manage your Objects, Resources, Services, Servers,
Encryption Keys, etc.

Policy - This menu allows us to Verify, Install or Un-install our security policy. It isaso where
we can access the Policy Properties Dialog box, aswell as Router Access List management.
Window - The windows menu will alow us to start the Log Viewer, and System Status Viewer
windows.

Help - Basic help functions for Firewall-1.



In addition to the drop down menu’s their are two tabs on the main screen as well, one for the Security
Policy View, the other for the Address Trandation View. Version 3.0 and the GUI client interface allow you
to configure Address Translation right from the GUI as opposed to fwxlconf in previous revisions.
Although fwxlconf is still included for backward compatibility, it is recommended that you use the GUI.

In addition to the management window there are two other primary screen’s for the GUI client. The first is
the log viewer, followed by the system status viewer. The Log viewer is used to view current log files, real
time connection information, and Firewall-1 accounting information. The second is the System Status
Viewer which gives statistical information about all of the Gateway’s managed by the management server.
These windows can be accessed by the Window drop down menu on the main management window.

Figure4: Log Viewer:
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Figureb5: System Status Viewer:
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Step-1: Define The Networ k Objects:

To begin our tasks we will use the Network Objects Manager from the main control panel. Y ou access the
Network Objects Manager from the M anage drop down menu from the main management window.

Figure6: Client Management Drop Down Menu:
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The Network Objects Manager Dialog Box Opens.

Figure7: Firewall-1 3.0 GUI Network Objects Viewer: Network Dbjects x|

Select Workstation from the New drop menu for any host we ~ Existing Objects:
configure as an object. A Workstation can be any system . =
including the gateway. Next we will fill out the dialog box with the Show -I’ﬁ‘" J

basic information about our gateway.

NOTE: In order for al of our objects to function properly, all
hosts in question must be able to ping each other across the
network. All host files, DNS, NIS, and routing tables must be
established before implementing your security policy.

A sample host file (i.e. c:\Winnt\System32\Drivers\etc\hosts)
for our NT gateway should look like this:
# Firewall-1 Gateway Host File

127.00.1 local host loghost

192.32.32.32 fwil-le0 fwl :

192.32.42.32 fwil-lel : BEmove Edit:.-
199.199.199.32 fwil-le2 I

192.32.42.1 WWWwW _
192.32.42.2 ) Mail Network... ~ Help
192.32.42.3 FTP Domain... —
192.32.32.33 Router — =



Figure 8: Workstation properties. General W aikzbahinn Propeihss |

At this point we will enter in the following General I Interfacesi .-’-'-.uthentiu:atiu:uni Enu:r_l,lptin:unl Addrezs Translatiunl
information to define our fwl gateway object.

Marme: | o1
Click The General Tab.

Enter the name from the host file that IP Address: [192.32.32.32 Get address |

reflects the | P address of |€0. -
If the system can resolve the IP Comment: |G ateway nterface led

address of that name click Get address e

Otherwise manually enter the address. Color: | [N
Enter any comment to help define the & |nternal © External
object. e
. . YpE: : o
Click onLocation Internal. V¥ Eirewfall-1 installed

" Host % Gateway

Click on Type Gateway. [T Ezportable

Click onFireWall-1 installed.

Select aColor for theicon. Q. I Cancel | Help

Dialog Box Description:
The tab’ s across the top of the Workstation Properties dialog box allow you to configure the following:

General - Define the specifics about the Host object.

Interfaces - Define the all of the interfaces & Anti-Spoofing.
Authentication - Configure valid authentication methods for the object.
Encryption - Define and configure an encryption domain.

Address Trandation - For adding automatic translation rules to the object.

The General dialog box which we configured break’ s down as follows:

Name- Thisisthe name asit appearsin the hosts file for thisinterface
IP Address- Thisisthe address of theinterface.

( Y ou Could Click “Get address’ if the server can resolve that name to an IP address.)
Comment - Any text to identify the object.
Location - We will select internal. Internal defines an object that is considered behind
the gateway, or protected by the gateway. Also any gateway controlled by this
management station would be considered internal. We will select external when we
configure the object for nomadic user’ s Bill & Joe.
Type - We will select Gateway. A system not operating as a gateway would be
considered aHost.
Firewall-1Installed - This definesif aFirewall Moduleis running a given host.
Exportable- This makes encryption information about the gateway available to
SecuRemote clients.
Color - The color that the object’sicon.

We will now configure the interfaces for our Gateway. In addition to the interfaces we will setup basic Anti-
Spoofing for each interface. Spoofing is a technique where an intruder attempts to gain unauthorized access
by altering a packet’s |P address to make it appear as though the packet originated in a part of the network
with higher privileges. For example, a packet originating from the Internet may be disguised as alocal packet.
If undetected, this packet might then have unrestricted access to internal network reasources. You can
defend against this by configuring Anti-Spoofing.



Figure9: Firewall-1 3.0 GUI Workstation properties:

Workstation Properties |
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Figure 10: Checkpoint Firewall-1 3.0 GUI Interface Properties:

Click on Interfaces from the
Workstation Properties Dialog
box. If SNMP is configured and

functioning on your Sun
gateway click on SNMP Get to
automatically  configure the

Interface entries.

It is recommended that you use
the SNMP feature to insure the
information is accurate. Y ou must
Edit each interface to configure
Anti-Spoofing.

If SNMP is not available add the
information manually. Select Add
to add and configure our
interfaces. Y ou must configure all
interfaces on the gateway.

Interface Properties I If Adding manually:

Hame: |([Ex
Met Address: |192.32.32.32
Net Mask: |255.255.255.0

—Yalid Addrezses:
Ay
i~ Ma zecurity policy!
% Others
" Others +
" Thiz net
" Specific i

= Spoof tracking;
" None

o]

) Alert

i Log

Cancel Help

Enter the interface Name.

Enter the IP address & Mask.

* |f SNMP was used you must
Edit each interface to perform
the next step Anti-Spoofing.
Edit brings up the Interface
Properties dialog box.

Click on Others for Anti-
Spoofing. Only packets with
source | P addresses belonging
to neither 1€1:192.32.42.0 nor
the 1€2:199.199.199.0 should be
adlowed to enter. A packet
entering le0 whose source |P
address is either 192.32.42.0 or
199.199.199.0 is  spoofed.
Packets from these networks
should enter from lel or le2
respectively.

Select Log for simple logging
of Anti-Spoofing.

NOTE: For the DMZ and local-net we will configure “This net” for Anti-Spoofing. Only packets whose
source | P addresses are part of the network connected to thisinterface are allowed.



Figure 11: Workstation Properties: Workstation Properties |

The interfaces section of our Workstation

dialog box should look like this for our General Interfaces ;.ﬁ.uthenticatiuni Enl:rypticunl Address Translatiunl
gateway object fw1l.

Mame I Address I Metwork Mask |
NOTE: For the purpose of this document le2 193.199.199.32 206255 25510
we will not be configuring encryption or le:1 192,32 42.32 255.255.255.0
address translation. We will need to go into le0 192323232 260256 2650

the Authentication tab to enable the
method of FireWall-1 password for our
session authentication of our nomadic

clients.
et | D EEEE | PEEEE
0k I Cancel | Help |
Figure 12: Authentication: Workstation Properties |
Click on Authentication. General I Imterfaces  Authentication i Enicrpption I Addrezs Translation I
Click onFirewall-1 Password to
enabl e this authentication method i~ Enabled Authentication Schemes:
for our gateway interface’s.
Click OK. WV S/Key

V¥ SeculD

[T 0% Pazsward

¥ Firewall-1 Password
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Figure 13: Network Objects: Main

Metwork Objects I

Our Networks Objects dialog box hasitsfirst object. We - .
will use the same steps to add the remaining network ~ Exizting Dbjects:
objects. For detailed configuration information please aln =
consult Getting Started With Firewall-1 and SR l 'J
FireWall-1 Architecture and Administration manuals M ot
included with your Firewall-1 3.0 distribution.

Hew... Hemaie Edity,

Cloze Help

Thefollowing will be abrief example of configuring Network objects.

Figure 14: Network Objects: Network Properties |

Network Properties
General I Addresz Tranzlation I

Enter the “Internal-Net” as the name to
define our network object. Mame: |Internal-tet
Enter the Internal network | P address.
Enter the Internal network subnet mask.
Enter acomment description.
Choose Internal do define out network as

IP Address: [199.199.199.0

Mt Mask: [255.255.255.0

inside the gateway. C t: |Intemal Metwark Cal I T|
Choose Allowed for broadcast's. This Comment | clor: | 7]

allows you to specify whether to consider —Location: —‘ e A

the network’s broadcast IP address as :
& Allowed © Dizallowed

being in the network i.e.199.199.199.255.
k. I Cancel | Help |

&+ |nternal . Extemnal

Choose a Color for theicon.

Using these example's as a guide we will setup the remaining objects by selecting the various types from the
Add drop down menu. For the purposes of this example we will be adding only Wor kstations, and Network
objects. Please refer to FireWall-1 Architecture and Administration included with your Firewall-1 3.0
distribution for adetailed description of these and all the other Object types.
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Using the examples above configure the following Network objects:

NAME TYPE |P Address M ask Firewall-1

fwl Workstation/Gateway 192.32.32.32 255.255.255.0 Installed/GW

Internal-Net Network 199.199.199.0 255.255.255.0 N/A

WWW-Svr Workstation/Host 192.32.42.1 255.255.255.0 Not
Installed.

Mail-SvrWorkstation/Host 192.32.42.2 255.255.255.0 Not Installed.

FTP-Svr Workstation/Host 192.32.42.3 255.255.255.0 Not
Installed.

NOTE: When configuring the Workstation/Host objects remember that they are not gateway’s, nor do they

have Firewall-1 installed on them in this example.

Figure 15: Network Objects: Main

Our completed Network Objects dialog box should look like
this. All of our network objects should be visible in this
window. We can now configure a rule base based on these

objects.

Metwork Objects

= Eisting Ohjects:

S hiowy; |-'5-||

| Hemoive I

Hew. ..

e |

LCloze |

Help |

1



Step-2 : Define User Definitions:

To begin our tasks we will use the User Manager from the main control panel. Y ou access the User Objects
Manager from the Manage drop down menu from the main management window.

Figure 16: Define The User Objects:

| 2% overview - ie’w"all-1 Securit Policy

i 0 o o 8 = P P e M |

| Service . Action | - Time h Co

‘Manage User Definitions [Hocal [Readfwiite | || E




Figurel7: Users: Users
Select New than Standard User from the Users dialog - Users
box. Show: |41 =]

The Show dialog box would allow us to narrow our
view to only groups for example.

The User Properties dialog boxwill appear.

We will return to this dialog box to create our group
Manager sin which Bill and Joe will be added.

We could also create a new Template for addition of
multiple common users

=tandard User

Standard Uszer Template

Hemove | Edit... |

|—

emplate. . i I fidp i

Standard Uzer

Lets Add Our Users:

Figure 18: User: User Properties .
User Properties

Click the General and add the User
Name “Joe” in this case.
Enter in a Comment to describe the

General I Eruups] .ﬁ.uthenticatinnl L-:u:aticun! Time | Encrj,lpticun!

M arme: IJDE
user.
Choose a Color for theicon. Commeit: iE:-:tE:rnal Uszer Joe- Momadid]
Enter the users Expiration Date.
For example December 12, 1997 Color: I 1 vI
For user Joe and Bill we will need to
define an authentication method for E spiration Drate: [dd-mrmm-pu): l'l 2121997

their  Session  Authentication
connections, and set the locations
that they can come from or go to.

]|

0k I Canicel Help

L ooking at the other options on this dialog box we can configure additional parameters for these users:

Groups- Add this user to already established groups.

Authentication - Choose the scheme to authenticate this user.

L ocation - Chose the source and destination locations expected from this user.

Time - Choose specific times that this user’ s account will be active.

Encryption - Define information regarding the user’ s SecuRemote Encryption methods.
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Figure1s, s Authenication T |

Click the Authentication tab from the Eenerall Groups  Authentication ! L-:u:aticun! Tirne | Encrj,lpticun!
User Properties window.

For our example click on Firewall-1 e 0 Passwod j
Password. e
You will be prompted to enter a . SFKEE_I,IIHE
password up to 8 characters. ~Settings ——————
Click OK.
RADIUS
Ma & zzureM et Pathways Defender

0k I Canicel Help

Figure20: User: L ocation UserPopetties _____________________H|

For the purpose of this example Generall Gru:-upsl Authentication LDCEtiDﬂITime |Enu:r_l,lptiu:-n!

configuration we will leave the default G _
. M etwork, Objects: Source;

setting of Any source and Any
destination, which we will restrict with |2 Anv sdd> | B) any
therule base. B} FTFP

] fonet % Delete |

Internsl-ret
@ s Drestination;
& g Add = | ) £ny

¢ Delete

k. I Cancel | Help

Using the previous example add the user Bill. In addition to Bill using the New -> Group menu add a group
called Managers and add Bill and Joe to that group.

NOTE: For the purposes of this example we will leave the Time settings as default. We are not configuring
SecuRemote for this gateway so we will be leaving the Encryption settings default as well.
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Figure 21: Users Uses K|

Our completed User dialog box should ook like this: ~Users

. . . Show: |4l x|
We have our users Bill and Joe configured for FireWall-1 — :
password authentication, and they both belong to the group Bl
Managers.

@ Standard User

New. | Bemove | Edt. |

Clase I (Fistalll [ Help |

Step-3: Define Rule Base:
From the rule base editor select the Edit drop down menu, select Add Rule, then Bottomto add anew rule
to the Bottom of the policy window:

Figure 22: Security Policy

% Standard - Firewall-1 5ecurity Policy
[ view Mansgs Policy Window Help

Eoton L el N [ R N T T

[elEteFuE e

[t =% =

g.”p:f' I e | Service | Action ‘ Track Install On Time ‘Co
SHEE . -

Add a new ule 2t bottom [“local | Readwrite | | A




This action places a generic drop rule to the Bottom of the window. Using the Right Mouse button in each
of the fields (Source - Destination - Service - Action - Track - Install On - Time- and Comment) select Add,
and modify this rule to achieve our first goal which is allow Internal usersto access the Internet and DMZ
unrestricted.

Figure 23: Security Policy: Add Object Metwork Objects |
Click on the appropriate object as the source in this caseitis | E#isting Objects:
the “Internal -Net” . Show: |1 1

For this rule being that we are allowing internal users to
access both the Internet and the DMZ network unrestricted
wewill leave the default of Any for the destination.

Also, for the service given that the internal users are
unrestricted on where they can go or do, we will leave the
service asAny aswell.

For Action we will select with our right mouse button

Accept.

For Tracking we will select Long for detailed logging of this

rule. Internal M etwork:

The target will remain Gateways indicating install on all

objects defined as gateways. Mew,.. | Bemove | Edit... |

Time we will leave as Any, here we could restrict the Internal

usersto certain times for access.
The comment field we will put the appropriate text to define ﬂl

therule.

Our first rule should look like this upon completion:

Figure 24: Security Policy

% gverview - FireWall-1 Security Policy

File Edit Yiew Manage Policy ‘Window Help

HEk2| &= 3lseel @ el5Ee '] =82 e

Securty Policy | Address Translation I

m Source |Destinaﬂ0n | Service | Action Track
-‘ % Irternal-Met ‘@ Ay ‘@ Ay ‘ accept ‘ ’ﬁ Gateways @ Ay ‘

4

For Help, press F1 [local | FieadMufrite [ | 4

Using the previous example, add the remaining rules to the rule base to achieve the goals of our security
policy. When adding Services other than Any you will see the following dialog box of available services.
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Figure 25: Add Object: Add Dbject
The add object dialog box is where you will select the services that - Services:
you will permit through the gateway. It is also where you would e | Al j

define additional service using the New services menu button.

@ AP-Defender

@ archie

i Autherticated

g? backwel
@ Backwek d
Mew... | Bemove | Edit... |
k. I Cancel I Help |

Follow this table while adding the rules:

Rule Sour ce Destination Services Action Track Install Time Comments
1) Internal-Net Any Any Accept Long GwW Any Internal Access
2) Any FTP-Svr ftp Accept Long GwW Any FTP Access
3) Any Mail-Svr smtp Accept Long GwW Any Email Access
4) Any WWW-Svr http Accept Long GW Any Web Access
5) Managers@Any Mail-Svr Telnet  Sesson Alert GwW Any Managers
External
POP-3  Auth Access to Mail-Svr
6) Any Any Any Drop Long Gw Any Drop all others
Rules:

Rule 1 allowsthe internal usersto access the Internet and DM Z unrestricted.

Rule 2 allows Any source Internal or External to FTP to our FTP server.

Rule 3 allows Any source Internal or External to send smtp mail to our Mail server.
Rule 4 alows Any source Internal or External to do http web access to our web
server.

Rule 5 alows the users in the Managers group to Telnet and use POP-3 mail
protocolsto the Mail server via Session Authentication.

NOTE: When adding the source for this object, click the right mouse button in the
Source filed as before, but select Add User Access and add Managers@Any.
Selecting Alert as the action will perform an Alert if the rule fails, i.e. a user failsto
pass the authentication, an alert will beep and display an error to the GUI client
management window. Y ou can also define your own alert such as SNMP trap.

Rule 6 Drop’s all other traffic not defined in this rule base.

Figure 26: Security Policy
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}}f—f:-,;ﬁtandald - Fuewall-1 Securty Policy
File Edt “ew Manage Polcy ‘Windomw Help

HElk|z]| &l== slsleel = aF==8| =7

| Security Policy |.~’-‘«ddress Translationl

o Tme— |
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Our compl eted rule base should look like this:

Step-4 : Install Rule Base:

Figure 27: Install Security Policy Module:

Install Security Policy Module |

At this point we are ready to install our rule base on the fwl
gateway. From the main GUI window select the Policy drop down
menu and click on Install. You will see adialog box indicating the
gateways that FireWall-1is preparing to install to. Y ou should only
see fwl, our gateway. Click OK to instal the Policy. The Log
Viewer and System Status windows should indicate the start of a

new Policy.

— Inztall Securty Policy o

|

o]

Cancel |

Help
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Step-5: Install Session Authentication Agent:

Figure 28: Session Authentication Overview:

< 1) Client Joe Telnet's to the Mail Server.

2) Firewall-1 Intercepts
Joe's Packet and verifies [ 3) Fw-1 sends Session Auth. Control Packet To Agent >

via the rule base that
Session Authentication is < 5) Client Joe Enters His User ID. It is sent back to FW-1. |
required. FW-1 sends

back a Session |
Authentication Control
Packet which launches the < 9) Client Joe Enters Password. It is sent back to FW-1.
Session Authenticatio

Agent on the client.

7) FW-1 sends Password Request To Session Agent >

Nomadic User: Joe

Internet

Firewalf

Nomadic Use

IP: 24.24.24.24
= 4) User Joe Prompted For
= 6) FW-1 receives the User User ID.
= ID and can now determine 8) User Joe Prompted For
= the Users authentication Password.
Mail Server method from the User
Database. In this case we
192.32.42.2 used FireWall-1 password.
< 10) Authentication Passed - Telnet Connection Established >

Figure 29: Session Authentication: Agent Pop-up = FireWall-1 Session Authentication MmE B I

In order for nomadic users Joe and Bill to Telnet or . .
POP-3 to the Mail Server they must first load the = Check Point Fireliaisf

Session Authentication agent on their clients. The Session Authentication -
agent is included on the Firewall-1 3.0 CD under the "
directory windows/agents. Once the agent is installed P/-1 Session Authentication Request from hp-vectra-500
and the user attempts to perform the selected action Connecting to zerver 19232 32,32 for service telnet

he will be prompted to authenticate by the gateway.

First the Authentication agent will challenge the user User |oe
for hisor her user id so that it can use that information

to determine the users authentication schemei.e. FW-

1 Password, SKey, Securel D, etc.

(] 4 I Cancel
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Figure 30: Session Authentication: Agent Pop-u
9 g P-up = Firewall-1 Session Authentication |

After the user ID is verified by the Firewall, the user

is challenged for his or here password based uponthe | Check Point Fire -1

user authentication scheme defined in the user Session duthentication
database on the FireWall-1 management server.

Fd-1 Seszion Authentication Fequest from hp-vectra-500
If the password matches the user’'s authentication Connecting to sarver 132,32 32 32 for gervice telnet
scheme, authentication is granted and the Telnet
session is permitted to pass through the Firewall.

Lzer IJ oe

Fire'w'all-1 pazsword: l“m“’i

ok I | Cancel I

This concludes our quick-setup. Please consult the FireWall-1 3.0 documentation for more detailed
information regarding Firewall-1 3.0 configuration options and features.



