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Diagram of Customer Scenario: 
 

 
 
Goal of Demo: 
 
Demonstrate the tight integration of OPSEC certified applications, using both OPSEC API’s and open 
standard interfaces.   
 
Equipment Needed:  
 
FireWall-1 version 4.0 or newer (Solaris version used in demo) 
OPSEC Certified Virus Scanning Software (NT based product used in demo) 
OPSEC Certified URL Filtering product (NT based product used in demo) 
Novell NDS Server on x86 hardware 
Windows 98 Client on laptop, Novell client software for NDS management 
Unix Server – Linux based server on x86 hardware 
 
UFP/CVP Installation and Configuration: 
 
1. Install UFP and CVP server software.  Windows based installshield installation. 
2. Configure FireWall-1 objects and resources 

a. Define Workstation objects for servers (Manage->Network Objects) 
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b. Define CVP Server Objects (Manage->Servers) 

 
 

 
c. Define CVP Resource Objects (Manage->Resources) 

 
 
 
ation  



 
d. Configure the firewall to enable the resources.  Right click in the Service field, and select “Add 

with Resource”. 
 

 
 
 



NDS User Authentication Configuration: 
 
1. Define Workstation Object for NDS Server (Manage->Network Objects) 
 

 
2. Define an LDAP Account Unit for the NDS Users 
 

3. Define External User Group (Manage->Users): 



  
 
4. Define user authentication rule in firewall: 
 
  



Confirming the configuration: 
 
Logviewer – Once the resources are enabled, additional logging information will be available in the log 
viewer.  For example, in the image below the URL’s for each HTTP connection are shown.  If a virus is 
found this will also be shown in the log.   Also,  for authenticated connections the user name is shown.  In 
this example, the user was authenticated via LDAP through NDS and the user’s Distinguished Name (DN) 
is shown. 
 
 

 
 
CVP connections can be confirmed by showing the open connections on the firewall, while making CVP 
requests, “netstat –an | grep 18181”. 
 
The firewall connection table can also be used to determine if the security server is processing connections.  
For example, to verify that HTTP sessions are being processed, use “fw tab | grep 80”. 
 
Networking sniffing tools, such as ‘snoop’ on a Solaris machine can also be used to confirm that CVP or 
LDAP requests are being made by the firewall.  By default, CVP uses TCP port 18181, and LDAP uses 
TCP port 389.  (e.g.  “snoop –d qfe0 port 18181” where qfe0 is the name of the ethernet interface the CVP 
connections are being sent on) 
 
When configuring LDAP authentication, please confirm the appropriate settings with the administrators of 
the directory server.  Errors in the administrator’s DN (e.g. “cn=admin, o=checkpoint”) or branch definition 
(e.g. “o=checkpoint”) will cause problems. 


