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Diagram of Customer Scenario:
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Goal of Demo:

Demonstrate the tight integration of OPSEC certified applications, using both OPSEC API’s and open
standard interfaces.

Equipment Needed:

Firewall-1 version 4.0 or newer (Solaris version used in demo)

OPSEC Cetified Virus Scanning Software (NT based product used in demo)
OPSEC Certified URL Filtering product (NT based product used in demo)
Novell NDS Server on x86 hardware

Windows 98 Client on laptop, Novell client software for NDS management
Unix Server — Linux based server on x86 hardware

UFP/CVP Ingallation and Configur ation:

1. Install UFP and CVP server software. Windows based installshield installation.
2. Configure Firewall-1 objects and resources

a. Define Workstation objects for servers (Manage->Network Objects)




Workstation Properties

General ]Inter[aces] Encryption] MNAT ]

Mame: jsc:anner.widgetu:c:.u:c:m

|

IP Address: 110.1.1.19 Getaddress

Comment; ]NT Server running CWP based AV software

—Location; 7| Caolor: ’i
@ |nternal  © External
]-“ EXEOraE e
~Type: - [T EireWall-1 installed

* Host  Gatewsy

1

K. | Cancel ‘ Help

b. Define CVP Server Objects (Manage->Servers)

CVP Server Properties

General ]

MName: iAntivirus_Svr

Cormment; JAnti-virus Server

Colaor _ 71

Host: _.E.'- scanner.widgetco.com j

Service: 1 5 FW _cvp M

Cancel ‘ Help

c. Define CVP Resource Objects (Manage->Resources)

URI Definition

General ]Match ] Actian ]

Blame: ]‘v‘irus_scan

Comment: ]Scan far Wiruses & Hostile Applets

Calar: _ -

—Connection Methods

¥ Transparent R hiatch
¥ Proxy Specification Type:
[T Tunneling * Mild Cards
: " File
Exception Track-
 LUFF

C MNone & log © Aler




d. Configurethefirewall to enable the resources. Right click inthe Servicefield, and select “Add
with Resource”.
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NDS User Authentication Configur ation:

1. Define Workstation Object for NDS Server (Manage->Network Objects)

Workstation Properties

General IInteﬁaces' Enc:ryptic:nl MNAT |

Marme: inetware.widgetcu.cum

IP Address: [10.1.1.23 Get address

Comment; iNDS Serverin DMZ

I

i~ Lacation: Calar:
* |nternal € External
[T Exportakle
~Type: [T EireWall-1 installed

& Host  Gatewsy

(8]:8 I Cancel | Help I

2. Definean LDAP Account Unit for the NDS Users

LDAP Account Unit Properties

General |Authenticatiun| Encryptiunl

Mame: INDS

Comment  |NDS Server, LDAP Access

netware.widgej Font: |389

Login T |cn=admin, o=widgetco

Host. I £

—LDAF Rights
¥ R I i/ ‘

I

Fassword:

Calor: I_j Priotity: I1 3:

1 is highest)

— Branches:

Add Edit | Delete |

(0]:4 Cancel I Help I

3. Define External User Group (Manage->Users):




General |

Neme: [NDS_Users | Color | I |

Comment: |NDS Users via LDAP

AcetUrit |7 NDS -~
— Group's Scope

Al Account-Unit's Users

= Only SubTree { [optional prefid] . branch ):

I ; |D=widgetcn j

 Only Group in branch (DN prefie;

I I o=widgetco

84 Cancel | Help

4. Define user authentication rulein firewall:
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Confirming the configur ation:

L ogviewer — Once the resources are enabled, additional logging information will be available in the log
viewer. For example, in theimage below the URL’sfor each HTTP connection are shown. If avirusis
found thiswill also be showninthelog. Also, for authenticated connections the user nameis shown. In
this example, the user was authenticated via LDAP through NDS and the user’ s Distinguished Name (DN)

is shown.

E_Z 10.1.1.74 - Check Point Log Viewer - [fw_log]

Fil= Edit Wiew Select Window Help

DeE8h| [ 5E*2(® 2=~ || |

|Infu.

urce |Destinatiun |Prutu. |User

P whSO0M 0 whSinfi . top

JE1=les whSO0M 0 whSinfi . top

P whSO0M 0 whSinfi . top

JE1=les whSO0M 0 whSinfi . top

JEl2les whS00M 0 whSinfi... top

Je12les 207.239.35 80 top

Je12les whS00 0 vhSinfi... top

Je12les wh 350.infi.net top

Je12les whS00 0 vhSinfi... top

Je12les 207.239.35 80 top

Je12les whd D025 vha infi... tcp

Je12les 208.249.231 26h... top

Je12les wh 350.infi.net top

Je12les pilctD23.clmauedu top MOE: C=UP| O=0PSEC
P pildt023 ol msu edu top MO CM=ENDER O=0PSEC
JE1=les 20820722440  top

4]

resource Rittp 216 33 107 221:80F OLIOEM 897 foliosinex gif

resource hitp 216 33 107 221:80F OLIOEM 897 foliosindex gif

resource hittp 216 33 107 221:80F OLIOEM 897 foliosiprey gif

len 40

len 469

resource http H207 239 35 80 80ad v ww detneyvys comiocal, sz=465x60, nums=i
resource http A216.33 107 221 80F OLIOS fautoshowesmastzig aif

resource http 209 .97 22 1 3850/

len 40

resource http H207 239 35 80 80ad e ww freep comiTechnology, sz=465x60; n:
resource http 216 33107 108 80netgravity jhunter 1 20.gif

resource http 209 249 231 2680 iewadiGd 365-survey _drugab . gif

resource http 209 .97 22 1 38 800z ports/michstateirival Htm

reazon Authenticated by Firevvall-1 Password
reason Autherticsted by Firevvall-1 Password
resource hittp 209 207 224 40:50/

For Help, press F1
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[ |
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CVP connections can be confirmed by showing the open connections on the firewal, while making CVP

requests, “ netstat —an | grep 18181”".

The firewall connection table can also be used to determine if the security server is processing connections.
For example, to verify that HTTP sessions are being processed, use “fw tab | grep 80".

Networking sniffing tools, such as‘snoop’ on a Solaris machine can also be used to confirm that CVP or
LDAP requests are being made by the firewall. By default, CVP uses TCP port 18181, and LDAP uses
TCP port 389. (e.g. “snoop—d gfe0 port 18181" where gfe0 isthe name of the ethernet interface the CVP

connections are being sent on)

When configuring LDAP authentication, please confirm the appropriate settings with the administrators of

the directory server. Errorsin the administrator’s DN
(e.g. “o=checkpoint”) will cause problems.

(e.g. “cn=admin, o=checkpoint™”) or branch definition




