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Remote Link VPN-1 Appliance 
 
 
Check Point Remote Link VPN-1 Appliance is designed for remote deployment and management. It is 
designed to be configured at central site then shipped to a remote location to enable the locations to 
establish a VPN as well as providing Access Control and or Remote Access services for the remote 
location. The system’s operating system characteristics would be managed by several utilities that we will 
available from Nokia. The Check Point Software component would be managed in the standard fashion 
from the Check Point Enterprise Management console. 
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Goal of the Demo: 

- Show the ease of configuring and installing Remote Link. 
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- Required Equipment Needed For Demo: 
 

- Remote Link gateway. 
 

- Operating System & Firewall Modules are Pre Installed 
 

- The IPSO operating system is based on BSD but is hardened and tuned by Nokia for high 
performance routing 

 
- ASCII terminal or serial cable to PC for Console. 

 
- Network with Browser Client System for additional configuration options. 

 
- Optional Internal system behind the Gateway. 

 
 
Configuration overview: 
 
1. Interconnect systems and hubs as per topology diagram. 

2. Configure Network interfaces and routing. Insure you can ping from the Client system to the 
application server on the Remote Net. 

3. Connect system or terminal to the console port of the Remote Link (9600, 8, None, 1) 
4. Power up the Remote Link and follow the prompts for initial configuration options. 
 
 
Remote link comes pre installed with all necessary software. Upon first power up the console will ask a 
series of questions for initial configuration. You will set the following settings; 
 

1) Hostname 
2) Select a Primary Interface 
3) Define the IP Address & Netmask 
4) Define the admin password. 
5) The system will reboot and enable you to use other tools to administer the 

system option. 
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With the network enabled at this point you can use several tools to administer the Remote Link. 
 
1) Command Line interface iclid . This has a Cisco look and feel for those users that need to have a Cisco 

like ability to manage the remote gateway. Type iclid at the command prompt. 

 
 
2) Text based browser lynx. Type lynx at the command prompt. 
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3) The HTML based interface using IE or Netscape; http://192.32.32.3:80  

 
 
Encrypted Remote Management: There is also an ssh (Secure Shell) server component on Remote Link 
and you can ssh into the box or tunnel the HTTP traffic over the ssh port of 22. You can also configure 
Check Point SecuRemote to provide encrypted remote management. 
 
You can perform the entire system configuration using this interface including rebooting and halting the 
Remote Link. Here are some screens shots of configuration options you will find using the HTML 
interface. 
 
4) You can have multiple images of the operating system and the CheckPoint software loaded at the same 

time, and use the HTML GUI to switch between them. Click on the one to make active. 
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5) Configuring interface information with ease within Voyager. 

 
 
 
NOTE: After making a change in Voyager when you Apply it this will be good for only this session. If you 
want this to be set after reboot then click Save to save it to the configuration database. 
 
Once the system is configured and networked you will need to enable Firewall-1 in the Voyager GUI. 
Under Security and Access Configuration on the home page and select: Check Point FireWall-1 and 
select to start Firewall-1 on boot up. Restart the Remote Link. 
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When the system comes back up login to the command line and perform the standard configuration 
functions that you would on a Firewall Module i.e.;  
 

1) fwconfig 
2) fw putlic 
3) fw putkey ( To The Management Server) 

 
Then install a security policy to the Remote Link from the Management Server. 


