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How to Setup the SMTP Resource

The Following Diagram shows the generd process for the SMTP Security Server Resource
within Frewdl-1 verson 3.0B. If you don't already have patch 3064, please contact the resdller
that you purchased Firewdl-1 from and obtain this patch. From this Diagram, we will configure
the components necessary to use the SMITP Security Server to Scrub Email's for Viruses and to
forward them to the gppropriate Mail Server after they have been cleaned. This document
asumes you are familiar with Frewdl-1. If not, please read the documentation that came with
your CDROM, and other reference guides located at: http://Amww.checkpoint.com/~joe
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Note:  If you use another valid Internet Address, make sure to configure the firewall for "Proxy -ARP" for that |P
Address. Thisisdescribed in detail within the "Address Translation Guide" for version 3.0 under
http://www.checkpoint.com/~joe.

Steps to configure the SMTP Resource

1. Define an object with the Vaid Internet Address of the Mail Server so people can send
email'sto this IP Address (192.192.192.192)

Define an object for the IP Address of the Mail Server (this assumesit is different from
above. (10.10.10.1)

Define the object for the Anti Virus Server (10.10.9.1)

Define the "service' for the Anti Virus Server

Define the SMTP Resource

Define the Rule with the SMTP Resource to dlow Email'sto be "cleaned” for Viruses
Vadidate the Email Transfer works properly

Troubleshoot if necessary
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1. Define the network object of the vdid

address of the mail server to the Internet.
This could be the outside interface of the
Firewal aswdl.

Manage—~> Network Objects > New -
Workstation

2. Definethe network object of the Mail

Server asfollows:

Manage—> Network Objects > New -
Workstation

3. Definethe network object of the Anti-
Virus Server asfollows:

Manage—-> Network Objects > New -
Workstation

Worksztation Properties

General ; Interfaces; Authenticalion; Encr}lption; Address Translation;

Mame: ivalid-mailhost

IP Address: |192.192.192.1494 Get addiess !

Eomment:;

rLoeation; ————————

| Cal :i vi
gﬁ' Internal  External oler | I
;"T&'pEZ ''''''''''''''''''''''''''''''''''''' [~ Eigwal-l installed
|# Host " Gateway ™ Exportable

Ok I Cancel | Help

Workstation Properties

General ; Interfaces; Authentication; Encr_l,lption; Addrezs Translatinn;

Mame: ;mailhost

IF &ddress: ;1 8.10.10.1 Get address I

Qomment:!

rLoeation; ————————

Color:

f': Internal  External oler | I

;.. T_','l:lE: ....................................................... ;.... Ei[eWa"_'l insta"ed
.{: Host " Gatsway ™ Exportable

Ok I Cancel | Help

Worksztation Properties

General ; Interfaces; Authenticalion; Encr}lption; Address Translation;

Mame: ianti-virus

P &ddress;;m.m.ﬂi Get address !
LComment: ;|

i Location; ————

Calar: -
&' Intermal . Extemnal o i- ]
[ Type: ————————— I~ Firswalk1 installed
ﬁ‘ Host " Gateway ™ Exportable

Ok I Cancel | Help




CVP Server Properties

4. Ddiinethe Anti-Virus Service General |

Mame: iav-&crub

Manage—> Servers > New > CVP |

Color: -
Name = av-scrub olor. | I~ |
Host = anti-virus Host: o
Sarvice = FWl_CVp Service: I@ P _cvp :J

0K ; Cancel I Help

5. Definethe SMTP Resource as follows: S Do
General lMatch; Action ; Action2;
Manage = Resources > New > SMTP Name: [inboundmai
A . Comrnent: ;scrub incoming mail
Name = inbound-mall Colar m

Mail Server =10.10.10.1
Exception Track = log

Mai Server: [10.10.10.1

Errar Handling Server: i

r~Exception Track————
|  More @ Log ¢ et | [ Natify Sender On Erar

0K ; Cancel I Help 1

SMTP Definition
Now %a:t the "AC'[i on?2" Td) Genelala Match; Action]  Action2 i

Stip MIME of Type: |

Sdlect the previoudy defined av-scrub as the

Anti Virus Server Don't Accept Mail Larger Thar: ;1 ooo Eg KE
And "Cure" viruses At Vi~ Allowed Chars-
i Server t‘:":" av-scrub -] ' b

Click OK | € None € Check %00 f‘“ 7-bit [n0 CTRL chars) |

QK i Catcel ] Help ]

6. Now Write the appropriate rulebase to allow the SMTP to be forwarded and scrubbed by the antivirus server....

am - Firewall-1 Security Policy
e Edit Wiew Manage Policy “indow Help

BlERl2] s=E 2lslee = elEEeR] =0 el

Security Policy ; Address Tranzlation ;

m Source Des’rinationl Service l Action l Track Install On

' @ Any B alid-mailhost | ] smtp-sinkbounc-mail | accept

@ Any @ Any @ Any |@ drop
2l | 2
&

For Help, press F1 {*local |[Readwite | [ [ ;

£ Long |[ Gateways @ Any

[ Gateways @ Any




Sdect the destination of the vaid-mailhogt, with the service of SM TP with the resource of
inbound-mail, and the action of Accept.

7. Vdidate the above configuration works by looking in the Log files to vaidate that the SMTP
is being accepted and forwarded on to the Anti Virus machine and then to the Email Server.

Trouble Shooting

The Overview of the SMTP Security Server is shown below. If you have a problem, there are
three places where the sysem may not be working. They are the following:

1. Connection between the Email Client and the Firewal SMTP Security Server
2. Connection between the Firewal Mail Dequeuer and the Anti Virus Server
3. Connection between the Firewal Mail Dequeuer and the Find Email Server

SMTP Security Server

Firewall renamesthe email to atemporary file“T...filename”
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to “R...filename” which indicatesit isin a“ready” state to be
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Note: you can set this variable to alonger period to seeif the
file getsinto the queue. Thiswill alow you to copy the
“T...” email into another directory and examineit’'s
contents. Thiswill make the SMTP Server run slower.
Set the Environment Variable and then perform the
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Troubleshooting Step 1.

1.

4,

5.

Always look inthe log file to seeif the email connection is accepted from the appropriate
rulein therulebase. In our case, rule number 1 should have accepted the SMTP Connection
to the Vdid-Mailhogt. Also check the "Info" portion of thelog file. Thisiswherethe
connection is described in more detalls.

Make sure the email has completed the queuing process and hasanameof "T..." under the
spool directory. This should be located under the default instalation directory of:

Windows NT = \winnt\fw\spool Unix = /etc/fw/spool

If thereisno filein this directory after the email has been sent by the client, and the log file
tells us that the SMTP Connection has been accepted, make sure the SMTP Security Server
has been configured. Vdidate this by running the following:

Windows NT = \winnt\fw\bin\fweconfig Unix = /etc/fw/bin/fweonfig

Make sure the SMTP Security Server is"checked” to start with the other Firewall Security
Servers. Thiswill place a"asmtpd" entry into the \winnt\fw\conf\fwauthd.conf file as
follows (Unx = /etc/fwi/conf/fwauthd.conf)

CAWINNT\FW\conf>type fwauthd.conf
259  adientd wat 259

23  aened wat O

21  dtpd wat O

80  ahttpd wat O

513 alogind wat O

25  asmtpd wat O

10081 Ihttpd wat O
CAWINNT\FW\conf>

Run telnet to the Vaid-Mailhost on port 25 to see if the SMTP Security Server works OK.

On Windows 95/NT use the telnet client as follows: On Unix type in the fallowing:
Connect I
telnet 192.192.192.192. 25

uustMame:jmz.wz.mz.wz -

Port: :J
TermType: ;vﬂ oo _*J
Connect Cancel |

Enter the command "help” or "?" to see FW-1 amtp server replies.

Some additiond tracing info may be in your \winnt\fw\log\asmtpd.log or
letc/fwilog/asmtpd.log.



Troubleshooting Step 2.

1.

2.

Make sure the firewd| can ping the Anti Virus server for connectivity.

If thisis successful, then seeif the Anti Virus software has received an email from the
Frewdl. Thiswill tdl you if the Firewdl has accepted the email from the dient, queued it,
renamed the email and forwarded this on to the Anti Virus Server.

Validate that the Proper CVP ports are configured on the Anti Virus Machine and the
Firewdl Resource. Thisisdonein Step 4 above. By Default the FW1 cvp isusng port
18181.

Use apacket sniffer, or the "Snoop" command in Unix or the Network Monitor Agent in NT
to seeif the Firewal dequeuer has any communication with the Anti Virus Machine.

Troubleshooting Step 3.

1.

2.

Make sure you can ping the find Email Server

Try and use the SMTP Resource without the Anti Virus Server defined in the configuration
step 5B above. Now download the Security Policy to thefirewdl again and seeif the Email
will pass from the Queuer to the Dequeuer and then on to the Email Server. If thisis OK,
then the processis not working correctly in step 2.

Try and telnet from the firewdl to the find Email Server on port 25 to seeif you can make a
connection. Thiswill tell you if the SMTP process on the Email Server is configured and
active, so that the Dequeuer can forward the emails to the Email Server.



