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The Purpose of this Document isto describe how to "Hide" the original source address of a packet behind
the Firewalls Internal Network Interface. Thiswill allow a path back to the original Internet Client
regardless of the Internal Routing scheme used (ie. If there are no default gateways configured). This
network design will be configured with SecuRemote Encapsul ation turned on.

Given the Network Diagram shown below, consider the following:

1. Internet Client wants to talk to Internal Address of 20.1.1.32

Source I P Destination | P
192.32.32.100| 20.1.1.32 IP- 20.1.1.32

\ Firewall-1 No Default Gateway!
- 1.1.1.10| I I
E InterNet !;I 20.1.1.100

SecuRemote client In
Encapsulation Mode FTP Server
1P:192.32.32.100

There are two problems to overcome here:

1

If the Internal Address of 20.1.1.32 is not a published Internet Address (like 10.0.0.0 networks), this
problem is solved by “encapsulating” the SecuRemote connection to the Firewall first, and then route
the packet to the Internal Address of 20.1.1.32.

The next problem with this type of network isthat the Internal FTP Server of 20.1.1.32 does not have a
route back to the Internet. When the SecuRemote client’ s packet arrives on the Internal Network, it
will still have the Source Address of 192.32.32.100. Thisisa problem, because the FTP Server does
not have aroute back to the 192.32.32.0 network (or any Internet Address for that matter) as shown
below.

To overcome problem number 1, SecuRemote can encapsulate connections directly to the Firewall’s
Internet Address of 1.1.1.10. SecuRemote appends the original Destination Address of 20.1.1.32 to theend
of the packet as shown below.

2. SecuRemote talks directly to the valid Interface of the
firewall (1.1.1.10) and appends the real destination of 20.1.1.32

Source | P Destination IP Original Dest.
192.32.32.100] 1.1.1.10 Dat a 20.1.1.32
Eirewall-1 IP:20.1.1.32

No Default Gateway!

E InterNet 1'1'1'1@20_1.1.100

SecuRemote client In
Encapsulation Mode FTP Server
1P:192.32.32.100




The Firewall will now strip its address of 1.1.1.10, and put the original address back in place. The Firewall
then routes the packet to the FTP Server of 20.1.1.32

3. Firewdl Stripsit'saddressof 1.1.1.10 and

puts the origina Destination |P back | source 1P Destination I P
192.32.32.100 20.1.1.32
Firewall-1 IP: 20.1.1.32

No Default Gateway!

=2 interNet 220 G

SecuRemote client In
Encapsulation Mode FTP Server
1P:192.32.32.100

Once this packet getsto the FTP Server, the FTP Server doesn’t have aroute back to any Internet Address
including 192.32.32.100, so the packet is simply dropped.

4. The problem isthe FTP Server does not have aroute back
to the Original Internet Source Address of 192.32.32.100
So it drops the packet.

IP: 20.1.1.32

Firewall-1
No Default Gateway!

SecuRemote client In
Encapsulation Mode FTP Server says
1P:192.32.32.100 “Can't get there (192.32.32.100)
from here (no route)!”
| can only get to the 20.1.1.0 network

The solution to this problem is to hide the original source address behind the firewall’ s Internal Interface as
shown below. This configuration is done on the Firewall Address Translation editor.

5. Hide the source address behind the Firewall’ s Internal
IP address of 20.1.1.100 [Fig Source IPY, New Source |Destination IP

\192. 32. 32. 100—420. 1. 1. 100 20.1.1.32
~— — :
Firewall-1 IP:20.1.1.32

No Default Gateway!

g - InterNet l‘lll.lolgzo.l.l.loo :

SecuRemote client In
Encapsulation Mode FTP Server
1P:192.32.32.100




By changing the source address to 20.1.1.100, the FTP Server can then respond to the FTP Request as
shown below:

6. The FTP Server can now communicate with the local
address of 20.1.1.100, and the application will now work.

Source | P Destination IP
20.1.1.32 20.1.1.100
! IP:20.1.1.32
Firewall-1 No Default Gateway!
T 1.1.1.10 )
= 20 1.1.100

SecuRemote client In

Encapsulation Mode FTP Server says

1P:192.32.32.100 “l can get to 20.1.1.100,
and here is your response

The Configuration of how to “hide” the Internet behind the Firewall’ s Internal Address are described
below:

One of the important elementsto hiding the SecuRemote clientsisto create arange of |P Addresses for all
non-internal networks, since you don't know what address the SecuRemote Internet client will be assigned.
Thisis how the address transl ation rule will match the SecuRemote client's | P address.

To Create this Network Range, first click onthe" Address Trandation" Tab within the main window of
the Security Policy Editor.

Next click onManage = Network Objects

Now click onNew = Address Range

Created a Network Range object that does not conflict with the | P addresses of the ANY of the Firewall’s
Interfaces (Which Is Critical) or your Internal Networks. This Range will represent the Internet based
SecuRemote source addresses. Y ou can generally identify what your source addresses of the SecuRemote
Clients by the firewall-1 logviewer, or by “snooping” the Internet Interface of thefirewall. Inthiscase, the
testrange object can not be used in the Security Policy, but will only be used by the Network Address
Translation (NAT) Tab.

Addresz Hange Properties |

General I RAT I

el T ==tH ange

Eirst IP address: IEEI_EI.EI.1

Last IP address: |192.100.100.254

Caomment: I

Color: m

0Fk. l Cancel | Help




You must also create a Manage -> Network Chjects -> New -> Workstation object to represent the
internal interface for the NAT rule. Just make this a simple workstation object without Gateway or

Firewall-1 Installed clicked.
Workstation Properties |

General | Interfacesl Enu:r_l,lptiu:unl MAT I

Hame: |u:-cfw1 i

IP Address: {20.1.1.100 Get address |

Comment: I""" Firewallz Internal Interface Object ==

~Locatiors ——————————— Colar: | U vl

& |nternal ' External
[ Ezportable

~ Type: [T FireWall-1 installed

'
Host ¢ Gateway e I4 0 v|
ITI Canicel | Help |

Next created the NAT rule:

- Standard - VPH-1 & Fire'Wall-1 Secunity Policy
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NOTE: Theobject uxfwl-l representsthelnternal I P address of the Firewall 20.1.1.100

The Rule Base looks like this:

% Standard - VPH-1 & FireWall-1 Securibp Pobicy
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The Encryption Domain Object; (Which Included The Firewall Object & the FTP Server )

Group Properties

e |E ncroptDl omain

LComment; J
Colo. [ I <]
- Mot in Group: In Group:

NT-Server
3 Lt i m el

Add

< Hemove

i

0k | Cancel Help

Now try and FTP from the SecuRemote client to the FTP Server, which has no route back to the
SecuRemote client. The SecuRemote source addressin the packets is being hidden behind the internal
interface of the firewall.

"% Command - ftp 20.1.1.32

- Uersion] ready.

Thelog entries reflect the proper communication:
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This particular SecuRemote client was using IKE Encapsulation, which iswhy you see the “key Install” 1og
entry. Any SecuRemote Encryption Scheme will work aswell including FWZ.



