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Overview

This document is intended to guide Check Point partners and clients that intend to use
their Solaris 8 machine to host VPN-1/FiréWall-1 NG only.

Hardening Guidelines

1) Install Solaris 8 Core flavor.
2) Install SUN recommended patch cluster. Current patch is 108528-12, can be
download from SunSolve™ site:

http://sunsol ve.sun.com/pub-cgi/show.pl Zarget=patches/patch-access

Installed Packages

Install the following packages from SUN’s Solaris 8 CDs:

- SUNWi bC
- SUNW i bCx
- SUNW er

- SUNWadnt

- SUNWAdnf w

Remove Packages

Remove the following packages:

SUNWAdnr
SUNWat f sr
SUNWAt f su
SUNWAauda
SUNWaudd
SUNWAuddx
SUNWEQ6
SUNWE g6x
SUNWIT b
SUNWIt cor
SUNW ci p
SUNW ci px
SUNW cp
SUNW cpx
SUNW ct |
SUNW ct | x



SUNW t pr
SUNW t pu
SUNW 15cs
SUNW 1cs
SUNWk ey
SUNW uxdx
SUNW uxop
SUNW uxox
SUNWT64
SUNWY64 X
SUNWdi
SUNWI X
SUNWharmow
SUNWhi sr
SUNWhi su
SUNWpcel x
SUNWpcnei
SUNWpcntu
SUNWHc et x
SUNWcmrem
SUNWpcser
SUNWpI 5u
SUNWpsdpr
SUNW nodu
SUNW es
SUNWS es X
SUNWs ndnr
SUNWs ndnmu
SUNWs ol nm
SUNWssad
SUNW$ sadx
SUNW | eux
SUNWIdf
SUNWITf r
SUNWIT r X
SUNWIsb
SUNWISs bx
SUNWAS T 2
SUNWwdv
SUNWKwd v X
SUNWkwirod

SUNVK WTD X



